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@MILIEFSKY 

From the 

Publisher…  
CyberDefense.TV is live and growing with more interviews each month…  

Dear Readers 
  
I have just returned from CloudSEC Europe 2018 where I shared the stage with some brilliant panelists. We 
discussed the ever-evolving role of the CISO. One of the items we agreed would become very important, is 
the standardization of measurements for risk to organizations. There's a new standard on the block, called 
FAIR - which stands for Factor Analysis of Information Risk (FAIR) and is emerging as the standard Value at 
Risk (VaR) framework for cybersecurity and operational risk. It is hosted and managed by The FAIR Institute 
, a non-profit professional organization dedicated to advancing the discipline of measuring and managing 
information risk, located at https://www.fairinstitute.org/. Membership is free, just like subscribing to our 
eMagazines,so what are you waiting for? 
 
 
FAIR provides information risk, cybersecurity and business executives with the standards and best practices 
to help organizations measure, manage and report on information risk from the business perspective. The 
FAIR Institute and its community focus on innovation, education and sharing of best practices to advance FAIR 
and the information risk management profession. I've always been a strong proponent of standardization in 
Information Security - from the CVE (common vulnerability and exposure) standard for documenting 'holes' in 
our computing equipment, software, hardware and networks to CWE (common weakness enumeration) - a 
way to better understand how to write great code - writing software with security best practices by avoiding 
leaving exploitable flaws in your compiled code. This standard is one to learn about and share in your 
organization. 
 
Some of the areas I consider critical include looking for and measuring risk around People, Apps, Networks, 
Computing equipment, Code and Data (plus the databases where we find the data).  I call this PANCCD – yes 
another acronym – this time I invented it and I’ll share more about it in upcoming articles.  There will absolutely 
be more to come on the topic of making cybersecurity measurable so stay tuned! 
 
Gary S.Miliefsky, CEO 
Cyber Defense Media Group  
Publisher, Cyber Defense Magazine  
 
 
 

http://www.cyberdefense.tv/
https://www.fairinstitute.org/
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Our Vision:  To be the Global Leader  
of Cyber Defense Knowledge &  
Information  

From the 

Editor…  
  
While our Publisher is speaking at numerous  
conferences including CLOUDSEC UK 2018 this month, 
we are also hard at work on our October global print  
edition of our magazine coming out on October 3rd at the 
IPEXPO EUROPE 2018 event in London, UK. We hope 
you enjoy this September eMagazine edition with many 
more to come. We're seeing major changes in the  
evolution of the threat landscape. We will keep you  
informed so that you can stay one step ahead of the next 
threat. Enjoy!  
  

  
To our faithful readers,  
 

Pierluigi Paganini 
Editor-in-Chief, Cyber Defense Magazine 
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Your website could be vulnerable to outside attacks. Wouldn’t you like to know where 
those vulnerabilities lie? Sign up today for your free trial of WhiteHat Sentinel Dynamic and 
gain a deep understanding of your web application vulnerabilities, how to prioritize them, 
and what to do about them. With this trial you will get:  
  
An evaluation of the security of one of your organization’s websites  
Application security guidance from security engineers in WhiteHat’s Threat  
Research Center Full access to Sentinel’s web-based interface, offering the ability to review 
and generate reports as well as share findings with internal developers and security  
management A customized review and complimentary final executive and technical report  
  

Click here to signup:  
https://www.whitehatsec.com/info/security-check/  
  
  

PLEASE NOTE: Trial participation is subject to qualification.  

https://www.whitehatsec.com/info/security-check/
https://www.whitehatsec.com/info/security-check/
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5G – Supporting The Transformation of European Mobility  

5G will be more than the next mobile network evolution, it is set to be a real game changer for citizens 
and industry alike, addressing societal challenges and meeting the connectivity needs of new 
innovative services and businesses. Compared to previous generations, 5G will provide a significantly 
improved performance, handling up to a thousand times higher data volume with a similar increase in 

device density.  

Thanks to this improved performance, 5G will be in a position to deliver enhanced mobile broadband services 
to support the digital transformation of European industry, including the automotive industry. 5G will also 
support the deployment of Iot with billions of connected devices over the next decade. 5G will be a key element 
in an industrial revolution across all sectors, leading towards distributed production management, low-energy 
processes, cooperative robots, and smart manufacturing and logistics. The transport sector, in particular, will 
become highly automated and provide new mobility business models for the transportation of persons and 
goods. 
  
  
C-ITS continuity of service 
  
Cooperative ITS (C-ITS) in Europe requires continuity of service, so it will be deployed concurrently with future 
wireless technologies, such as 5G for instance. Continuity of service will prevent vehicles equipped with earlier 
connectivity technologies from being excluded from the C-ITS eco-system. “Whatever the technology, safety 
applications will always require guaranteed uninterrupted communication. 5G is a promising mobile 
communication technology that can provide C-ITS communication. Considering the potential for reducing the 
number of fatal accidents, Dynniq anticipates the immediate implementation of C-ITS technology,” said Cees 
de Wijs, CEO of integrated mobility and energy solutions provider Dynniq.  
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Connected and automated driving concepts address key societal mobility challenges, in particular safety and 
quality of life in urban and densely-populated areas. Connected vehicles are able to learn from each other to 
gather and maintain a complete and reliable picture of the driving environment. For instance the presence of 
other road users, including pedestrians and cyclists, and also new road hazards, dangerous crossings or 
hidden corners will be made known to the entire fleet thanks to the Internet of Things. 
  
Promoting automated driving with IoT is the main objective of the EU-funded Autopilot project, coordinated by 

ITS Congress organiser ERTICO. ERTICO will also participate in the EU-funded 5G-DRIVE Research and 

Innovation Action, for developing and validating key 5G functionalities and services, including network planning 

through pre-commercial testbeds for eMBB and V2X services, in collaboration with a twinned Chinese project 

led by China Mobile. 

  

Breakthrough mobility concepts 
  
“5G will enable the digital transformation of the transport sector towards a global Digital Smart Mobility  
paradigm, providing breakthrough mobility concepts and new innovative applications and services matching 
user needs and societal challenges,” said François Fischer, Senior Manager Connected and Automated 
Driving at ERTICO.  
  
Automated driving is a safety and time critical application with stringent connectivity requirements, in particular 
concerning latency. 5G will provide low-latency (<5 ms) connectivity that meets autonomous driving 
requirements. Fully automated driving will only be possible by providing all connected vehicles with a virtual 
picture of the driving environment in cloud and edge computing architectures, for which 5G network slicing 
features will be a major requirement.  
  
Creating and maintaining a reliable virtual representation of the driving environment will also require the 

collection of data from billions of connected sensors. The challenge of this high density of connected objects 

will be addressed by 5G’s massive Machine Type Communications (mMTC). Finally, Artificial Intelligence will 

be the ultimate enabler of driverless vehicles, particularly through deep learning and computer vision.  

  

Join the 5G conversation at ITS World Congress 
  
Reflecting the transformative potential of 5G, a number of sessions at this year’s ITS World Congress are 

dedicated to this topic. The increased cybersecurity threat that goes hand in hand with the multiple new uses 

and applications offered by 5G is also dealt with in a number of related sessions.  

  

  

  

http://autopilot-project.eu/
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5G-related sessions 
  
ES09: Delivering Effective Cooperative, Connected and Automated Mobility (CCAM) 
SIS17: Evolution from Current Automotive Connectivity and its Deployments to 5G and 5G C-V2X 
SIS31: 5G with Satellite – Delivering Resilience and Reach 
SIS55: Fusion of Road Infrastructure and Vehicle Sensor Data for Automated Driving 
NS9: 5G /G5 Opportunities and Telecom Connections with C-ITS 
  

At the congress, ERTICO will also host an informal workshop with a focus on: 5G for Automated Mobility.  
  
  
Cyber security-related sessions 
  
ES11: Enhancing Cybersecurity & Resilience of Transport Infrastructure 
SIS10: Assessing Next Generation Technologies for Emerging Future Transportation Environments 
SIS36: ICT Serving Automated Road Transport 
SIS60: Cybersecurity For Public-Facing ITS Systems 
  

To take part in the 5G and cybersecurity discussion at ITS World Congress, register here. To view the full 

programme click here, and for more information about the ITS World Congress 2018, please visit 

www.itsworldcongress.com 

  

 

https://itsworldcongress.com/registration/registration/
https://itsworldcongress.com/wp-content/uploads/2018/07/Copenhagen-2018-preliminary-programme_13.07.18.pdf
file:///C:/Users/rdy/Documents/ERTICO/www.itsworldcongress.com
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Ransomware has become a scourge to businesses around the globe and always manages to find a way to 
infiltrate even the best defenses. Whether it was a well-known recent outbreak from WannaCry or 
Petya/NotPetya, which spread worldwide in a matter of minutes, or a more random incident on a small 
business, school district, city, or healthcare provider, any one of these can be detrimental to an entities 
infrastructure and business operations.  

After getting hit with ransomware, companies may lose data and have to spend money as they try to recover 
their sensitive assets, either through paying a ransom or a solid recovery process, or risk disrupting business 
continuity. Beyond any monetary figure, it’s also possible they’ll damage their reputation in the eyes of their 
clients and customers due to downtime and potential data loss, which can be even more detrimental to the 
business. By better understanding the threats ransomware presents, there are several essential preventative 
measures that can be done early to mitigate the impact, minimize potential disruption to business operations 
and more importantly – loss of critical data.  
  
  

Ransomware – Preparation is Key 
  
The growth and sophistication of ransomware variants has caused many companies to anticipate a potential 
infection, regardless of whether they’re actually hit. Having a contingency plan in place is essential to both 
minimize the potential risk and the impact of ransomware.  
  
Ransomware’s attack vector is typically through email attachments, hijacked websites and adware, making it 
nearly impossible to protect against everything. However, there’s a common thread linking all of these: the 
human touch. You can prepare and educate everyone in an organization to be wary of suspicious emails, 
downloads, content and websites, but sometimes even the best prevention simply isn’t enough. And that’s not 
all. Ransomware variants are spreading, with many slipping past even the best and most up-to-date defenses 
so it’s important to remain vigilant, regardless of your role in an organization. 
  

You might ask, “What about paying the ransom; it’s not that much and it seems a lot easier and cost effective?” 
That’s one way to go, but there is no guarantee you’ll get access to your data again just like there’s no 
guarantee you’ll rid yourself of malware or viruses that are now on the network.  
  

The fastest and safest way to recover is through strong preparation and a quick reaction to isolate the infected 

computer or server and shut it down before implementing your recovery plan. The complexity and speed of 

recovery relies on advanced planning and preparation including data backups.  

  

 

Ransomware Finds a Way - Best Practices to Minimize Negative  

Impact, Downtime After a Ransomware Infection 

by Jim Varner, President and CEO, SecurityFirst  

https://money.cnn.com/2017/07/27/technology/business/ransomware-malwarebytes/index.html
https://money.cnn.com/2017/07/27/technology/business/ransomware-malwarebytes/index.html
https://www.cyberscoop.com/leominster-ransomware-massachusetts-bitcoin/
https://www.reuters.com/article/us-usa-cyber-baltimore/hackers-disrupt-baltimores-emergency-call-system-atlanta-still-affected-idUSKBN1H42I2
https://securityintelligence.com/news/recent-attack-suggests-ransomware-is-alive-and-well-in-healthcare/
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Take a Layered Approach to Ransomware Prevention 
  

There are several steps companies can take to prepare themselves if they’re hit with a ransomware attack:  
  

 Updates are essential: Update all systems, anti-malware and firewalls, and ensure all operating systems 
and software is up-to-date with the latest patches. This is basic security hygiene any company should do 
on a regular basis.  

  

 Practice data governance: Determine what data exists across your organization and the stakeholders who 

are responsible for it. Data governance makes a difference - greater accountability including executing 
access policies and reinforcing best practices across the board will significantly narrow the potential attack.  

  

 Limit the attack surface: Narrow the attack surface with more stringent access controls, advanced 

encryption, key management and real-time access monitoring. This also helps improve overall company 
operations while preventing other data losses and potential issues. 

  

 Encrypt your data: If your files are compromised in a ransomware attack, strong data encryption ensures 

the data cannot be decrypted and exfiltrated without the proper authentication and authorization. It’s a 
small but simple measure that goes a long way to protecting your assets. 

  

 Access controls matter: Companies should limit data access to only those roles that absolutely need the 

data to perform their job functions by implementing role-based access controls (RBAC) and privileged 
access management (PAM).  

  

 Whitelist your applications: Isolate workloads whenever possible by using a process of default-deny “zero 

trust” and whitelisting, which only allows access to decrypted data through a specific application or process. 
Put systems in place to always monitor who is accessing the data and when, so you aren’t left surprised 
when unauthorized access attempts occur. 

  
  
  
Data Backups Help 

  

Back up data, specifically sensitive data, as a standard practice. A 2016 alert from the  
U.S. Department of Homeland Security (DHS) suggested data backup as a key element of any  
ransomware recovery: 
  

“Perform and test regular backups to limit the impact of data or system loss and to expedite the  
recovery process. Note that network-connected backups can also be affected by ransomware;  
critical backups should be isolated from the network for optimum protection.” 
  

Having a backup and recovery strategy is a best practice, but the enormous amount of data  

organizations generate can be challenging to back up and if backups are stored on the network it can 

still be compromised. That is why DHS also suggests data be backed up offsite and air gapped from 

the network, which is where cloud, and specifically object storage, come into play.  

  

 

https://www.dhs.gov/blog/2016/04/06/protect-your-data-against-ransomware
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What About the Cloud?  
  

The cloud is growing in popularity as a viable option for data storage, allowing for easier data recovery since 
not all data is kept in the network and at risk for attack. However, just because data is in the cloud, doesn’t 
mean it is secure. Without the right data security that encrypts data before it is sent to the cloud, cloud storage 
is just an open extension to your network and can be vulnerable as well. You should also control all aspects 
of access and visibility once the data is in the cloud.  
  

Additional benefits to cloud storage come from using object storage and geographic dispersal to provide the 
redundancy and resiliency needed to quickly recovery from ransomware.  
  

While only about 10 percent of an organization’s data is used on a regular basis, companies may need to store 
the other 90 percent, sometimes for several years at a time, due to various regulatory requirements and 
processes. Object storage, especially when leveraging public cloud tiered pricing, can be a highly cost-effective 
answer for this issue, keeping the data stored away, but readily available for recovery. Since object storage 
connectivity is via API, it provides potential cost savings and air-gaps backup data from the operational 
network. 
  

Geographical dispersal can be as simple as sharing the same encrypted copy to multiple cloud providers or 
locations to ensure if there is an issue on one platform, data can be easily recovered from another source. 
Other options available in the market today can split the data with resiliency across multiple cloud locations or 
providers – giving you an extra layer of security and speedy recovery when needed.  Whether that’s a 
ransomware or malware attack, or even in the event of a natural disaster, companies can be assured that their 
protected data is safe and recoverable.  
  

Keep in mind with object storage, there are unique challenges, particularly privacy. While cloud service 
providers (CSPs) provide secure environments or even protection through encryption, you can only ensure  
proper security of the data in object stores of any cloud, when you are in control. 
  

With the right approach, object store dependency and privacy concerns can be alleviated. Organizations must 

have technical and operational processes in place to explicitly block CSPs from accessing that data. The right 

approach is to use client-side access controls, encryption and encryption key management as a standard part 

of the organization’s data protection strategy. By securing the data before it goes to object  

storage you won’t sacrifice data security. 
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The Aftermath of a Ransomware Attack 
  
Ransomware enables cybercriminals to take command and control of systems and business operations for 
quick financial gain or other malicious intent. Once a successful attack begins, companies often no longer have 
control or access to their most valuable assets: its data. 
  

Getting back up and running after a ransomware infection, with minimal impact to time and resources, is 
essential to all organizations, regardless of their size. This necessitates making data protection with secure 
backup and recovery an essential part of any security process.  
or resiliency 
Remember the basics when you’re recovering from a ransomware attack:  
 

 Identify the infected machines and remove them from the network 

 Determine if any other areas are impacted 

 Examine your backups to ensure they are not affected 

 Patch and scan devices on the network 

 Bring new machines online as needed 

  

By employing these best practices and taking a layered approach to ransomware prevention, you can ensure 
your data is protected. That way, if a ransomware attack still occurs, you’ll be in the best position to regain 
control of your data so that you can get back online much faster, avoiding business disruption and data loss. 
  

About the Author 
  
 

 Jim joined SecurityFirst in 2014 with over 36 years of experience in silicon 
technology, server development,telecom, security systems, and software 
management solutions at IBM and BLADE Network Technologies. He 
assumed the role of President and CEO of SFC in January of 2017. Jim is 
well respected as a subject matter expert in the areas of data security, server 
systems and management  
solutions. Jim earned a degree in Engineering from Youngstown State 
University and currently splits his time between North Carolina and Southern 
California, typically close to the beach and the waves.For more information, 
visit https://securityfirstcorp.com  
  
 

https://securityfirstcorp.com/
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Psychological Operations Behind Ransomware Attacks 

  
By Milica D. Djekic 

The ransomware attacks could cause the sabotage of your entire IT infrastructure and you would agree with 
us that it’s not pleasant at all to get your files or machines being locked and seeking from you some sort of the 
fees in order to stop that incontinent situation. In so many cases, you would not be sure if those campaigns 
could promise you that your data would get saved even if you pay for the ransom. On the other hand, this sort 
of attacks would give you the time limitation for paying for the fees and that could indicate some sort of 
psychological operations being directed to the common people. 
  
Why would we believe that the ransomware attacks could get correlated with some sort of the psychological 
operations? First, if you need to pay for any sort of the blackmail within the restricted period of time – you 
would cope with the higher amount of anxiety, stress and even paranoia. This is quite unsuitable, right? It 
would appear that such an application would terrorize you trying to make you fulfill its demands. Here we come 
to the crucial words – being terrorized! We know quite well that any timing requirement being the part of a 
security solution would only assure your defense. Further, if anyone would blackmail you with any sort of 
sabotage giving you the limited time to pay for your security – you would undoubtedly get in position to deal 
with the psychological operations. 
  
The ransomware products are the new generation malware and they would cause the quite frightening effects. 
So, if you would feel anyhow anxious, scared, stressed and even paranoid about this sort of the threats – you 
should think twice about the background of such a project. It’s well-known that in defense mainly the terrorist 
organizations would show the intent to conduct some sort of psychological operations. So suddenly, your 
computer would put you under the pressure and you would feel so powerless in front of such a threat. That’s 
exactly the effect so many terrorist groups would want to make. In this article, we would talk a bit more how 
the ransomware attacks could get correlated with the secret terrorist projects and why it is important to develop 
the strong countermeasures for this type of scenario. 

The today’s black market would offer a plenty of new technologies including the ransomware solutions. This 
sort of the product would get developed as the part of some cybercrime project that could get sponsored by 
so many malicious actors’ organizations. The point of this effort is not to claim anything, but rather to try to 
provide a rational discussion dealing with the deep logical flow. In the other words, we would not make any 
suggestions on for a reason that could be speculative only and as the purpose of this effort; we would see the 
quite critical review of the ongoing circuitstances. So, we would get aware of that the black market is the place 
that could offer you the heaps of goods and services. The well-paid projects are those being accomplished by 
so skillful malware developers. 

These guys would work so hard independently or as a team in order to create the new piece of the code that 
could cause harm to someone’s IT asset. Next, it’s also well-known that someone would pay for such a project 
and from the current perspective; it may appear that the cybercrime underground would develop such a 
malware for a reason to make a profit over the victims’ vulnerabilities.  
  
  



    24 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

So, if the situation is as getting indicated – it could get quite clear that his new innovation in the area of a 
cybercrime could be the handy method for making the money on. On the other hand, we would notice that 
there would be some side effects with this project targeting the people’s mind and psyche. In the other words, 
all of these could get correlated with the psychological operations. Our idea is that the terrorist groups could 
stand behind those projects. Maybe they would not develop the entire code, but they would define the 
requirements how such an application should work. If you are running out of the time, you would feel 
uncomfortable at least and in the case of the ransomware attacks when you are aware of that your entire 
business could go to waste, your level of anxiety, stress and paranoia would only go up and up. The 
ransomware projects got launched on the black market and it’s quite logical that the cybersecurity experts 
would investigate these malicious codes and try to find the adequate resonse to such a threat.  
  
The terrorist organizations would be more than happy to see the western people suffering such a sort of the 
attacks and we would not get surprised if they would sponsor those projects. In this effort, we would only make 
the linkage between the ransomware solutions and terroristic psychological operations. We would not try to 
convince anyone to believe into these suggestions, but rather try to warn the authorities to get such an idea in 
mind – once they make a decision to investigate such a case deeply. Apparently, the fact is someone would 
get the idea to develop the piece of the malicious code that would terrorize the people in order to make them 
suffer the wide spectrum of negative emotions and feelings. The modern cyber defense has developed some 
countermeasures to these situations, but that’s not enough – because the black market would get flooded with 
the new and new technological offerings. The main question here would be who would stand behind these 
intelligently designed weapons. We would call these offerings the weapons for a reason they would literarily 
serve as the tools for making the profit on and conducting the psychological campaigns as well. 

The main question here would be if the new generation threats would serve as the cyber weapons which role 
would be to raise our blood pressure on. The fact is that we are living in the quite turbulent part of the history 
and we should get aware of so many adversaries that would wish to cause harm to the majority of common 
people. The role of a defense should be to try to resolve such situations and we think there is still a lot of time 
and hard work to get invested into this sort of challenges in order to get tackled.  

  

About the Author 
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Learning from our Oversights: Banking, Phishing, and Cyber-Insurance; Oh my!  

 by Mr. B3N3; Cybersecurity Lab Engineer 

  
 
A bank robber, after being apprehended, years ago was asked: “Why did you rob the bank?” The simple and 
direct response was, “That’s where the money is.” There is no difference today. Organizations will be targeted 
due to an asset the attackers want access to. This may be data or information, or the familiar cash.  
  
An incident happened in Virginia to a bank and within eight months, the same issue presented itself. These 
illustrate the importance of relevant, regular training for phishing attacks and review of cyber-insurance  
policies by the appropriate personnel.  
  
  
Incidents 

  
The target was The National Bank of Virginia located in Virginia. The bank was compromised twice in eight 
months. The total amount stolen between these was an estimated $2.4M. The first was on May 28, 2016. This 
attack continued through Monday (Memorial Day), and was subsequently detected. The focus of this and the 
2nd successful compromise was cash. Once compromised, the money was stolen through hundreds of ATMs 
across North America with cards whose magnetic strips had been the true user’s data placed on them. The 
ATMs initially with the first incident had stolen $569,648.24.  
  
Once detected the bank contracted with Foregenix to complete the forensic review. In June 2016, the bank put 
in place the additional security protocols recommend. Curiously, the bank was breached again, allegedly by 
the same group, in January 2017. The attackers through this attack were able to steal $1.8M.  
  
  

Methodology 

  
The two rather deeply probing and expensive attacks were successfully completed with simple phishing emails 

with attachments. Typically, the user opens the email, clicks on the link or opens the attachment, and potentially 

the IR (Incident Response) Team and other operation teams subsequently have a long day and/ or weekend 

ahead of them. With the first attack, the initial compromised computer connected with and compromised 

another computer within the bank. This second computer accessed the STAR Network. This is managed by 

First Data and is used to manage the debit card, transactions, customer accounts, and the use of ATM and 

bank cards. 

 

With the compromised computer, the attackers had the ability to disable and modify the anti-theft, and antifraud 

protections that normally are in place for the banks clients. This included the bank clients PIN, withdrawal limits 

for the individual person, daily usage, maximums for the debit cards, and fraud score protections. The bank 

clients were pwned. 

 

The interesting twist is either by luck or learning from the 1st attack, the attackers also gained access to 

Navigator in the second attack. Navigator was used by the bank to manage their customers debits and credits.  
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During the compromise #2, the attacker credited the bank ‘s client accounts for $1,833,984 from several 
hundred ATMs. The second compromise also occurred over a weekend, between January 7-9, 2017. To make 
matters worse, the attackers updated for their needs or removed the bank‘s critical security controls.  
  

Cyber-Insurance 

The bank did have cyber-insurance in place and in force at the time of the attacks. The insurance company 
was Everest National Insurance Company. Once the claim(s) had been filed, the insurance did not want to 
pay. There were two exclusions, and the insurance company claimed this fell under their Debit Card rider. The 
bank then filed a lawsuit in the Western District Court of Virginia, Roanoke Division (Civil Action No 
7:18CV310).  
  
  
Lessons Learned 

Cybersecurity presents a new environment for the enterprise to thrive in. One aspect that is particularly new is 
cyber-insurance. The insurance industry is still working to detail the working, interpretation, and the method on 
how to apply this. In purchasing this service and insurance, the business needs to be wary and complete the 
due diligence, so senior management is aware of the coverage, as much as they are able to. 
  
 One aspect to fully explore are the exclusion riders. These, when possible, should be minimized in number. 
Where these are required, any ambiguity in the wording should be explored and detailed, while being 
documented. With this, any ambiguities should be limited. Notwithstanding a section to the contrary, the emails 
and other documents should fill in the gaps.  
  
With the exclusions, this would work to limit the insurance company’s exposure to certain attacks. The industry 
may not know of a certain attack or one that had not been published yet. The attack vector may not be known 
yet. The business may be waiving their right to coverage for an unknown attack, or one that had not been 
created yet.  
  
The business should actively consider consulting with an attorney specializing in this area with regard to the  
cyber-insurance policy and rider. The agreement and insurance rider are written with the insurance company’s 
interests in mind. The sections and riders may be vague where needed, and be able to apply exclusions where 
they may need it.  
  
Insurance works, in theory, and practice, by pooling risk. The pool consists of individual policies. The insurance 
companies use large mathematical formulas to determine what factors to take into account. The larger the 
pool, assumptively the less overall risk, fewer claims, and subsequently larger profits. If there are too many 
claims, the insurance company’s profits will be lower. As this is relatively new, the pool of clients purchasing 
this type of insurance is not massive. As this is the case, a few compromises certainly could affect the 
operational and net income for the insurance company. The insurance organizations are profit driven, and not 
an altruistic entity.  
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Even if the organization follows industry standards and recommendations, there may be issues. The InfoSec  
environment is ever-changing. There are new attacks, updated old attacks, nuances, or old issues never fixed. 
To anticipate every issue and attack angle is not possible.  
  
Phishing continues to be a rather viable attack vector, with attacks increasing in numbers and believability. 
These can be skillfully crafted, with the business symbols and graphics. All it takes is one person in the right 
department (e.g. accounting, finance, tax, or Human Resources) clicking on one link and the business 
operations can get very interesting, very quickly. The phishing training needs to be regular, and relevant.  
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Signs That Indicate Your WordPress Site is Hacked 

  

Discovering a website hack on time is very important; if you detect it late, it would already have caused you 

great damage. Here, in this article, we'll be discussing WordPress website hacks and how to know if your 

WordPress website has been hacked. 

  

                                                

  

Why hackers love WordPress websites... 

Hackers, as we know, are always after things that are popular on the internet. WordPress is definitely the most 

popular among all CMS platforms and powers over 60 million websites today. Hence, it's quite natural that 

hackers target WordPress websites; statistics are that every single minute there are over 90,798 hack attempts 

that are being made on WordPress websites. 

  

What kind of WordPress websites are attacked? 

This is an irrelevant question. Hackers can target anyone and anything. Any person, any network or any 

website can be hacked. But still, to make it simpler, let's put it this way. Hackers are always looking for common 

security errors that website owners make and vulnerabilities that websites have. In other words, a hacker 

always targets a website that is weak. The key, hence, is to fortify your website against hacking attacks. Still, 

if by any chance, there happens to be some vulnerability or error and a hack happens, it's always good to spot 

it on time. For that, you need to be aware of the hack signs that you have to be on the lookout for. Here we go, 

discussing WordPress website hack signs that could help you take timely action and avoid incurring big losses: 

  

 

https://hackercombat.com/wordpress-acting-weird-10-signs-your-site-may-be-hacked/
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1. You get the “This Site May Be Hacked” message 

If, while going through the search engine results, you happen to see the message "This Site May Be Hacked" 

right below the link of your website, it's a clear indication that your website is hacked. You should act 

immediately because any user who's perhaps searching with a keyword for which your website is ranking 

would come across this message and would avoid your website. 

2. Spam emails that are sent from your website 

If there's any indication of anyone getting spam emails from your website, you should think of taking some 

precautionary measures. Hackers, when they get control of websites, especially those with a clean record, 

they use it to send spam emails to unsuspecting people. You should always remember that email servers have 

security measures in place that would detect websites sending out spam emails and then blacklist them. So, 

if your website is sending spam emails, it could also end up being blacklisted and that could cause you much 

loss. 

  

3. Your website becoming slow and unresponsive 

Whenever a website becomes slow or unresponsive, it could be a sign that it has been hacked. But there could 

be other reasons as well. The website would have had a sudden increase in traffic and that too would cause 

such an issue. At the same time, if your WordPress website has been hacked, it would definitely become slow 

and unresponsive as hackers would most probably be using the website server to carry out malicious activities. 

  

4. Visitors to your website get redirected to some other site 

If any visitor to your website complains of getting redirected to some other website, it could be an indication of 

a website hack. Hackers would hack your ranking WordPress website and redirect users to some other website 

that they are using for executing some other purposes. This would also lead to a massive fall in traffic for your 

website. 

  

5. When an antivirus flags your website as unsafe 

When an antivirus software starts flagging your website as unsafe, you need to do the checks and see if it's 

hacked. Antivirus tools are designed to protect users from websites that are hacked and hence infected with 

malware. This is to protect the users from getting their systems infected. 

  

6. You discover themes or plugins that you haven't installed 

If your website administrator finds themes or plugins that weren't initially installed on your website, then it's 

best to check if the website is hacked or not. Hackers, in order to create backdoors on a website that they have 

hacked, sometimes install plugins on it. This would help them later to have an access to the website even if 

it's cleaned by a security expert and the infected is removed. So, if ever you find any plugins or themes that 

you hadn't installed on your WordPress website, then it could probably have been hacked. 

  

 

https://hackercombat.com/fix-malware-from-your-website-free/
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7. When your web host disables your website or issues warning 

If you get a warning mail from the web host or if your web host disables your WordPress website, then it's 

almost certain that your website has been hacked. Sometimes the web host would send you details of the 

exploit and also give you a deadline to fix the issue failing which your website would be suspended. Shared 

hosting providers, who host multiple websites on the same server, would be extra cautious and may 

straightaway disable your website so that others don't get affected. Take quick action and repair the issue so 

that you don't incur huge losses. 

  

8.  When your website gets blacklisted by search engines 

Search engine crawlers always check websites to find out if they are compromised in any way. On finding a 

compromised website, the search engine would immediately blacklist it. So, if under any circumstance, your 

website gets blacklisted by a search engine, you should immediately look into it and confirm if it's hacked. 

  

9. When you detect new admin accounts that you hadn't created 

If ever you detect new admin accounts that you hadn't created for your WordPress website, it could be an 

indication of a website hack. Of the many roles assigned by WordPress to website owners, the administrator 

has access to all the areas of the website. The others (editor, author, contributor, SEO editor etc) may have 

limited access only. So, hackers who compromise your website would quietly create admin profiles so that 

they can later start handling your website as per their requirements. So, if ever you find a new admin account 

that you hadn't created, do the needful and get things mended on time. 

  

10. If your website comes up during searches for illegal medicines 

This is something that shouldn't be happening! If your WordPress website shows up during searches for illegal 

medicines- Nexium, Viagra etc- you should take it as an indication of a hack. Your website might have nothing 

to do with these medicines, but users searching for those medicines would find your website listed with 

descriptions mentioning these medicines appearing below the website link on the search engine. This would 

affect the traffic greatly and you could end up suffering great losses. Take action immediately and fix the hack. 
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How Automation Can Ensure Speedy, Successful PAM Deployment 
  
In today’s operating environments, where threats are increasing in volume and sophistication on a daily basis, 
security and IT leaders are forced to balance protecting an organization’s critical data to ensure  
business continuity and enabling users and administrators to be productive at work.  
  
Years ago, companies aimed to prevent hackers from gaining access to their systems by erecting firewalls 
and perimeter defenses focused on keeping bad actors out. However, this approach has grown outdated and 
ineffective. Organizations no longer have the luxury of automatically trusting anything inside or outside its  
perimeters, and instead must now focus on verifying and protecting the devices and privileged users already 
inside an organization from being exploited. 
  
Today, controlling and monitoring which system users need privileged access to accomplish specific tasks is 
extremely important to mitigating the risks posed by insider threats, preventing data breaches and meeting 
compliance requirements. A privileged user is someone who has administrative access to critical systems, and 
privilege should only be extended to trusted users. Privileges include the ability to change system 
configurations, install software, change user accounts or access secure data, which is why only responsible 
users should be trusted with these privileges.  
  
Privileged access management (PAM) is a suite of functionality that protects privileged user accounts from 
compromise by providing a safe environment in which users with privileged access may access target systems 
with credentials managed by the PAM system on behalf of the user. 
  
The bigger and more complex an organization’s IT systems get, the more privileged users they have. These 
privileged users could include employees, contractors, remote or even automated users, and some 
organizations have as many as two to three times as many privileged users as employees.  
  
With today’s operating networks evolving at such a rapid pace, countless organizations have lost track of the 
endpoints, devices and infrastructure attached to their network. Organizations are also behind on rolling out 
protections to their critical infrastructure. 
  
Unfortunately, for many organizations, this all means it is not a question of if but when a breach will occur. 
However, PAM aims to keep organizations safe from accidental or deliberate misuse of privileged access by 
offering a secure, streamlined way to authorize and monitor all privileged users for all relevant systems. 
  
  
FAILED PAM DEPLOYMENTS 

The first challenge in proactive cybersecurity is gaining ―situational awareness,‖ or a solid picture of the 
network environment — even the ―invisible‖ portion. To see users, network devices and connections, security 
teams are required to collect significant network information and assemble it into a model of the network. 
Combing through all of this data is difficult, especially when the only resource may be a spreadsheet of device 
inventory data created months ago that is likely both out of date and missing information. 
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  Unfortunately, there have been a significant number of failed PAM deployments in recent years as IT systems 

grow bigger and more complex. When deploying PAM, organizations often run into challenging issues, 
including two incredibly difficult steps. First, it‘s very hard to detect every device and privileged user on a 
network. Then, its excruciatingly difficult to put all of those users and devices into a PAM system and deploy 
everything needed for PAM.Many organizations don’t expect PAM deployment to take as long or cost as much 
as it ultimately does in many cases. Consequently, countless companies either give up or can’t  
continue to invest — and their deployment fails.  
 
As a result, too many companies have no idea which assets and privileged users are connected to their 
networks, presenting both security risk and complexity when deploying countermeasures. Fortunately, 
automated discovery tools can help to get handle on assets, ensuring they’re managed securely and that PAM 
is being deployed on time and on budget.  
  
  
HOW AUTOMATION HELPS 

Increasingly, a critical component of a robust cybersecurity program is automation. Hackers and bad actors 
are progressively developing and deploying automated attacks in order to scale more effectively and to reduce 
the amount of direct support and instruction that many traditional cyberattacks require. To effectively compete 
against this level of sophistication, organizations need to combat automation with automation. 
  
Before companies can effectively manage privileged access, they have to identify and catalog devices, assets, 
configuration data, access paths and security policies. Automation makes this process faster, easier and more 
accurate than ever before.  
  
  
DISCOVERY 

While some companies have a solid inventory of critical assets, many do not. And for those that don’t, an 
automated discovery tool can be incredibly helpful. Today, advances in automation technologies allow 
organizations to detect privileged users and devices on the network quickly and more efficiently than ever 
before. 
  
After an automated discovery tools reveals the privileged users and devices on a network, the real fun begins. 
The information provided during automated discovery offers insight that powers automated orchestration tools 
to provide complete coverage with the PAM deployment. 
  
  
ORCHESTRATION 

Automated orchestration technologies enable users to arrange and manage the myriad of security 
technologies in place at most companies (i.e. firewalls, IDS/IPS, sandboxes, endpoint security agents, ticketing 
systems, deception technologies, vulnerability scanners, behavioral detection tools, etc.), eliminating the 
manual effort that comes with managing assets in an identity security platform. With most PAM vendors, users 
would have to go out and manually configure servers one at a time or figure out how to script the servers 
themselves. 
  
Orchestration is vital as it directs all activities relating to an organization’s standard operating procedures, 
delivering consistently predictable results and optimal utilization of available resources. High-tech tools reduce 
the once time-consuming orchestration of hundreds of servers from months of work down to just a few 
moments, significantly reducing the time it takes to deploy PAM solutions.  
  

 
 



    33 
 
  IN THE END… 

Talented IT staffers are fighting an uphill battle as cyberthreats appear more frequently and grow ever more 
sophisticated in today’s increasingly complex IT networks. In fact, 2017 set the record for both the most 
breaches and the most data compromised in a year. In order to claim victory in this environment and 
adequately secure critical assets and data, IT security teams must plan for PAM as a core preventative and 
monitoring technology.  
  

Automation reduces or completely removes the friction associated with PAM deployment.  It levels the playing 
field by keeping servers, devices and infrastructure up to date, limits or prevents lateral movement in a breach 
and prevents insiders from damaging complex critical IT infrastructure. In today’s public-private cloud  
environments, servers are added rapidly to an environment. Automated discovery and orchestration tools  
allow PAM components to be deployed in just a few minutes, not hours or days, to protect new cloud servers. 
While many companies may be able to fuse copious amounts of security tools to protect their IT  
infrastructure, it still requires a significant amount of manual effort.  
  
Data breaches are not going away anytime soon, and as the threat of cyberattacks continues to increase,  
organizations need to reconsider how security is managed. In the era of constant connectivity, it’s vital that 
companies leverage available tools and technologies. The best tools are all-in-one security platforms that  
revolutionize the speed at which PAM can be deployed by automating the discovery of assets as well as the 
onboarding of all target systems into the platform, providing continuous protection against identity-based 
breaches in even the most dynamic environments. 
  
  
Cameron Williams is the founder and CTO of OverWatchID, the industry's first Converged Identity Security 
Platform, comprising Privilege Account Management, Cloud Access Security Brokering, Identity Access  
Management and MultiFactor Authentication in a multi-tenant SaaS platform.  
  

 

https://www.infosecurity-magazine.com/news/2017-worst-year-ever-for-data-loss/


    34 
 
  Going Beyond HIPAA Compliance: A Case Study  

  
A Case Study on how Black River Memorial Hospital Improved Security Posture 
  
HIPAA compliance is a big piece of any healthcare organization’s cybersecurity process. However, the goal of 
any compliance audit is to ultimately improve security posture. In healthcare, this requires measures such as 
monitoring vulnerabilities and tracking privileged user rights to not only document compliance but  
remediate threats. 
  
“AristotleInsight has been a significant tool in helping me accomplish data mapping all the information into, 
within, and out of our organization. Tracking the flow of data in a healthcare organization is a challenging 
project, but I feel like we now have proof of control over the systems.” 
  
Ideally, a healthcare organization will implement a single solution capable of this. At Black River Memorial 
Hospital, that solution is AristotleInsight®. 
  

  

Proving Compliance at Black River Memorial Hospital 

  
Celebrating their 50th year of assisting patients, Black River Memorial Hospital provides key services such as: 
  

 Occupational Health 

 Diagnostic Imaging 

 Dialysis 

 Emergency and Urgent Care 

 Homecare 

 Hospice 

 Medical/Surgical Inpatient Care 

 Nutrition Services 

 Obstetrics 

 Pain Clinic 

 Rehabilitation 

 Respiratory Care 

 Home Medical Equipment and Supplies 

 Surgery 
  
In Black River Falls, Wisconsin.  
  
The task of overseeing Black River Memorial Hospital’s security posture along with ensuring compliance with 
frameworks, including HIPAA, belongs to Brett Spafford, Information Security Specialist. Spafford credits 
AristotleInsight as a large help with accomplishing her job. 
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  “I feel that using AristotleInsight, I have more proof of control over the network and that I’m better equipped to 

handle HIPAA security compliance and documentation requirements.” 
  
AristotleInsight is an Integrated Visibility platform that provides Continuous Diagnostics and Monitoring of 
security functions such as Configurations, Vulnerabilities, Privileged User Management, Asset Inventory, and 
Threat Analytics.  
  
The system collects and reports on vast amounts of data from users, devices, applications, processes, and 
endpoints.  
  
“Having one solution with so many capabilities and tools has helped so much through several risk assessments 
because of how many security areas the product covers,” says Spafford.  
  
“Being able to make recommendations supported by the analytics and metrics in the system has helped our 
leadership teams make informed decisions about where to focus resources for our security program.” 
  
  
Improving Security Posture 

  
In addition to documenting compliance with security frameworks, it is imperative that healthcare organizations 
are continuously monitoring their security posture and making improvements.  
_____________________________________________________________________________________ 
  
“IT Departments need tools like this to automate processes, set alerts and provide an “at a glance view” of the 
details all the way through trends.” 
_____________________________________________________________________________________ 
  
One area that traditionally troubled organizations is vulnerability management. Without a continuous 
monitoring solution, organizations are left facing questions such as ‘who applied this patch? or ‘why was this 
vulnerability accepted?’.  
  
“We utilize the vulnerability management features of AristotleInsight to set goals and track patch management 
progress,” explains Spafford. “We are able to report out to other departments on the metrics of vulnerability 
management to show how the department has improved processes.” 
  
“We are easily able to focus our efforts on the workstations that have the highest levels of risk, or where 
vulnerabilities are the most widespread so we can have the biggest impact.” 
  
Exploitable vulnerabilities and privileged user accounts are two of the most common targets for attackers of 
healthcare organizations. Spafford is confident in Black River Memorial Hospital’s ability to monitor both areas. 
  
“By using information on privileged users, we have been able to tighten our security controls and improve 
administrative processes. Tracking active directory changes and reviewing system activity shows the clear 
separation of duties that are required during risk reviews.”  
  
What differentiates AristotleInsight from other monitoring solutions is the forensic level detail of the collected 
data. The advanced machine learning platform UDAPE® tracks any changes made and provides the 
diagnostics needed to track security events. 
  

 



    36 
 
  

“The drill-down capabilities have given me forensics tools to determine how a particular machine became 
infected. I was able to use that information to put other security defenses and alerts in place and to educate 
users on risks based on threats that targeted our organization,” explains Spafford.  
  
“We are able to create the timeline of events on command and control, malicious software, and indicators of 
attack. These tools help identify, protect, detect, respond, and recover to show our cybersecurity maturity 
improvements to The Joint Commission, Baldrige Excellence, and the NIST Cybersecurity Framework.” 
  
“IT Departments need tools like this to automate processes, set alerts, and provide an ‘at a glance’ view of the 
details all the way through trends.” 
  
  
AristotleInsight® for the Healthcare Industry 

  
The needs of organizations in the healthcare industry are constantly changing. It is important for a security 
solutions to be able to adapt along with these changes. 
  
“One of my favorite things about AristotleInsight is how it has evolved through compliance changes in 
regulatory requirements and best practices and how it responds to the ever-changing threat landscape,” 
explains Spafford. 
  
“Over time, my favorite features have changed because it continues to get better and better as information 
security becomes more complex. I appreciate the scope of the product and services that offer so many tools 
for tracking, reporting & alerting, and improving processes within one, affordable solution.”  
  
Black River Memorial Hospital, and Spafford trust the Integrated Visibility platform, AristotleInsight from 
Sergeant Laboratories, with their cybersecurity monitoring and reporting. 
  
“AristotleInsight has been a significant tool in helping me accomplish data mapping all the information into, 
within, and out of our organization. Tracking the flow of data in a healthcare organization is a challenging 
project, but I feel like we now have proof of control over the systems,” says Spafford. 
  
“I don’t feel like I could work in information security without this product.” 
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The Four Most Serious Threats Facing Online Businesses In 2018 

 by Matt Davis, Future Hosting 

 
 
 
Online crime will cost businesses $2 trillion in 2019. SME’s can’t afford to ignore the risk posed by DDoS 

attacks, ransomware, phishing, and cryptojacking. 

  

Businesses can’t afford to ignore online crime. The average cost of SME security breaches has risen by 62 

percent over the last five years. In 2019, online crime will cost businesses an estimated $2 trillion..The cost of 

combating online crime is far less than the potential cost of a successful attack. It is inexpensive and 

straightforward to mitigate the risk of the most common types of attack, but first you have to know where your 

business is most likely to be hit. 

  

 

https://www.accenture.com/t20170926T072837Z__w__/us-en/_acnmedia/PDF-61/Accenture-2017-CostCyberCrimeStudy.pdf
https://www.accenture.com/t20170926T072837Z__w__/us-en/_acnmedia/PDF-61/Accenture-2017-CostCyberCrimeStudy.pdf
https://www.accenture.com/t20170926T072837Z__w__/us-en/_acnmedia/PDF-61/Accenture-2017-CostCyberCrimeStudy.pdf
https://www.forbes.com/sites/stevemorgan/2016/01/17/cyber-crime-costs-projected-to-reach-2-trillion-by-2019/#55ba304e3a91
https://www.forbes.com/sites/stevemorgan/2016/01/17/cyber-crime-costs-projected-to-reach-2-trillion-by-2019/#55ba304e3a91
https://unsplash.com/photos/ZC0EbdLC8G0
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DDoS Attacks 

Distributed Denial of Service attacks have been overshadowed in the media by the up-and-coming attacks 
we’ll look at in a moment, but over the last year they have become larger, longer, and more sophisticated.Newly 
discovered vectors for launching amplified replication attacks have increased the amount of data attackers can 
send to victims. The use of open memcached instances is particularly worrying: a recent attack against GitHub 
using this vector broke the previous record, peaking at over 1.35TB per second. That record was broken soon 
after by an attack that measured 1.7TB per second. Businesses without a DDoS mitigation solution in place 
cannot hope to combat attacks of even a fraction of this volume. 
  
Phishing attacks  

Phishing attacks continue to be a major source of data leaks and security breaches. Phishing attacks use 
email to trick victims into installing malicious software, disclosing sensitive information such as login 
credentials, and even transferring money directly to the attacker by masquerading as a company executive. 
While automated spam detection solutions can limit the impact of phishing attacks, the only real defense is 
training. Employees must be trained to identify phishing attacks and to understand the risk inherent in clicking 
on links in email. 

Ransomware 

Last year, tens of thousands of businesses and millions of individuals lost data or money because of 
ransomware. WannaCry, NotPetya, and Locky became household names. We have seen fewer high-profile 
attacks this year, but thousands of businesses have been the target of ransomware in 2018.Businesses should 
use a two-pronged strategy to reduce the risk of ransomware. First, they must stop ransomware entering their 
network by following security best practices and ensuring that all software is regularly updated. Second, 
comprehensive, automatic backups to a remote location remove the ability of attackers to extort victims in 
exchange for their data. 
  
Cryptojacking 

Cryptojacking uses malware to mine cryptocurrencies like Monero. When a malware infected web page is 
loaded by a browser, it uses the device’s resources to mine cryptocurrency coins.The growing prevalence of 
cryptojacking is one of the reasons that ransomware attacks declined slightly over the last year. It generates 
more money with less effort. In 2017, cryptojacking attacks increased by 8,500 percent.  Most cryptojacking 
attackers use vulnerabilities in internet-facing software to compromise out-of-date or misconfigured web 
servers, eCommerce applications, and content management systems. Phishing attacks are another common 
vector. The best defense is to update software to remove vulnerabilities and to ensure that all software is 
configured by someone who knows what they are doing. The best way for SMEs and startups to defend their 
businesses against online crime is to understand the risks and take basic security precautions. 
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According to the Merriam-Webster.com Dictionary the term, “cybersecurity,” first used in the year 1998, are 
the “measures taken to protect a computer or computer system (as on the internet) against unauthorized 
access or attack.” What happens when you failed to properly protect? You get hacked, phished, breached, or 
the victim of countless other types of cybercrimes. Cybercrimes cost money, reputation, or even one’s  
livelihood. Protect yourself before and after the crime. Get cyber risk insurance. 
  
There should be a legal mandate requiring cyber risk insurance in the United States.  Rational for this 
requirement should in part be influenced by the fact that, the increasing number of cyber liability policies are 
partially motived by the ever-developing mandatory notifications of data breach laws and the high costs of said 
notifications to consumers. Moreover, the ever-developing world of technology, and increasing use of the 
Internet of Things (IoT) devices, simply create a mountain of vulnerabilities which extend far beyond the 
commercial walls of a business.  The threat has evolved past the Fortune 500 company’s poor firewalls and 
has easily entered the homes and smart devices of every person living “on the grid.”   
  
Cyber risk means something slightly different to an individual than to an entity. Nevertheless, people are at the 
heart of both.  “Cyber risk includes any risk associated with online activity, such as storing personal information 
online or completing online transactions.  This includes damage to you or your business’ reputation, loss, or 
disruption to your life or your business operations.” How we define our degree of cyber risk, prior to an actual 
cyberattack event, is often directly correlated to what we believe we can afford to lose.  Instead, the risk should 
be directly correlated to our value; what we have to lose. 

  
    

  

 

Inadequate Cybersecurity Hurts Where it Counts the Most 

by Adrejia L. A. Boutté Swafford,  Partner/Attorney at Christovich & Kearney, LLP  
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Annually, an estimated $8.5 billion are incurred for cyber-related losses. The value of data and information put 
at risk for an individual and/or an entity, will greatly increase as the number of violations and breaches continue 
to escalate. The cost of this risk is not only quantitative--as in it will cost an exact amount of money to recover 
from the breach but, it can also mean exposure to fines, criminal charges, and/or the value in a name. 

  
Insurance is generally procured to transfer risk from one to another. We also obtain insurance for a financial 
reimbursement after a loss.  Cyber risk insurance can offer more than financial recoupment for actual loss. 
Many cyber risk policies bring breach coaches, attorneys, reimbursements after paying ransom fees, and 
access to other experts and risk management plans.  Cyber risk coverage can come in the form of a stand-
alone policy or an add-on or an endorsement to an existing policy.  It is not typically covered under traditional 
homeowner’s policies or commercial general liability policies. 
  
Cyber risk insurance policy is just as practical as buying health insurance or automobile insurance. Although 
we have, as U. S. citizens, governmental and regulatory bodies in place to help prevent and protect us from a 
cybercrime or cyber incident; it is not enough.  The alternatives, to cyber risk insurance, simply help us mitigate 
our exposure. They do not and cannot prevent the inevitable so don’t forget to:  
 

1) Assess your risk,  

2) Beef up your cybersecurity,  

3) Consult with a cyber risk specialist,   

4) Be clear about your risk to your when you meet with your insurance broker/agent, and  

5) Get a tailored cyber risk insurance policy. 
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Security orchestration, automation, and response (SOAR) platforms are becoming increasingly prevalent  
security operations tools, emerging out of the categories of incident response, security automation, and threat 
intelligence platforms in the last few years. Some SOAR platforms are narrowly focused on automating simple 
tasks, but leaders in the sector are expanding SOAR across the SOC with numerous modules and the ability 
to orchestrate across the entire security stack. 
  

The best SOAR solutions are valuable for everyone on a security team, from people on the front lines to 
managers and executives tracking reports and metrics from a birds-eye view, or even compliance and legal 
personnel working outside the SOC. Because SOAR can act as a central hub within the SOC, it helps 
coordinate efforts through automating escalations and task assignments, eliminating data siloes, and enforcing 
adherence to policies in workflows. These unique capabilities have allowed SOAR to become the heart of the 
SOC for many organizations.  
  
Of all the roles that SOAR supports, security analysts see the most direct benefits, because SOAR automates 
and simplifies repetitive manual tasks like event escalation, intelligence gathering, contextualization, scripting, 
collaboration, and reporting. To illustrate how significant this impact can be, let’s take a look at how a SOAR 
platform can make an analyst smarter, faster, wiser, and even happier. 
  
 
Smarter 

A large part of the role of an analyst in an enterprise SOC is evaluating what alerts pose real threats and how 
best to handle them. An analyst with a few years of experience may have built up their ability to effectively  
Assess alerts, but with a SOAR platform in place, their decisions can be augmented with contextual Information 
aggregated via integrations with the security systems and threat intelligence sources on which they rely. 
  

 
  

 

How SOAR Can Help You Get Amazing Results from Your Security Analysts 

by Stan Engelbrecht, Director of Cybersecurity Practice, D3 Security 
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Analysts can also use tools like link analysis and incident timelines, which ease investigations by visualizing 
patterns and relationships. Even bi-directional SIEM integrations help analysts “be smarter”, because the 
SOAR tool can dynamically grab additional relevant data—from a prior event, for example—and present it to 
the analyst as part of the incident record’s contextual element. No matter how skilled your analysts are, having 
the full story of each alert drastically reduces human error while boosting alert management and decision-
making capabilities.  

Faster 

The need for speed is real—especially given the volume of alerts and increasing complexity of targeted 
cyberattacks. Fortunately, with a SOAR platform, when an analyst opens up an incident record, the grunt work 
has already been done. With an incident already confirmed, contextualized, and prioritized, an analyst simply 
needs to oversee the response—and approve, when necessary—any security actions, such as blocking a 
website, closing a port, or disabling a compromised account. Compared to a manual response to a typical 
phishing incident, which might take an hour, a SOAR-powered response should only take 45 to 90 seconds.  

Wiser 

Security teams accumulate tribal knowledge over time about the history and patterns of incidents, plus the 
intricacies of their IT and security infrastructure. Senior analysts can build up this wisdom over time, but without 
a way of documenting the lessons they have learned, their wisdom is lost when they leave the organization—
or simply go on vacation. With the right SOAR platform, senior colleagues can codify their knowledge into 
playbooks, guided workflows, and reports, and share their experience with the team, including in the critical 
onboarding phase for new analysts. Junior analysts can also access historical data from every previous 
incident to see how comparable cases have been handled in the past. This empowers the entire team with the 
wisdom of their most experienced analysts—past or present. 
 
  
Happier 

It may seem trivial, but the happiness of analysts can have a significant impact on the functioning of a SOC. 
Without the right systems in place, analysts often get frustrated with the relentless pace of menial, repetitive 
tasks. With the growing cybersecurity skills gap, high turnover can be crippling for a security team, because it 
is hard to hire and retain talented employees. 
Put simply, SOAR platforms reduce burnout. With automation and orchestration, analysts spend less time on 
tedious tasks like copying and pasting hashes, looking up reputation data in third-party apps, and chasing after 
false positives. This lets them focus on meaningful tasks that require skill and protect the company from 
genuine threats. With SOAR, analysts get more done, feel less overwhelmed, and have much higher job 
satisfaction. 
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5 Common Incident Response Problems that Automation and  
Orchestration Can Help Solve 
  
by Stan Engelbrecht, Director of Cybersecurity Practice, D3 Security 
  

 
 

 
 
 
 
 
 
 

Most companies that are struggling with their incident response program fall into two categories: 
  
1. They don’t realize what their problems are, because they’ve always done things a certain way 

2. They know exactly what their problems are, but don’t have the resources to fix them 
  
Whichever category your company is in, you probably have many of the same problems as other 
organizations. There are a handful of universal issues with which almost every incident response program 
struggles. Incident response platforms (IRPs) have always offered some assistance with these issues, but 
recent advances in automation and orchestration technology have vastly expanded the impact an IRP can 
have.  
  

In this article, we’ll look at five of the most common incident response problems and how an IRP that leverages 
automation and orchestration can help solve them.  
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  Problem #1: Lack of Personnel 

It’s no secret that most SOCs are understaffed and overworked, so perhaps the most obvious problem for 
many security analysts is that they are too busy to give major incidents the time they deserve. Unfortunately, 
this problem reinforces itself: if a company is unable to hire enough analysts, their analysts become stressed 
and dissatisfied. Those employees are more likely to quit, which makes the hiring problem even worse.  
  

An IRP with automation features can solve the two problems going on here: the quantity and quality of analysts’ 
workloads. With automated investigations and actions, analysts don’t have to spend their time on repetitive 
low-risk tasks. Automated risk scoring to identify false positives also reduces the number of alerts analysts 
need to respond to, and automated reporting and notifications mean analysts can collaborate without getting 
bogged down in time-consuming administrative tasks.  
  

Being able to focus primarily on challenging security incidents keeps analysts happy, and should result in lower 
turnover across your security team.  

  

Problem #2: Lack of Context 

Ironically, the problem that security analysts face isn’t a lack of information; it’s that there’s too much 
information with no way to make sense of it. In most SOCs, an overwhelming amount of security data comes 
in from numerous systems, but stays in those separate repositories. When an analyst is evaluating a new 
incident, they must gather the information they need manually, going from system to system. 

  
With automation in place, each incident can be enriched with both external (e.g. threat intelligence) and internal 
information (e.g. SIEM data, link analysis, previous incident records). This instantly reveals the context of the 
incident, not only saving analysts from having to waste time gathering data, but also isolating the important 
information to inform their decisions. 
  
  
Problem #3: Lack of Scalability 

Your existing incident response processes might work fine—but only at a certain scale. Manually managing 
tasks, communications, and investigations is feasible for minor incidents, but when a major incident hits, you’ll 
be in trouble. Incidents that involve compliance reporting, complex forensics, and thousands of workstations 
will quickly reveal the shortcomings of an ad hoc incident response program. 
 
A centralized platform with automation and orchestration features is the best way to scale your response 
capability and prepare for major events. Automation allows you to conduct investigations and conduct actions 
at a large scale, instead of, for example, manually pulling data from every affected system and blocking 
individual IPs. Orchestration features leverage centrally logged data to communicate tasks across teams and 
execute workflows throughout the company, facilitating fast and consistent response at scale.  
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Problem #4: Lack of Collaboration 

In most organizations, teams work in siloes. These divisions are reinforced by the tools teams use, because 
without common software solutions, it is especially hard to communicate securely, share data, and work 
together on tasks. Many companies are forced to rely on emails, spreadsheets, and other makeshift methods 
for communication and collaboration. 
  

For collaboration to be efficient, secure, and properly documented, there needs to be one centralized system 
that supports users beyond the security team. An IRP with security orchestration features can perfectly meet 
this need. Automated notifications, reporting, and task assignments make collaboration part of the everyday 
workflow. Task management dashboards and case management folders enable users to track and share work 
across teams. As an added benefit, a strong IRP will have configurable access controls, so data confidentiality 
can be preserved when sharing incident records between teams. 

  

Problem #5: Lack of Prioritization 

Reducing incident volume isn’t the only way to alleviate the strain on your analysts. You can also do it by 
effectively prioritizing the incidents they deal with. Many companies don’t have a way to determine how 
potentially serious an alert is until after it’s been investigated. This leaves most analysts spending the majority 
of their time chasing after alerts that turn out to pose no real threat. 

Organizations with solid incident record data have an incredible resource to tap into, yet many don’t even realize 

it. By tagging every resolved incident as either a false positive or a true positive, you can build a dataset that 

your IRP can mine to learn what factors most highly indicate false positives. Then automation and orchestration 

can be used to automatically resolve events that are very likely to be false positives, or sort them to a lower 

priority position in analysts’ queues. 
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4 Concrete Ways Threat Intelligence Can Make Organizations Safer 

by Jonathan Zhang, Founder and CEO, Threat Intelligence Platform 
  
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

The practice of threat intelligence (TI) is gaining momentum, helping organizations of all sizes to better  
understand and fix their weak links before cybercriminals have enough time to exploit them instead. This is 
made possible through the collection and integration of evidence-based data — actual facts about 
organizations’ online assets including websites, domain names, hosting infrastructure, and servers. 
  
This information comes in handy in today’s cybersecurity landscape where hackers and scammers always 
seek the easiest approach to access sensitive data and deceive employees and customers into committing 
mistakes. In this article, we talk about the specific ways TI enables security professionals to step up their 
game, mitigate risks, and respond faster in the event of a data breach. 
  

Thinking like a Cybercriminal 

What’s going on in the mind of cybercrime perpetrators? What type of threat — malware, phishing, spoofing, 
ransomware or else — is going to bring them the highest financial yield? As part of their sophisticated plans 
for attack, cybercriminals spend a lot of time analyzing their targets and then decide what is most logical for 
them to maximize returns. 
  
TI allows security teams to follow a similar process but focusing on what reinforcements their organization 
requires as a priority in order to minimize the likelihood of successful data breaches. In that sense, TI is 
about proactively thinking a step ahead and spotting misconfigurations that may result in harmful yet  
avoidable damages. 
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Smart Resource Allocation 

TI is not a silver bullet, however. Once their most salient vulnerabilities have been identified, companies must 
take actions. An advantage of incorporating TI insights in the cybersecurity roadmap is that those enable 
security professionals to take into consideration their particular gaps and allocate their security budget 
accordingly — rather than blindly following all security best practices out there without bearing  
context in mind. 
  
For example, let’s say that your company’s biggest security problems are poor encryption and malware. 
Hackers repetitively manage to gain access to your website and upload files capable of running malicious code. 
And when visitors download and open these documents, they inadvertently release spyware that silently 
collects their sensitive personal data — names, addresses, credit card numbers, and passwords — as they 
make purchases online or sign in to various applications. 
  
In this scenario, a threat intelligence platform could recommend how to improve encryption — e.g., reconfiguring 
SSL certificates and enforcing HTTPs — and conduct a domain malware check, retrieving details about 
emerging threats from various cybersecurity databases and providing guidance on how to deal with them. 
 

Third-Party Monitoring 

When cybercriminals find it too hard to reach a company directly, they may turn to partners and suppliers with 
more lenient security practices. So when CSOs implement TI, they should not only consider how their own 
infrastructure may be conducive to data breaches but also pay attention to third parties with whom confidential 
or strategic information is frequently shared. 
  
In fact, chances are that your marketing department is using various cloud services on a daily basis — such as 
email marketing platforms and social media tools — to streamline their operations. But to function and segment 
subscribers adequately, these applications need customer data including their email address, identifier, past 
purchases, and location.  
  
From a cybersecurity standpoint, transmitting personally identifiable details to third parties is a risk, and TI 
assists in assessing the reliability and safety of external vendors’ systems before selecting them and throughout 
the execution of contracts. 
 

Tackling Data Breaches 

Data breaches are still going to happen, no matter how much effort organizations put into avoiding them. What 
makes the difference between a small and significant cybersecurity incident, however, is often the speed of 
response. Conducting a TI analysis can help limit damages and recovery time by providing a list of security 
weaknesses that may have been exploited by hackers and scammers. 
  
Security professionals and investigators can use that information to narrow down the possibilities of what went 
wrong and take appropriate actions faster — e.g., contacting relevant authorities, temporarily freezing affected 
systems, and alerting customers. 
  
Through the use of evidence-based data, threat intelligence has become a valuable instrument to learn more 
about system vulnerabilities, allocate resources intelligently, monitor third parties, and deal with data breaches. 
  

 

https://threatintelligenceplatform.com/threat-intelligence-apis/domain-malware-check-api
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From Theory To Practice: 5 Applications Of Threat Intelligence 

by Jonathan Zhang, Founder and CEO, Threat Intelligence Platform 
  
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Threat intelligence (TI) has caught the eye of CSOs and cybersecurity teams seeking to fight cybercrime 
strategically while allocating IT security budgets more efficiently. In fact, 60% of organizations already 
implemented TI initiatives, and 78% of practitioners feel that their security capabilities and responsiveness to 
threats have increased as a result.  
  
While these numbers show that the popularity of TI is on the rise, some security professionals do not yet see 
the full value of TI and what it can do for their organizations in concrete terms. This post aims at bridging that 
knowledge gap, looking at five practical applications and how TI connects to common cybersecurity efforts you 
might be currently undertaking. 
  
  
1. Malware Detection 

From ransomware to spyware to viruses, it’s hard to keep track of the countless forms of malware emerging 
every day around the world. As part of their evidence-based data collection process, TI applications typically 
conduct thorough domain malware checks and retrieve actionable information from major anti-malware 
databases — e.g., detailing the nature of such attacks and their evolution and sharing best practices around 
how to detect and tackle them.  
Security analysts who can get access to this centralized information avoid a lot of redundant and repetitive work. 
Instead of researching about each malware that may affect them, TI makes it possible to proceed directly with 
the analysis of IT systems and, if necessary, the removal of known malicious software with tried-and-tested 
techniques. 
  

https://www.sans.org/reading-room/whitepapers/threats/cyber-threat-intelligence-uses-successes-failures-2017-cti-survey-37677
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2. Phishing Prevention 

Gone are the days when all phishing threats could be spotted with the naked eye. Today’s social engineering 
attacks such as spearphishing and website forgery are highly sophisticated and convincing. TI can support 
security professionals and other employees with the detection of advanced scams by collecting data from 
reliable public sources — like whois data — and identifying signs of fraud that include: 

 Newly registered domain names similar to those of well-known brands and companies 

 Contact details that differ across touchpoints and are inconsistent with verifiable records 

 Strange domain activity, e.g., domain owners and hosting providers changed multiple times within a short 

period 
  

3. Vulnerability Investigation 

The likelihood of successful cyber attacks remains high no matter how much organizations invest in 
protecting their infrastructure and data. Understanding the cause of a breach, however, can be challenging, 
especially when working with multiple internal systems and third-party applications. 
In that context, TI can be used as an investigative instrument, checking for the most salient vulnerabilities, 
and providing an overview of potential weak links — e.g., misconfigurations, poor encryption, and malicious 
files that may have caused the loss of sensitive data. 

  

4. Cyber Defense Optimization 

Even when no data breach has occurred, various organizational changes require security professionals to 
reconsider whether their company’s cyber defenses are still optimized — e.g., mergers, acquisitions, spin-
offs, joint ventures and partnerships, outsourcing of business processes, and software and hardware 
upgrades. 
 
IT operations may evolve drastically in such instances, potentially leading to new gaps exploitable by 
hackers and scammers. TI can help to spot emerging weaknesses resulting from business decisions and 
establish a cybersecurity roadmap to tackle these by investing in new tools and software or reconfiguring 
and harmonizing systems.  
  
5. Security Awareness 

 
Not all cyber attacks can be prevented through technology, however. It’s not rare for threats to go undetected 
by antivirus, firewalls, and other applications — meaning that regular employees often end up as the last 
line of defense against hackers and scammers. 
 
For that reason, it’s essential to keep staff informed about the dangers that may come their way. TI insights 
can assist with the coordination of security awareness initiatives bearing in mind existing IT vulnerabilities 
and, therefore, where cybercriminals are the most likely to strike. 
 
More and more organizations are allocating resources to the practice of threat intelligence, practically relying 
on it to detect and tackle malware and phishing, investigate their infrastructure’s weak spots, and empower 
targeted security awareness. 
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Cyber Forensics: An Academic Partnership with Pittsburgh Technical College 

by Professor Phil Grabowski 

One of the most important aspects to get a Cyber Security or Security Forensics job is to show evidence of 
work experience, internships, certifications, participating in Cyber Security Challenges, and degrees. Philip 
Grabowski Professor at Pittsburgh Technical College for the School of Information Systems and Technology 
does exactly that with hands on experience in the classroom. Using a wide variety of forensics tools in the 
classroom for Digital Forensics, Ethical Hacking and Cyber Security.  
  
Grabowski not only teaches the theory of forensics or Cyber Security he uses hackathon’s and cyber security 
challenges that are provided free of charge to his students from Symantec Coyote Diamond, IBM’s Master 
the Mainframe contest, Syracuse SEED Labs, and the Digital Forensic Research Workshop (DFRWS). More 
importantly Grabowski insist in academic partnerships with industry technologies and companies.  
  
Studies from Ponemon from the 2017 Cost of a Data Breach Study show us that the amount of days to 
detect a breach is over 200 days.  It is imperative that students get acclimated to software in the classroom 
before they leave school, because the average time an IT person gets to look at software on any given IT 
day is about a half an hour maximum. That is why companies like AlienVault, Paessler PRTG, Correlog, 
Belkasoft, and Commodo provide an Academic Partnershp and free software to PTC’s Information 
Technology students.  
  
Students can obtain an associate’s degree in Information Systems in a concentration of Network 
Administration, Security, and Programming. They can continue their education at PTC with a bachelor’s of 
science with a concentration of Information Technology, Information Systems Security, and Information 
Systems Development.  
  
PTC is also partnered with IBM Academic Initiative, Cisco, and Red Hat Academy. Using the tools in the 

classroom is imperative. We have three different Security Incident and Environment Management Software 

(SIEM’s) that can be used in the lab environment such as Alien Vault, IBM Qradar, and Correlog. Seeing all 

three products at any given time has advantages. Students get firsthand experience installing the product, 

patching the product, maintaining the product, and monitoring the resources of the product. Before they 

leave school they have real hand on experience of industry product that are used in the field.  This generate 

sales in the future because students have heard of the product and use the product.  They also become 

important voices to C-level management about products.  

Several students that have graduated from the associates program have come back and stated that the 

knowledge they gained from using software in the classroom helps them with their day-to-day operations. 

Companies that hire from PTC IT graduates are currently using AlienVault and PRTG.  
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The Ponemon study showed that a majority of breached organization were notified by someone other than 
their own staff. Grabowski concludes that is a problem because IT people do not know the software used in 
the industry. They don’t have time to analyze the software and they don’t have time in their day to day 
operations to learn how to use the product. If it is in the classroom first we can literally send out hundreds 
of students a year with product knowledge. To be able to be a professional tester you must use the same 
techniques that a criminal hacker does to search for vulnerabilities.  
  
At any given moment a student can spin up a virtual workstation on VMware Virtual Center Stack using 
hybrid Nimble Technology and create an entire infrastructure. Any distribution of Linux can be used as well 
as any Microsoft Operating System. Linux distribution for security include Kali 2018, Deft, Paladin, and 
Security Onion. Grabowski also uses Syracuse’s University’s Security Education (SEED) labs provided by 
Dr. Kevin Wu, which are based off Ubuntu.  The SEED labs provide an abundance of training for information 
security education.  
  
IBM Qradar a SIEM runs on Redhat, AlienVault runs on Debian.  Correlog runs on anything and can be 
easily installed onto a Windows operating system. PRTG is also a self-install onto a Windows operating 
system. We are marketed these tools thoroughly in the cyber security realm. However, who has time to 
understand what is going on with the product. When we monitor things in something as common as 
Wireshark sniffer, we could literally learn something new every day.  When using something like Wireshark 
we can see everything happening we just need to learn how to filter it properly to find what we are looking 
for. Did a rogue device get an IP address from a Man in the Middle (MITM) attack? Did a Bluetooth device 
connect to the network or device? Was a door opened that was connect to a Google Hub? Did the Nest 
Smoke detector generate an encrypted alarm?  
  
More importantly as we start to understand these breaches, how did we detect them? How did we 
reconstruct the events? Using tools such as Belkasoft Evidence Center, Encase, FTK, Autopsy, or 
OSForensics in conjunction with Linux Distros of Kali for Pen testing.  
  
Even more beneficial is determine an actual false positive in a SIEM. Recently we were trying to detect 
torrent traffic on our network and we having problems popping the alarm. Then a week later the alarm 
popped up in the executive summary dashboard as torrent traffic. The port was reporting 17500, which isn’t 
common for torrent traffic. Torrent traffic is on ports 6881-6889. Was the port obfuscated? Pinging the IP 
address of the VM we retrieved a host name which corresponded to a student ID. Upon questioning the 
student to determine if they were running torrent traffic they denied their involvement. Believable because 
the student was a trustworthy student. Research concluded that he opened Drop Box on the computer, 
which indeed uses port 17500. 
  
Students also participate in live hackathons or in Master the Mainframe contest. Symantec held a hack that 

included Ransomware. Students had to determine a bitcoin address, look in Wireshark to find the URL, gain 

admin rights of the website, and then convert the encrypted file using key with Python. Technologies 

included Wireshark, bitcoin, Ransomware, PHP, Python, Linux.  In that particular hackathon there is a 

tremendous gain of reconstructing events, which become a valuable asset to our skill sets that reinforce the 

theory in the classroom. We learn something new every day from the products we get to use every day. 
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  Why Smartphone Security Should Grow Beyond Biometrics  

After passwords and traditional biometrics, behavioral biometrics is transforming the  
security of smartphones 
  
by Alex Miller 

An average user either uses a PIN, pattern or a password to secure his phone. When it comes to passwords, 
we are advised to create strong ones that are hard to crack, but the problem is, they are easy to forget. In a 
study conducted UnifyID, 75% of the respondents said it was difficult for them to track their passwords and 
83 percent claimed they never want to use a password on their phone again.  
  
That’s just the customer’s side of the story; wait till you hear the vendor’s side. The IT staff complains that 
resolving the password issue is a significant drain. As per the Forrester Report, users contact help desks 
28 times a year for password issues. What about the two-factor authentications? Don’t they provide an 
added layer of security? Yes, they do make it difficult for attackers to impersonate a user, but it’s a 
cumbersome process which most users don’t want to get into. 
  
Thanks to encryption and biometric, a user no longer has to enter a password to access his phone or type 
multiple special characters the next time he wants to use his smartphone for purchasing something. Mobile 
manufacturers have started embedding biometrics such as fingerprint or face, voice or iris sensors to provide 
a higher security assurance to users. People like choosing convenience over security and biometrics 
relieved them of the responsibility of creating and remembering a strong password.  
  
  
  
 

https://unify.id/2018/04/13/new-study-shows-consumers-desire-a-world-beyond-passwords-and-biometrics/
https://www.secureidnews.com/news-item/passwords-the-bane-of-enterprise-security/
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The thing is, the biometric system has a few complications too. Firstly, it requires deliberate user behavior. 
Scanning your face or finger every time you want to access your smartphones adds a friction to the user 
experience. If you think biometrics is hard to compromise, then you are wrong. It’s not as secure as people 
think it is. Researches came up with synthetic fingerprints for unlocking 65 percent of the smartphones. 
Even an algorithm can mimic your voice with a few audio snippets and fool your biometrics just like that.   

Biometrics and Passwords are vulnerable  

Passwords have always been a weak link. Yes, they are hard to keep track of but people still use them 
because they are easier to change if compromised. But when it comes to biometrics, in case it’s stolen, you 
cannot change your face or your fingerprints, right? Ever since biometrics technology was introduced, 
cybercriminals have done their research to come up with tactics and backdoors in the system to steal the 
fingerprints of users. One example of that is the breach at the Federal Office of Personnel Management in 
2015 that leaked fingerprints of 5.6 million people.  

Security experts are worried that if more and more smartphone users start adopting fingerprints for 
authentication, this could lead to a series of identity thefts. You already know that it’s possible to steal 
fingerprints but do you know that facial recognition can be tricked too by using a photo on a Windows or  
Samsung smartphone? 
  
In conclusion, anyone can break into your phone even if it is password protected or requires biometrics 
authentication. Who knows what a criminal can do with your personal data from there. An unlocked device 
is just like a treasure chest for an unauthorized user. They can access your online banking accounts, emails, 
calendar, photos, or even install a tracking app such as Xnspy to monitor your location, and online behavior. 
Hackers even have a way of tapping into the Bluetooth or Wi-Fi connection of your phone, sniff your network 
traffic and steal all locally stored passwords and the passwords that you type when you check into your bank 
account. Crazy, right? 
  
So what’s the future of mobile security then? 

If passwords and biometrics fail to provide smartphone security, how is a user supposed to protect his 
device? This question needs attention. Fortunately, companies such as BehavioSec, UnifyID, and 
SecureAuth have started employing different aspects of behavioral biometrics to provide better security to 
smartphone users.  
  
Behavioral biometrics measure the patterns of user activities. The user is authenticated by what he does 
rather than what he is. The machine learning algorithm gathers the smartphone sensor data and determines 
the user by his personal traits such as walking gait, the way he sits, or the Wi-Fi access points his device 
typically connects to. These algorithms also take into account the changes in the user behavior. Let’s say a 
user sprains his ankle and that changes his gait and because of that the machine learning systems loses 
confidence in authenticating him. In that case, it will then present an alternative method of authentication to 
the user like a PIN or a password. This is something only an authorized individual would know. 
 
Lots of industries (finance, travel, hospitality, e-commerce, and healthcare) have already started employing 
behavioral biometrics measures. Although it’s not a foolproof method, since our behavior uniquely identifies 
from the rest, it is a more secure system for authentication than what’s available so far. 
  
 

https://www.nytimes.com/2017/04/10/technology/fingerprint-security-smartphones-apple-google-samsung.html
https://www.technologyreview.com/the-download/610386/a-new-algorithm-can-mimic-your-voice-with-just-snippets-of-audio/
https://money.cnn.com/2015/09/23/technology/opm-fingerprint-hack/index.html?iid=EL
https://www.businessinsider.com/samsung-galaxy-note-8-facial-recognition-tricked-with-a-photo-2017-9
https://xnspy.com/
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  Rampart de Troika: A Three-Step Process to Overcome Cybersecurity’s  

Top Threat  
  
by Daniel Jetton, Vice President of Cyber Services, OBXtek 
  

 
 
 

 
The weakest link in most network security is human; however, recent research has determined an effective, 
three-part process to mitigate the human factor vulnerability. 

  

The Human Factor 

Many cybersecurity experts consider the greatest threat to network security to be the manipulation of people 
to circumvent protocols. People are the wildcard because firewalls, intrusion detection, doors and passwords 
are predictable. People less so. The manipulation of people to penetrate a network is defined as social 
engineering. Hackers prefer this psychological, non-technical attack method because using human interaction 
to subvert security protocol is easier than penetrating a network using direct means.  

  

Mitigating Social Engineering 

Despite the prevalence of social engineering, research shows that mitigation can effectively be broken down 
into a three-step process. The research demonstrates the relationship between cybersecurity training and 
reduced social engineering incidents. The study concludes that three steps must be taken to counter social 
engineering and mitigate the threat: 
 
1. Awareness/knowledge introduces the user to threats and the need to be vigilant.   

2. Training prepares users to address and act on threats to minimize loss by exploitation.   

3. Reinforcement ensures users remain vigilant in their activities to combat social engineering.   

The process has been named the Rampart de Troika (fortification of three). 
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Awareness 

Awareness is the first step in confronting social engineering threats.  Here, a user is introduced to the tactics 
of the social engineer, such as vishing (telephone), phishing (email), and smishing (text) exploits.  Within 
this step users must learn the value of information as well as sources of exploitation used by social 
engineers.   
  

Training 

Training is the next step. Once awareness is created, users learn what to do and what not to do. Users learn 
to not only protect their valuable company information but to also actively defend against engaged social 
engineers. 
  
Training Musts: 

 Whether conducted in a classroom or online, training must be as hands-on and realistic as possible.   

  

 Training must be consistent, which means everyone at the company must have the same information and 

guidance.  
  

 Regardless of whether training is internally or externally sourced, it must reinforce what the company 

values and deems important while teaching users how they can avoid and/or mitigate social engineering 
techniques. 

  

 The training should cover, at a minimum, disclosure of personal information, policy review, effective 

destruction of old data, credentials, challenging individuals, physical security and techniques/motivations 
of the social engineer.   

 
The standard should be no less than quarterly training, so that skills and vigilance do not diminish over time. 
  
 

FIGURE 1. JETTON’S RAMPART DE TROIKA. 
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Reinforcement 

Reinforcement is the last step in the Rampart de Troika.  Because unused skills lose their effectiveness, a 
company must not only actively test its staff with social engineering cold calls, phishing emails and chance 
meetings, but also notify employees that it will test them to ensure retention.   
  
As in most cases, an important part of reinforcement is emphasizing the positive through incentives. Those 

who follow the proper protocol in response to any security incident should be rewarded with recognition.  A 

mention in the company newsletter, an email, gift card or any other form of acknowledgement is satisfactory 

in letting the user know they are doing the right thing. It is imperative that organization leaders recognize staff 

if they do the right thing, catch a mistake or foil a social engineering attempt. The ultimate result is that the 

staff member is recognized, other staff recognize what positive behavior is and follow the example and 

potential insider threats take note and reconsider any negative actions.     
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Malware Basics 

And a brief on new Self-updating, Anti-viral Malicious Software 
by Joe Guerra, Cybersecurity Instructor, Hallmark University 
  

Malware, which is concise for “malicious software”, is software designed to be utilized or foster the disruption of 
computer operations, procure sensitive data, or acquire access to confidential information systems. It shows up 
in the form of source code, short active scripts and tied to other software. Malware is the main nomenclature 
used to reference the categorical forms of software that are annoying, hostile and intrusive. 

  
 In the early days of technology, malware was designed for the sole purpose of experiments or personal pranks. 
However, today, malware is primarily utilized to steal confidential, sensitive, financial, personal or business data 
for the gain of criminals-alike. They are sometimes implemented to gather secure information from government 
or corporate sites to infiltrate and disrupt their overall operation. Nonetheless, malware is often applied in the 
utilization against the public to garner personal data such as credit card or bank account numbers, social security 
information, and other related personal identifiable information (PII).  
  
Plainly speaking, malware operates through a threat vector to send a malicious payload that executes an adverse 
function once it is conjured. Malware comes in a variety of flavors from viruses, Trojan horses, worms, spyware, 
adware, and the profitable ransomware.  
  
The way a successful malware attack works on computer systems, usually consists of two components. One is 
the malware created by the attackers to penetrate the computers with the intent to corrupt or damage. The other 
element is the tandem component in hacking called social engineering, which basically is tricking the user. But 
let’s focus on the malware component since the programming aspect of creating these code creatures are 
advancing exponentially.  
  
One in particular is called “Baba Yaga.” It is a new advanced malware that Wordfence security discovered early 

this year. The name they gave it stems from Slavic folklore for a mythical creature and they believe it was brought 

into existence by Russian hackers. The key features that make this malware very unique and astonishing are 

the fact that it is self-updating and has antiviral capabilities. It primarily infects Wordpress, Drupal, Joomla and 

other generic PHP sites. It is crucial to elucidate the fact that this corrupting software is capable of installing and 

upgrading Wordpress. That particular part of the code in the malware is in place to ensure that the website is 

functional. The part that is mind-blowing is its antiviral process. BabaYaga has the capability to check your system 

for existing files and if malware is detected, it replaces them with clean versions. It does this so that the existing 

malware will not reveal its presence in the system.  

With the advent of this new type of malware that implements an antiviral component, the future of malware 

analysis is looking more dynamic by the second. Overall, this has thrown down the gauntlet for malware architects 

to compete amongst each other in designing better-sophisticated code with not just the proliferation aspect, but 

also the new anti-viral feature.  
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In Conclusion, the author of the Wordfence security, Brad Haas, put it best by writing “BabaYaga is an 
emerging threat that is more sophisticated than most malware. It deeply infects a site, spreads to other sites, 
ensures that the infected site is in good working order and will even remove other malware. It even has the 
ability to update or reinstall WordPress.” 
  
So as mentioned above, this will eventually require the development of new techniques to detect or defend 

against advanced malware incidents. It is a continual digital arms race as the advancement technology 

implementations of attackers proceed to evolve in order to stay ahead of cybersecurity analysts.  
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Five GDPR Mistakes that Will Put Your Company in Hot Water 

  
by Steve Dickson, CEO, Netwrix 
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Only 29 percent of small businesses and 41 percent of midsize businesses in Europe have taken steps to 
prepare for the GDPR, according to IDC, and there’s no reason to think that organizations elsewhere in the 
world are any more ready for the May 2018 deadline.  

But panicking can do more harm than good — you’re likely to make costly missteps. If your organization isn’t 
prepared, you definitely need to get moving. But be sure to avoid these five common mistakes that can harm 
your company: 

  

Mistake 1: Rushing the process. 

With the GDPR deadline looming and compliance challenges in the headlines every day, it’s easy to run mad 
and make bad decisions. The most absurd example might be British airline Flybe: In their eagerness to prepare 
for the GDPR, they crafted an email advising users to update their personal information and marketing 
preferences, and sent it their entire customer base — including people who had unsubscribed from the 
company’s emails. That rash action violated an existing law, the Privacy and Electronic Communication 
Regulations (PECR), and got the company slapped with a £70,000 fine. 

  

https://www.idc.com/getdoc.jsp?containerId=prUS43713818
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  If you’re unsure about how to meet the requirements of the GDPR, don’t do anything in haste. Seek council 

from legal advisors and other experienced consultants before taking action. And keep in mind all the 
compliance standards you are subject to, so you don’t violate one as you try to comply with another.  

  

Mistake 2: Taking a fragmented approach to security 

GDPR compliance requires a comprehensive approach to security that involves not just technology, but also 
governance, processes and people. However, a recent Forrester report found that many organizations are 
focusing too heavily on IT measures and taking a piecemeal approach instead of thinking holistically. 

This strategy isn’t an effective way to protect your organization from security incidents and audit penalties. I 
urge you to see the new GDPR legislation as an opportunity to get back to the basics that will improve 
cybersecurity across your IT infrastructure. In particular, make sure you know where your sensitive data 
resides, who has access to it, and which services and software are the most critical for your business. 

  

Mistake 3: Being reactive rather than proactive 

The GDPR requires a proactive approach from your IT department, which is notoriously hard to put into 
practice. During a recent presentation for IT security professionals, I did an informal survey about how 
proactive they consider themselves to be. It turned out that 80% of them are reactive to new compliance 
requirements and lack a long-term strategic approach.  

  

If your IT department is overwhelmed by routine troubleshooting, it won’t be able to prevent data breaches, 
respond promptly to requests to be forgotten, or comply with other GDPR requirements. Try to figure out the 
root of the problem: Is your department understaffed or lacking the expertise you need? Are your security 
systems insufficient or poorly managed? Are employees unaware of proper security protocols? Then take 
action based on your findings, so you can free up your team to be more proactive. 

  

Mistake 4: Putting responsibility on IT only 

Compliance failures are not always the fault of IT. The Netwrix IT Risk Report found that 65% of organizations 
have experienced security incidents, and most were due to human errors and malware. You don’t want to get 
fined because someone copied a file with customer’s ID to his laptop or clicked on a malicious link that 
delivered ransomware, so make sure all employees who deal with sensitive data (such as your marketing, 
sales, accounting and legal teams) are trained on your cybersecurity policies and procedures. Make sure your 
educational efforts go beyond boring lectures about security — include relevant case studies and edutainment 
programs. More broadly, work to establish a new business culture that puts security and personal data privacy 
at its center. 

https://www.b2bmarketing.net/en-gb/resources/news/europe-behind-gdpr-readiness-short-sighted-approach
https://www.netwrix.com/2017itrisksreport.html
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  Mistake 5: Being too radical 

Richard Stallman, president of the Free Software Foundation, has suggested that, instead of protecting and 
regulating personal data, we should ban its collection. I personally know of companies that have deleted all 
customer data that could be considered sensitive to try to eliminate the risk of GDPR fines. 

These responses aren’t just radical; they’re also ineffective. Getting rid of your customer database won’t erase 
your obligation to report to auditors; it will just hurt your ability to be competitive. Auditors will be looking for a 
credible plan to ensure compliance, so make sure you can demonstrate them you are on the right path to 
better control your security. As for your customers, respecting their privacy and preferences will increase their 
loyalty; ditching the information you have about them makes it impossible for you to do that, and customers 
will look for someone else who can.  

For too long, businesses have been collecting personal data from customers to meet their own revenue goals. 
Now it’s time to recognize their rights and make the tenets of the GDPR into your core values. The scope of 
this change might seem daunting, especially with the deadline for compliance fast approaching, but your 
customers will reward you with stronger loyalty. Plus, if you address GDPR compliance as a strategic business 
challenge, you’ll be in good shape when the next piece of compliance legislation comes around; you’ll have a 
simple reporting issue, not a fundamental engineering task, on your hands. 
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How Do We Get Privacy? 

Revisiting the Basics and Importance of Cryptography 
By Joe Guerra, Cybersecurity Instructor, Hallmark University 
 
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Since the onset of technology in society, it has broken the levees of data and has eroded our personal privacy. 
In this digital age, the procurement and access to our personal data may be utilized and manipulated in a 
quiet manner to control our behavior. With this in mind, let us peruse through the concepts of Privacy, 
Encryption and Cryptography. 

In the field, one of the most intriguing and disheartening things about cryptography is how minute amount of 
cryptography we actually mess with. So, let us quickly review what privacy technically is and what today’s 
technology has done to increase the vulnerabilities it has bestowed on it. 

  

Privacy, what is it all about in Technology? 

Privacy is a condition of being liberated from the public eye to the extent that you choose it to be. Today, 
information is gathered and organized on almost every action and transactions that you initiate, perform, or 
involved in. From web searching, buying, doing those online surveys, communicating through social media 
platforms, etc. All these actions leave a digital exhaust that you left behind. Data bots and analysts then 
aggregate this. This supposedly private data has associated risks. The risks are either inconveniences, 
grouping or being profiled. Your data is used for marketing or sold to identity impersonators, which is a theft 
or inconvenience. Your data is then associated with groups of similar background, interests and tendencies. 
Alternatively, your data is deeply analyzed through statistical algorithms and informationally profiled and 
grouped. A more in-depth way of profiling you.  
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However, there are measures of protection that may be administered to alleviate the risks associated with 
private information. Organizations should follow the law and establish policies to take responsibility. People 
and companies should follow best practices. Then we have the implementation of cryptography through the 
process of encryption.  

  

What exactly is Encryption and Cryptography? 

Encryption is the scrambling of information so that it cannot be read and only people with a certain key can 
access it. Encrypted data is what has been translated from plaintext to cipher text. In getting it to work 
backwards, we decrypt the message by changing the scrambled message back to the original text.The terms 
encryption and decryption are what sum up the process of the broader term called Cryptography. The primary 
purpose of Cryptography is to secure digital information confidentially, as it is stored on systems at rest and 
as well as transported through the web or other interconnected networks. In our day and age, Cryptography 
is the most effective and favored information security approach administered by managements. Cryptography 
can accommodate and administer to several necessities when it comes to information systems security. 
Through confidentiality, it ensures those who have been authorized by having been given the key can only 
see encrypted data. Integrity is ensured, as the data cannot be modified with the exception of the authorized 
accounts who have access to the key. Through availability, only privileged users are given the decrypting key 
to get the data. Lastly, the concept of nonrepudiation is also a trait it can push through as it prevents individuals 
from denying they were involved.  

While Cryptography may seem like a treacherous, daunting and complicated task, it is an essential in 
computer security. However, it is a form of art with dashes of arithmetic. Let me see if I can break it down for 
you to comfortably digest. Now, Encryption at its core is a conglomerate of logic called a formula with a key 
to encode the data. It is an algorithm that utilizes mathematical formulas. The way it works is an encrypted 
key is composed of a huge number that is then applied to encrypt and decrypt the data. How long the key is 
dictates how secure the information will be. So, concisely, the more elongated the key is the better the data 
will end up secure. The majority of encryption algorithms used have a length between 40-128 bit or more. This 
is great since most internet browsers do support this key length range.  

  

Symmetric or Asymmetric? 

There exist two main categories in data encryption symmetric encryption and asymmetric encryption also 

referred to as public key encryption.  

Symmetric encryption, also referred to as single-key encryption, is the process of using only one key to decrypt 

and encrypt your information. Both parties, the sender and receiver use the same exact key. The most 

comprehensively used standard for this encryption process is Data Encryption Standard (DES). This method 

is broken up into 64-bit blocks and then transferred. It is then manipulated in the process of 16 encryption 

steps implementing a 56-bit key. It then becomes scrambled by a substitution algorithm and finally transposed 

for one last time. That was then, but this is now and DES has been replaced with Advanced Encryption 

Standard (AES), which was officially chose by the U.S. government as the replacement and has become the 

most popular symmetric key algorithm. Nonetheless, there is a major dilemma with symmetric key process. 

How do you transfer the key? The correct answer is, hopefully guessed it, public key encryption. That major 

issue of distributing the keys in symmetric encryption is why public key encryption is preferred. Since, the 

mere loss or leak of the symmetric key will lead to a significant problem of giving someone else the opportunity 

to decrypt secure messages. 
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  Public key encryption, which is technically asymmetric key encryption, is the opposite of the single key 

method. You have two keys, one public used to encrypt and the other one is private and is used to decrypt. 

So only, the individual holding the private key is able to decrypt the messages. Mathematically, asymmetric 

relies on large prime numbers and number theory. This is the most widely known and used public key 

infrastructure. 

The Key Roles in Asymmetric key cryptography 

Public key encryption enables you to transfer and convey through any open channel with a great degree of 

assurance and allows you to trust the process in various ways: 

o Authentication- Messages sent to you will be from the appropriate source 

o Integrity- Messages will arrive unmodified 

o Privacy- Messages will only be able to be read by the intended target. 

 

Given this, we know that the scheme of cryptography is a necessity for computer systems to implement 

the security and privacy that users’ desire. The power of this process rests in the size and means applied 

for the protection of the cryptographic keys.  

In conclusion, Cryptography provides a range of security defenses. It can support the protection of 

Confidentiality, Integrity, Authentication, and Non-repudiation. It is the practice of transforming plain text 

data to an obfuscated text that cannot be revealed by unauthorized entities. It hides data, which is why it is 

called Cryptography, a word that from its Greek roots means “hidden writing.”  
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Role of Identity and Access Management (IAM) in Cyber Security 

by Bhavdip Rathod, IAM Solution Architect, Sailpoint Technologies, Inc 

  

In today’s digitally enabled world, Identity and Access Management (IAM) plays a critical role in any 
enterprise security plan, as it is inseparably linked to the security and productivity of companies. As more 
and more business store their sensitive data electronically, ensuring that data remains secure is critical. 
The rapid transformation to the digital world has cut across all organizations and industries and has required 
changes to how companies manage their workforce and ultimately how they deliver access to their critical 
applications and data. The workforce has also developed gradually, especially from a simple to a more 
complex type of labor force for organizations. In addition to providing access to employees, organizations 
now also need to include contractors, vendors and partners, each with their own set of access requirements 
and restrictions. Furthermore, data and applications spread across cloud, on-premises and hybrid 
infrastructures are being accessed by a variety of devices including tablets, smartphones and laptops. 
Identity and Access Management is a Cyber/Information security discipline that ensures right people have 
appropriate access to the organization’s critical systems and resources at the right time. IAM assimilate 
three major pillars:  
  

 Identification 

 Authentication 

 Authorization 

  
  
When a user tries to access any system or resource, he or she first enters the username as very first step 
of identity verification into the system. System then goes and verifies user’s identity via authentication 
process. Authentication can be done via basic knowledge-based mechanism such as, passwords or more 
advanced techniques can be used, such as multi-factor authentication (MFA) or biometrics. Once, system 
successfully completes authentication process, then IAM system will initiate authorization process to ensure 
that logged in user is only allowed to perform the tasks which he or she is entitled to do as part of their job 
function based on the pre-defined security policies in the IAM system (e.g. Developer should not be allowed 
to have admin rights on production system). The fact that a user proves his or her identity is not enough to 
gain access.  
 
Effective IAM infrastructure and solutions help enterprises establish secure, productive and efficient access 
to technology resources across these diverse systems, while delivering several important key benefits: 
  
Enhanced Data Security: Consolidating authentication and authorization capabilities on a single 
centralized platform provides business and IT professionals with a streamlined and consistent method of 
managing user access during identity lifecycle within organization. For example, when users leave a 
company, centralized IAM solution gives IT administrators the ability to revoke their access with the 
confidence that the revocation will take place immediately across all the business-critical systems and 
resources which are integrated with centralized IAM solution within the company. This will ensure no 
lingering access stays with the terminated users and hence significantly improves the overall Information 
Security posture of the company. 
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Reduced Security Costs: Having a centralized IAM platform in an organization to manage all users and 
their access allows IT to perform their work more efficiently. In today’s world, each employee has access to 
thousands of systems and resources as part of their job. Imagine, if an IT administrator has to grant access 
to each of these systems manually when employee joins the company and then again revokes these system 
accesses manually from each system when user leaves the organization, it will be a nightmare for IT staff 
and also a huge monetary overhead for the company to maintain these on-boarding and off-boarding 
processes. Efficient centralized IAM solution can address this challenge diligently which results in huge 
savings of time and money for the company. A comprehensive IAM solution can reduce overall IT costs by 
automating identity processes that consume IT resources, such as onboarding, password resets and access 
requests, eliminating the need for help desk tickets or calls 
  

  

  
  
  
  
  
  
  
  
  
  
  
 
  
  
  
  
  
  
  
  
  
Least Privilege Principle: Least privilege is an important practice of computer and information security for 
limiting access privileges for users to the bare minimum rights they need to perform their job duties. With 
77% of data breaches involving an insider, it is necessary to ensure access to all your corporate resources 
are secured and granted using least privilege principle. In a company, it is common for employees to move 
across different roles in the organization. If the granted privileges are not revoked as the employee change 
the role, those privileges can accumulate, and this situation poses great risk for many reasons. It makes 
that user an easier target for cyber hackers as his/her excessive rights can be an easier gateway for 
criminals to access the broader part of the company’s critical systems and resources. Or this can eventually 
turn into the insider threat where person gets the ability to commit data theft. Sometimes companies forget 
to remove these excessive privileges from user’s profile when he/she leaves the company resulting in 
security risk where user can still access the company’s systems freely even after the termination. A well-
designed centralized IAM solution can help organizations eliminate insider threat challenge by utilizing Least 
Privilege Principle to a great extent.  
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Enterprise IT Governance: Taking compliance regulations around the world such as the HIPPA, SOX, 
upcoming EU GDPR (General Data Protection Regulation) into account, a lack of effective identity and 
access management poses high risks to compliance. On March 1, 2017, the state of New York’s 
Department of Financial Services (NYDFS) new cybersecurity regulations went into effect. The regulations 
prescribe many requirements for the security operations of financial services companies that operate in 
New York, including the need to monitor the activities of authorized users and maintain audit logs, 
something identity and access management systems typically do. Modern IAM solutions and products 
provide the ability to enforce user access policies, such as separation-of-duty (SoD), and establish 
consistent governance controls, eliminating access violations or over-entitled users through automated 
governance controls. This will ensure companies stay compliant with business and government compliance 
and regulation standards. Not adhering to these standards could cause companies millions of dollars in 
penalties. 
  

World has witnessed an alarming trend in security data breaches (e.g. Yahoo, Equifax, Linkedin, Target, 
etc.) every year which are both larger in scope and increasingly devastating. Businesses must be able to 
guard themselves from these cyber threats within the company and from the unknown exposure points of 
internet. Identity and access management provides a critical security layer against these unknown security 
vulnerabilities to protect companies from cyber security data breaches. A robust IAM infrastructure can 
ensure consistent and standard access rules and policies across an organization by providing an important 
additional layer of protection. 
  

All of these reasons prove relevance of Identity and Access Management (IAM) for business success and 

productivity and why should embrace for comprehensive IAM processes and infrastructure. 
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  Spear-phishing Is The Next Threat After A Data Breach 

Employees’ awareness must be a mandatory routine. 
by Pedro Tavares,  CSIRT.UBI and seguranca-informatica.pt Founder 
  

 
During the last years, we have observed a tremendous number of data breaches that have made headlines. 
Opening the online newspaper and reading news about a data breach has almost become a habit as they 
occur anywhere and at any time. In fact, the Internet has become a giant channel for data transactions, and 
all of this because anything is now online — our life, our digital identity, basically our digital footprint.  
  
Today, digital information is seen as the “new petroleum” and organizations must apply the best security 
practices to keep save data from cyber attacks and possible data leaks. 
  

2018 Data Breaches 

If we look at the recent past, we easily realize that data breaches are indeed one of the biggest problems 
in this information era.  Besides, they can usually trigger other threats such as attacks based on social 
engineering. 
  
Just looking at the current year, we can easily list devastating situations. Maintaining an updated list of data 
breaches is a very hard task as the number of threats are growing exponentially. For this reason, 
organizations have to improve their security strategies by training their employees in order to provide an 
improved reaction when events of this nature occur. 
  
Data breaches must be detected early on inside the organization. This is mandatory since a leak typically 
represents a valuable point of attack from the cyber attacker perspective. 
  

How cyber attackers can use data breaches to their own profit 

After a data breach, an immense quantity of data is leaked and exposed online (often personal and 
professional information). Due to this, spear-phishing attacks are highly targeted and customized and are 
far more likely to succeed than traditional phishing attacks. This way, crooks can use all the exposed 
information to produce huge phishing campaigns strictly targeting an organization. 
  
In general, spear-phishing represents a targeted email scam for the sole purpose of gaining unauthorized 
access to sensitive data. Unlike phishing scams, which perform wide and scattered attacks, spear-phishing 
focuses only on a specific group (a restrict target). Crooks typically use data exposed by a data breach to 
obtain more information about the victim and organization. In order to increase the success rate these kind 
of attacks, the messages often contain urgent explanations on why they need sensitive information. At this 
time, victims are coaxed to open a malicious attachment or click on a link that takes them to a spoofed 
website where they are asked to provide sensitive information, such as passwords, account numbers, credit 
card numbers, access codes and personal information numbers (PINs). 
  
 



    73 
 
  Figure 1 below presents how that type of attacks can be performed by crooks 

  

 
  

Figure 1: General workflow of a spear-phishing attack. 

How to avoid spear-phishing attacks 

If you think you were infected through a spear-phishing attack, the rule of thumb is very simple: do not panic 
over it! Only opening an email that can be represented by a scam campaign will not affected your computer. 
  

There are some measures that you need know to avoid spear-phishing attacks and also to detect them 
saving thus all organization against this plague. 
  

  If you think that you have indeed been a victim of a phishing attack, then immediately disconnect the 

computer from the network. 

  Do not make it easy, talk to your colleagues about it. Flag the email as phishing and communicate the 

potential phishing scam to your organization's IT team. They will address you towards the next steps. 

  Be proactive! You can perform a phishing/malware scan in your computer (especially when you open 

an attachment). 
  

  Change your passwords. This must be adopted as a monthly task. Use and encourage your colleagues 

to follow a cyber-hygiene routine in order to protect their personal information away from crooks. 

  Try to understand what the source of the malicious email is. Check whether your information was 

exposed by a data breach online and communicate that. 

  And finally, use logic. Every time that you open an email from a “friend” asking for personal information 

(including passwords, or other sensitive data), you should carefully check if the email address is 
legitimate. Use an old strategy: personally talk to your friend. 
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Conclusion 

Traditional security often fails to prevent spear-phishing attacks, as they are expertly customized. The error 
of an employee can have serious consequences for organizations and sensitive information can be  
exposed when the appropriate measures are not adopted at the right moment. 
  
Fraudulent campaigns are performed by crooks typically when a data breach occurs. Organizations need to 
be prepared to fight this threat face to face, eyes to eyes. That is why data breaches must be always detected 
as early as possible in order to inform and aware organization’s employees against potential spear-phishing 
attacks in the wild.  
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Where do I “Sign”? 

A short Review on Digital Signatures 
by Joe Guerra, Cybersecurity Instructor, Hallmark University 
  
 

The fundamentals of data security is defined as applying techniques, procedures and other means to 

protect the confidentiality, availability and integrity of information. Most of the time the focused scenario 

is keeping the attackers at a distance, and adding barriers around the information. These barriers vary 

from physical property fences to technology firewalls to do the job.   

 

Whereas these defenses are essential, what about applying an additional factor that would make the 

information fruitless to the attacker? What if the data was gibberish in such a way that only the authorized 

entities can view it while the infiltrators could not? This is the kind of security that cryptography offers: it 

hides the information in a manner that would leave no opportunity for the threat to read it.   

 

Cryptography offers a range and level of security. It provides the basic protections of confidentiality, 

integrity, authentication and non-repudiation. The latter two are in a relational category that has been an 

issue since the dawn of humanity. Some kind of authentication procedure has been in place in civilization 

since the advent of writing. Although, markings, hand written signatures or seals were sufficient in those 

ages, in the now, a more relevant process is necessary for an accelerated global interconnected society. 

As online transactions exponentially rise daily, there is an escalated demand to ensure authenticity, 

integrity, and non-repudiation of the entities involved, the asset and information exchanged between the 

parties, and a comprehensive secure provisioned agreement process.   

   

So, how do we provide for this need of authentication, integrity and non-repudiation in today’s digital 

civilization. The answer lies in a cryptographic component called Digital Signatures. First of all, digital 

signatures should not be confused with digitized signatures which is essentially an electronic variation of 

your actual physical signature. Relatively, digital signatures do adhere to the identity of a party to specific 

information or piece of data. This cryptographic feature is not for the confidentiality aspect of security. 

Although, it does establish the integrity of the message and authenticate the sender of the data. Digital 

signatures come from the public key cryptography concept, which is also referred to as asymmetric 

cryptography. This cryptography provides better authenticity than its counter-part symmetric 

cryptography.  

  

What makes symmetric encryption inferior in the authenticity and integrity spectrum? If an individual sends 

information to a co-worker, the message is encrypted with his secret key and the co-worker, in order to 

view the message must have the same key for decryption. Now, if the same user wants to send another 

encrypted message to another individual, another key must be implemented. So, if you factor in copious 

amounts of colleagues into the equation, the problem lies in keeping track of the keys applied to who. An 

additional issue is how does the receiver get the copy of the key. E-mailing is not a secure option. In other 

words, symmetric cryptography does not provide authentication or even non-repudiation 
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Symmetric cryptography works with the use of the same key to encrypt and decrypt content. This is only 

powerful against attacks if you securely store away the key.  

 

Asymmetric cryptography implements two keys as opposed to one. The keys are mathematically conjoined 
and are titled the public and private key. You make public key transparently known and the private key 
secure. Here is how asymmetric cryptography operates.  
  
Suppose Joe wants to relay a message to Jane. Jane has her private key, and keeps it safe, and her public 
key, which is known to everyone. Joe utilizes Jane’s public key for encrypting a message, Joe then transmits 
the message, Jane now can only decrypt it with her secure private key. Because she does have sole access 
to her private key, she goes about to decrypt and view the message. Now, if Jane wanted to respond to 
Joe, she will need to encrypt her message with Joe’s public key which is also known to everyone and send 
it. Joe will then have to use his private key to read the response. Appropriately, you can understand the 
value of asymmetric encryption in using it for digital signing.   
  

  
Suppose Joe wants to relay a message to Jane. Jane has her private key, and keeps it safe, and her public 
key, which is known to everyone. Joe utilizes Jane’s public key for encrypting a message, Joe then transmits 
the message, Jane now can only decrypt it with her secure private key. Because she does have sole access 
to her private key, she goes about to decrypt and view the message. Now, if Jane wanted to respond to 
Joe, she will need to encrypt her message with Joe’s public key which is also known to everyone and send 
it. Joe will then have to use his private key to read the response. Appropriately, you can understand the 
value of asymmetric encryption in using it for digital signing.   
  

Digital signatures are implemented as an industry standard within the whole framework called Public Key 

Infrastructure (PKI). PKI lays out the factors and limitations for public and private keys correlated with a 

digital signature. As stated in the scenario above, the private key is the responsibility of the sender, and 

does not in any way share it. The public keys may be free to share and used by anyone, especially to 

validate the signature of the sender.   

 

Overall, digital signatures have two respective intentions: ensure that the original information was not 

modified and verify the message does come from the sender. For this to be a success, a two-

step cryptographic process takes place. First, the message is hashed, thus creating a digest that is tied to 

the message. So, if the message is modified, the digest changes and leaves full indication of tampering, 

which will violate the integrity principle. Then second, is being able to decrypt the digital signature’s hash 

encryption with the sender’s public key, thus validating the authenticity of the sender. The person says who 

he says he is.  

 

In conclusion, while Digital Signatures are quite an effective and efficient practice in eliminating 

impersonation and data manipulation, they are only as good as long as the organization or individual keeps 

the private key secure. For as soon as the private key becomes public the digital signature tied to that 

private key can be maliciously used. With this in mind and with the tremendous amount of trust we have in 

place for digital signatures and the delicate tasks that we attach to them, the more vulnerable they are 

becoming and the more damaging they can become.   
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Market leaders, innovators, CEO hot seat interviews and much more.  
 

A new division of Cyber Defense Media Group and sister to Cyber Defense Magazine.  

https://www.cyberdefense.tv/
http://cyberdefensetv.com/


    99 
 
  

FREE MONTHLY CYBER DEFENSE EMAGAZINE VIA EMAIL  
  
ENJOY OUR MONTHLY ELECTRONIC EDITIONS OF OUR MAGAZINES FOR 
FREE.  
  
  
This magazine is by and for ethical information security professionals with a twist on innovative consumer 
products and privacy issues on top of best practices for IT security and Regulatory Compliance. Our mission is 
to share cutting edge knowledge, real world stories and independent lab reviews on the best ideas, products 
and services in the information technology industry.  
 
Our monthly Cyber Defense e-Magazines will also keep you up to speed on what’s happening in the cyber-
crime and cyber warfare arena plus we’ll inform you as next generation and innovative technology vendors have 
news worthy of sharing with you – so enjoy. You get all of this for FREE, always, for our electronic editions. 
Click here to sign up today and within moments, you’ll receive your first email from us with an archive of our 
newsletters along with this month’s newsletter.  
 
By signing up, you’ll always be in the loop with CDM.  

https://cyberdefensemagazine.tradepub.com/free/w_cyba12/prgm.cgi?a=1
https://cyberdefensemagazine.tradepub.com/free/w_cyba12/prgm.cgi?a=1
https://cyberdefensemagazine.tradepub.com/free/w_cyba12/prgm.cgi?a=1


    100 
 
  

MARKETING AND PARTNERSHIP OPPORTUNITIES 

  
BANNERS, E-MAILS, INFOSEC AWARDS, DOWNLOADS, PRINT  
EDITIONS AND MUCH MORE…  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
Copyright (C) 2018, Cyber Defense Magazine, a division of CYBER DEFENSE MEDIA GROUP (STEVEN G. 
SAMUELS LLC. d/b/a) PO Box 8224, Nashua, NH 03060-8224. EIN: 454-18-8465, DUNS# 078358935. All 
rights reserved worldwide. marketing@cyberdefensemagazine.com Cyber Defense Published by Cyber 
Defense Magazine, a division of STEVEN G. SAMUELS LLC. Cyber Defense Magazine, CDM, Cyber Defense 
eMagazine, Cyber Defense Test Labs and CDTL are Registered Trademarks of STEVEN G. SAMUELS LLC. 
All rights reserved worldwide. Copyright © 2018, Cyber Defense Magazine. All rights reserved. No part of this 
newsletter may be used or reproduced by any means, graphic, electronic, or mechanical, including 
photocopying, recording, taping or by any information storage retrieval system without the written permission of 
the publisher except in the case of brief quotations embodied in critical articles and reviews. Because of the 
dynamic nature of the Internet, any Web addresses or links contained in this newsletter may have changed 
since publication and may no longer be valid. The views expressed in this work are solely those of the author 
and do not necessarily reflect the views of the publisher, and the publisher hereby disclaims any responsibility 
for them.  
  
JOB OPPORTUNITIES  

  
Send us your list and we’ll post it in the magazine for free, subject to editorial approval and layout. Email us at 
mailto:marketing@cyberdefensemagazine.com  
  

Cyber Defense Magazine  
  
PO Box 8224, Nashua, NH 03060-8224.  
EIN: 454-18-8465, DUNS# 078358935.  
All rights reserved worldwide.  
mailto:marketing@cyberdefensemagazine.com  
http://www.cyberdefensemagazine.com  
Our New Office Addresses coming soon: NEW YORK (US HQ), LONDON, HONG KONG  
Cyber Defense Magazine - Cyber Defense eMagazine rev. date: 9/12/2018 

mailto:marketing@cyberdefensemagazine.com
mailto:marketing@cyberdefensemagazine.com
http://www.cyberdefensemagazine.com/
http://www.cyberdefensemagazine.com/wp-content/uploads/2018/01/Cyber-Defense-Magazine-Media-Kit-01-01-2018.pdf


    101 
 

  

https://www.goanywhere.com/


    102 
 

 

https://www.youtube.com/watch?v=yuNEtROPPHc

