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Cyber Defense Magazine is pleased to provide this Global Threat Intelligence Vendor Landscape for 2018.    

Threat Intelligence has emerged as both an integral component of effective cyber defense and as a forefront exer-
cise in identifying cyber threats before they can become cyber incidents.  Some of the most direct ways Threat 
Intelligence providers can support cyber defense include:

• Acting as an integral function of Cyber Defense Centers (CDCs)
• Correlating incident avoidance exercises with identifying areas of weakness
• Implementing cyber threat intelligence (CTI) within the organization
• Coordinating incident response and threat intelligence to harden future defenses

In many, if not most, organizations, it is neither economically nor operationally feasible for internal resources to ac-
complish all of these functions. As a result, the most efficient course is often to seek specialized outside professional 
services to provide the most effective Threat Intelligence.

As the leading publication on cyber defense issues and activities, our publication believes it is incumbent on us to 
offer this survey of leading providers of Threat Intelligence to our readers and others with the need to understand 
and act on these pressing matters.

On behalf of Cyber Defense Magazine and our team, we hope you will find this Global Threat Intelligence Vendor 
Landscape both useful and timely. 
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Threat Intelligence Landscape

Implementing a Cyber Defense Program 

USA: FireEye and CrowdStrike

Japan: TrendMicro

China: ThreatBook

Russia: Group IB and Kaspersky

UK: Sophos

Europe: Digital Shadows

Africa/Middle East: CheckPoint
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Cyber threats are of a major magnitude and growing.
 

The means of measuring cyber threats are often only apparent 
in retrospect, or by measuring proxy developments that reflect 
the underlying threat itself.

There are situations in which the identification of a threat 
cannot be communicated to the public, since it could have 
the two undesirable effects of causing panic and alerting 
the cyber criminals that they have been discovered.

How big is 
the threat?  

Threat Intelligence
Landscape
The integration of Threat Intelligence techniques 

into a broader cybersecurity strategy is a natural 
development in the escalating battle between 
cyber criminals and the defending team.  In 

today’s environment, it does seem strange that there still 
appears to be resistance to the cost or even the ethics of 
applying intelligence methods to counter threats to the 
information systems on which so much depends.

There was a time when conducting intelligence activi-
ties, or “spying,” was considered unacceptable.  The ad-
monition “Gentlemen do not read each other’s mail,” was 
the rule of the civilized world.  But we no longer have 
the luxury of ignoring available information on the cyber 
threats to our critical infrastructure, business operations, 
and even humanitarian aid.

It’s clear that violence against the cyber perpetrators is 

not the answer, nor is vigilantism, since these “self-help” 
remedies only serve to undermine the values of civiliza-
tion.  

Many effective methods have been developed to mini-
mize the adverse effects of cyber exploits, such as redun-
dant systems, enhanced security protocols, and remedia-
tion plans.

However, there is no defense more important or effective 
than stopping an attack before it can occur.  That is what 
Threat Intelligence is all about.  And the magnitude of 
the intelligence effort must equal or exceed the threat in 
order to protect against harm. 

How big is the threat?  Of course, it is difficult to quantify; 
but three things seem clear:
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The market for Threat Intelligence services will soon surpass $1.5 Billion.

The percentage of reported cybercrimes attributable to previously unk-
nown threats is also on an increasing curve.

The newly identified cyber exploits are becoming not only more numerous 
but also more sophisticated.

Although there is no universal agreement on the numbers of recent new threats, 
common approximations include thousands of new vulnerabilities requiring 
patches and millions of new malware variants come into existence each year.

The delivery systems and applications for Threat Intelligence are also deve-
loping along with related technologies.

That said, there are some indicators worth noting for the purpose of scoping out the magnitude of cyber 
threats and integrating that intelligence into an effective cyber defense system.  The following survey pre-
sents some of the public information from reliable sources published to date.  

33% 61% 77%
of organizations

don´t have a threat 
intelligence program

of organizations
say security testing is a 
medium or low priority

of organizations
don’t consider their SOC 

to be integrated with 
overall business goals
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A fundamental decision for any organization evaluating, designing, 
and implementing a cyber defense program is how much of the res-
ponsibility and substantive steps to take within the organization and 
which functions are best contracted out to specialists.  

In general, it might seem that the larger the organization the more ef-
ficient it would be to develop and apply such expertise in house.  For 
smaller entities, such in house capability is likely to be far beyond the 
budgetary and operational means.  However, in this age of specializa-
tion and cutting-edge exploits, the effort and cost involved in such in 
house operations are not likely to be the best choice.

In truth organizations of all sizes are most likely to be successful in 
defending against cyber exploits by engaging the services of a pro-
fessional firm dedicated to this activity.  Nowhere is this more accura-
te than in the world of Threat Intelligence.

Skilled practitioners of Threat Intelligence concentrate on analyzing 
and evaluating threats which are not even apparent in the daily use 
of information systems.  Active monitoring of system behavior for 
indications that may be too minute to be perceived by conventional 
anti-virus and other security programs can often provide a way to get 
in front of a developing exploit.

Implementing a 
Cyber Defense 
Program

Specialized threat 
intelligence systems 
and professionals are 
the key to a successful 

program to manage 
this growing risk.  
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A Proven Track Record, 
including a loyal

following of clients.

Human and technological 
resources to stay on the 
cutting edge of Threat 
Intelligence

Dedicated and 
experienced 

leaders and staff

What do the leaders in this burgeoning service indus-
try have in common, and why are they featured in this 
CyberDefense Magazine publication?  Here are some of 
the most important considerations:

State of the Art 
systems at all levels

Corporate philosophy 
of excellence and 
competence

On the other hand, the ability to sort 
out whether a pattern indicates an ac-
tual attack or just happens to be ab-
normal (“false positive”)  can also mean 
the difference between shutting down 
operating systems and continuing nor-
mal operations without interruption.

Just as other professional services are 
subject to evaluation regarding the 
choice of contracting out or develo-
ping a capability in house, such as at-
torneys, accountants, and other similar 
services, these considerations must 
be taken into account in making the 
decision about Threat Intelligence.

It has been observed with good rea-
son that Threat Intelligence is a neces-
sary, but not sufficient, component of 
effective defense against cyber crimi-
nals.  This perspective is in the context 
of cyber exploits as a manifestation of 
Asymmetrical warfare, in which the 
good guys have to be right 100% of the 
time; bad guys only have to score once.

Threat Intelligence by its very nature is 
Actionable Intelligence.  Threat Intelli-
gence provides an early warning system 
and lays the foundation for appropriate 
defensive measures to be implemen-
ted in order to avoid both the cyber 
exploit itself as well as the costly reme-
diation effort that results in a breach.

Specialized threat intelligence systems 
and professionals are the key to a success-
ful program to manage this growing risk.

Specialized threat intelligence systems 
and professionals are the key to a success-
ful program to manage this growing risk.  

AND: here they are!



2018 - GLOBAL THREAT INTELLIGENCE8

About

UNITED STATES

FireEye
https://www.fireeye.com  

Key Executives:
Kevin Mandia, President & CEO

Employee number:
2960

Revenue:
$751MM

Corporate Headquarters 
601 McCarthy Blvd.
Milpitas, CA 95035
T: +1 877-347-3393
T: +1 408-321-6300
F: +1 408-321-9818
info@fireeye.com

https://www.fireeye.com/
mailto:info@fireeye.com
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2018
Global Threat Intelligence

Company Overview
FireEye is the intelligence-led security company. Working as a seamless, scalable extension of cus-

tomer security operations, FireEye offers a single platform that blends innovative security technolo-

gies, nation-state grade threat intelligence, and our world-renowned Mandiant consulting.

With this approach, FireEye eliminates the complexity and burden of cyber security for organiza-

tions struggling to prepare for, prevent, and respond to cyber attacks. FireEye has over 5,800 custo-

mers across 67 countries, including more than 40 percent of the Forbes Global 2000.

Products and Services 

Threat Intelligence

Against cyber threats, knowledge is power

To anticipate and respond to sophisticated cyber attacks, you need to understand attacker motivations, intentions, characteristics, and methods. You can 
mitigate risk, bolster incident response efforts and enhance your overall security by understanding who is most likely to attack you, what they want, why 
they want it and how they plan to get it.

FireEye Threat Intelligence delivers the insights you need based on deep adversarial intelligence, extensive machine intelligence and detailed victim 
intelligence.

UNITED STATES
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About

UNITED STATES

CrowdStrike
https://www.crowdstrike.com/

Key Executives:
George Kurtz, CEO

Employee number:
841

Revenue:
$13MM

 1.888.512.8906 (US)
 +44(0)118.453.0400 (UK)
 (+61) 1300.245.584 (Australia & New Zealand) / APAC
 +971 4 429 5829 (Middle East)
info@crowdstrike.com

https://www.crowdstrike.com/
mailto:info@crowdstrike.com
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2018
Global Threat Intelligence

Company Overview
CrowdStrike was founded in 2011 to fix a fundamental problem: The sophisticated attacks that 

were forcing the world’s leading businesses into the headlines could not be solved with existing 

malware-based defenses. Co-founders George Kurtz and Dmitri Alperovitch realized that a brand 

new approach was needed — one that combines the most advanced endpoint protection with 

expert intelligence to pinpoint the adversaries perpetrating the attacks, not just the malware.

Products and Services 
CrowdStrike is the leader in cloud-delivered next-generation endpoint protection. CrowdStrike has revolutionized endpoint protection by being the first and only company 
to unify next-generation antivirus, endpoint detection and response (EDR), and a 24/7 managed hunting service — all delivered via a single lightweight agent. The CrowdS-
trike Falcon™ platform, certified to replace legacy antivirus, has reinvented how endpoint security is delivered with its industry-leading, cloud native architecture. 

CrowdStrike Falcon protects customers against advanced cyber attacks, using sophisticated signatureless artificial intelligence/machine learning and Indicator of Attack 
(IOA) based threat prevention to stop known and unknown threats in real-time.

Core to its innovative approach is the CrowdStrike Threat Graph™ which analyzes and correlates over 50 billion events per day from millions of sensors deployed across more 
than 170 countries, uniquely providing crowdsourced protection for the entire customer community.
Intelligence enables action against cyber threats  An effective security strategy is multi-layered, enabling a security team to effectively predict and understand the cyber 
threats that imperil an organization’s key assets. Empowering an organization to anticipate who may attack next, and how, allows security teams to focus on prioritizing 
resources so they can respond effectively to impending cyberattacks.

CrowdStrike Falcon Intelligence™ provides this necessary foresight with timely, comprehensive, contextually-rich and actionable threat actor intelligence, delivered in 
consumable formats for both enterprise systems (API feeds) and security staff (alerts, reports).
Security operations center (SOC) managers and intelligence analysts can more effectively prioritize and respond to threats with the analysis available in the full threat 
intelligence reports Falcon Intelligence provides. These reports contain specific information about threat actors, their key tactics, techniques and procedures (TTPs), and the 
industry verticals being targeted.

UNITED STATES
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About

JAPAN

TRENDMICRO
https://www.trendmicro.com/

Key Executives:
Eva Chen, Co-Founder & CEO

Employee number:
5258

Revenue:
$1.1 Billion

Japan Headquarters, Tokyo
Shinjuku MAYNDS Tower,
2-1-1 Yoyogi, Shibuya-ku,
Tokyo Japan ZIP 151-0053
Phone +81.3.5334.3618

https://www.trendmicro.com/
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2018
Global Threat Intelligence

Company Overview
For nearly 30 years, Trend Micro’s unwavering vision has been to make the world safe for exchan-

ging digital information. Security is our entire focus, and it shows. This single-minded passion has 

inspired our innovations that keep up with the bad guys despite a changing IT landscape, riskier 

user behavior, and constantly evolving threats.

The depth of our experience remains unmatched. From the endpoint to the network to the 

cloud, we’ve got you covered with a connected threat defense recognized by analysts, custo-

mers, and industry gurus of all kinds.

Products and Services

Digital Vaccine Labs
TippingPoint solutions provide real-time, accurate threat prevention for known vulnerabilities through threat intelligence provided by DVLabs. Digital Vaccine filters are 
developed to cover an entire vulnerability to protect against all potential attack permutations, not just specific exploits.

Advanced Threat Protection 
The TippingPoint Advanced Threat Protection family detects unknown threats moving inbound, outbound or laterally across the network by monitoring all ports and over 
100 protocols, turning the unknown into known and shares the threat information with a host of security tools including the TippingPoint NGIPS.

Actionable Threat Intelligence
The TippingPoint® Security Management System (SMS) provides global vision and security policy control for threat intelligence, including Digital Vaccine® and Threat Digital 
Vaccine (ThreatDV).
The TippingPoint SMS can be configured to automatically check for, download, and distribute filter updates to TippingPoint systems, as well as take immediate action on 
security events based on your specifications.

JAPAN
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ThreatBook
https://threatbook.cn/  

Key Executives:
Feng Xue, Founder 

Employee number:
100

Revenue
Undisclosed

Lead Investor:
Hillhouse

No.1505 Chuang Fu Building, No.18
Danling ST. 
Beijing 
China
contactus@threatbook.cn 
Tel: +86-10-57017961

CHINA

About

https://threatbook.cn/
mailto:contactus@threatbook.cn
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Company Overview
ThreatBook is China’s first security threat intelligence company, dedicated to providing real-time, 

accurate and unique threat intelligence to obstruct attacks, discover threats, track evolving threats 

and respective sources to reduce risks. ThreatBook is founded by former senior-level security 

professionals from established organizations like Amazon, Alibaba and Microsoft, having decades 

of expertise in vulnerability and malware research and analysis, data science and engineering big 

data and cloud computing solutions. 

Products and Services

The ThreatBook team has in-depth understanding of China’s distinct cybersecurity landscape as well as an international perspective of the global cybersecurity space, and
comprehensive professional knowledge in security, threat intelligence, analysis and visualization. ThreatBook offers a variety of SaaS-based threat intelligence products and
services worldwide to help partners improve detection and defense capabilities in their security products and enable industry customers to deal with complex, continually
changing threats in a fast, accurate and cost-effective manner.

APIs
Threat intelligence capabilities through APIs

Threat Detection Platform (TDP)
Threat detection platform is an intelligent threat detection and analysis platform leveraging Threatbook’s world leading threat intelligence capability. The platform can be
deployed on premises

Threat Intelligence Platform (TIP)
Threat Intelligence Platform is a multi-source intelligence management platform. It can help the security expertise to unify the multi-source intelligence formats, to manage 
the customized intelligence, and to assess the quality of intelligence sources, and also to provide APIs to empower other products such as SIEM, NGFW, WAF and so on

2018
Global Threat Intelligence

CHINA
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About

RUSSIA

GROUP IB
https://www.group-ib.com/

Key Executives:
Ilya Sachkov, Co-Founder & CEO

Progress Plaza Business Center 115088,
Russia, Moscow, 
Sharikopodshipnikovskaya, bld. 1, Fl. 9
TEL: +7 495 984-33-64 
info@group-ib.com

Revenue:
$40MM

Employee number:
230

https://www.group-ib.com/
mailto:info@group-ib.com
me@garymiliefsky.com
Typewritten text
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2018
Global Threat Intelligence

Company Overview
Group-IB is one of the global leaders in preventing and investigating high-tech crimes and online 

fraud. Since 2003, the company has been active in the field of computer forensics and information 

security, protecting the largest international companies against financial losses and reputation 

risks.

We are recognized by Gartner, Forrester and IDC a as leading threat intelligence vendor with the 

ability to provide a unique insight to the threats originating from Russia and Eastern Europe. Grou-

p-IB is recommended by the Organization for Security and Co-operation in Europe (OSCE).

Products and Services
Group-IB’s experience and threat intelligence has been fused into an eco-system of highly sophisticated software and hardware solutions to monitor, identify and prevent 
cyber threats.

Finished threat intelligence with advanced RFI service.

Group-IB has been pioneering incident response and cybercrime investigation practices in Russia since 2003. This experience and understanding of threat actors’ behaviours 
have evolved from our own investigation tool to intelligence gathering network which now feeds Group-IB Threat Intelligence.

Human intelligence - incident response, investigations, cybercriminal communication interception

Data intelligence - C&C forensics, malware ATS, card shops, compromised data checkers, phishing collection points

Malware intelligence - Network sensors & sandboxing, honeypots, sinkholing, spam traps

Open sources - URL sharing, public sandboxes, blogs and reports, social media, proxy and VPN services

Our clients include banks, financial institutions, oil and gas companies, software and hardware vendors, telecommunications service providers.

RUSSIA
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About

RUSSIA

KASPERSKY
https://usa.kaspersky.com/ 

Key Executives:
Eugene Kaspersky, Chairman & CEO

Employee number:
3613

Revenue:
$698MM

 1.888.512.8906 (US)
 +44(0)118.453.0400 (UK)
 (+61) 1300.245.584 (Australia & New Zealand) / APAC
 +971 4 429 5829 (Middle East)
info@kaspersky.com

https://usa.kaspersky.com/
mailto:info@kaspersky.com
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2018
Global Threat Intelligence

Company Overview
With more than 20 years of experience, Kaspersky Lab is the world’s largest privately owned cyber-

security company.

Kaspersky Lab’s deep threat intelligence and security expertise is constantly transforming into next 

generation security solutions and services to protect businesses, critical infrastructure, govern-

ments and consumers around the globe. 

Products and Services

HuMachine Intelligence™ is our effective approach to protecting customers against the most sophisticated threats, together with all other forms of cyberattack. 
Our protection is based on our global cyber-brain combined with machine learning algorithms and powered by the unequalled human expertise of our security teams, 
steering our technologies to battle head-on with evolving threats.

Next Generation Technologies
Our security solutions for business feature a spectrum of Next Generation technologies, including intelligent behavioral analysis and machine learning algorithms. This 
combination of advanced technologies and our multi-layered approach play an important role in achieving one of the highest detection rates in the industry, as continuously 
demonstrated through independent tests. Next Generation technologies also form the foundation of our high-profile solution to detect complex and targeted attacks - 
Kaspersky Anti Targeted Attack Platform. 

RUSSIA
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About

UK

SOPHOS
https://sophos.com

Key Executives:
Kris Hagerman, CEO

Employee number:
2240

Revenue:
$446MM 

Sophos Ltd
+44 (0)1235 559933
The Pentagon
Abingdon Science Park
Abingdon OX14 3YP
United Kingdom

https://sophos.com
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2018
Global Threat Intelligence

Company Overview
With a wide range of expertise covering all critical threats, Sophos provides high-quality, accurate, 

and easy-to-deploy Cyber Threat Intelligence (CTI) to defeat modern malware and zero-day threats 

in realtime. Sophos helps resource-constrained IT security teams and OEM partners with an easy-

-to-implement additional layer of protection for their network, email, and web security solutions.

Products and Services

Sophos brings proven technology, backed by SophosLabs’ expertise watching out for entire classes of threats and the latest variants. SophosLabs investigates edge cases, 
monitors trends, and tunes security products for ever-improving protection. And, with Live Protection and anti-spam, you benefit from all our data and analysis in real time.

InterceptX:
Next-Gen Endpoint Protection

Synchronized Security:
Next-gen security with real-time intelligence sharing between your endpoints and firewall. 

XG Firewall:
Easily enable Synchronized Security on any network to get unrivaled security, simplicity, and insight.

UK
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About

EUROPE

DIGITAL SHADOWS
https://www.digitalshadows.com/

Key Executives:
Alastair Paterson, Co-Founder & CEO

Employee number:
139

Revenue:
$5MM 

Digital Shadows,  U.K. Headquarters
+44 (0) 203-393-7001
7 Westferry Circus
Columbus Building, Level 6
London E14 4HD

https://www.digitalshadows.com/
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2018
Global Threat Intelligence

Company Overview
Organizations and security teams rely on our threat intelligence team to be an extension of their 

team. We provide relevant threats, context, and recommendations, minimize false positives, and 

manage takedowns to make your job easier and more efficient.

Cyber Threat Intelligence (CTI) decision makers are overwhelmed by providers who deliver either 

non-relevant data feeds or have simply re-badged existing data feed services as “cyber threat 

intelligence”. With the proliferation of security start-ups emerging from stealth mode, how can 

buyers ensure that a vendor provides actionable intelligence that actually enhances security pro-

ductivity vs. irrelevant raw data that wastes valuable staff resources?

Products and Services
When selecting the optimal CTI solution for your organization, buyers should use CARTER as a guide to assess threat intelligence providers across six critical categories:

Coverage, Analyst, Relevance, Timeliness, Ease of Integration, Remediation

Cyber Threat Intelligence following the CARTER model is critical for organizations that want to gain a comprehensive, tailored and relevant view of the potential threats 
and types of attackers that could be targeting them. Digital risk management with relevant CTI looks across the widest range of sources on the open, deep and dark web to 
protect organizations from:

• Cyber threats
• Third Party exposure
• Data loss 
• Physical exposure
• Brand and social media exposure
• Infrastructure exposure
• VIP risks including fake profiles and oversharing

EUROPE
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About

Africa and Middle East

CheckPoint
https://www.checkpoint.com/ 

Key Executives:
Gil Shwed, Chairman & CEO

Employee number:
4281

Revenue:
$1.4 Billion

Check Point Software Technologies Ltd.
5 Ha’Solelim Street
Tel Aviv 67897, Israel
+972-3-753-4555

https://www.checkpoint.com/
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2018
Global Threat Intelligence

Company Overview
Threat Intelligence In the constant fight against malware, threat intelligence and rapid response 

capabilities are vital. Check Point helps keep your business up and running with comprehensive 

intelligence to proactively stop threats, manage security services to monitor your network and 

incident response to quickly respond to and resolve attacks.

Products and Services

Malware is constantly evolving, making threat intelligence an essential tool for every organization. With ThreatCloud IntelliStore we make it easy to access highly 
relevant and up-to-date cyber threat intelligence feeds—and turn that data into actionable security in your network—so you can improve your level of defense and 
security awareness.

Provides relevant and up-to-date threat intelligence for your organization:

• Select threat intelligence feeds from vendors by specific geographies, industries and protection types
• Measure effectiveness of intelligence feeds via statistics and reports
• Set up a simple 30-day evaluation of any security feed to see if it fits your business need
•  Translates threat intelligence data into actionable security protections
• Use customized intelligence to proactively stop threats on the security gateways via ThreatCloud
• Leverage existing infrastructure and policies; no additional infrastructure required

Africa and Middle East
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