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Managing Risk Requires Patience and Consistency 
 

Friends, 

In this month’s edition of Cyber Warnings, we put a major focus on 
understanding Risk and dealing with key issues that help you reduce it.  
Not only is threat mitigation a key component, but also, patch 
management, consistently managed helps reduce your exposure. 

There are so many new types of threats – whether it’s they bring your 
own devices (BYOD) dilemma you now face or systems constantly being 

opened up to data leakage, mostly by accident of your employees.  You also have to deal with the 
fact that new operating systems, such as Windows 10, aren’t offered for free without a price – it’s 
Microsoft, just like Apple and Google, gaining a foothold into your organization beyond what they 
should have, by deeply accessing private information and content – from images to voices and 
keystrokes. 

We face a new challenge where the OS vendors themselves have accidently, for their own benefit, 
opened your network to backdoors for eavesdropping – whether by advertisement networks, 
malware or other cyber threats.  So, it’s truly a most important moment in time for network security 
to include privacy concerns in your risk management and mitigation strategy. Patching Windows 10, 
for example, may fix holes that reduce the risk of an exploitation by new malware, yet without 
turning off a plethora of privacy-risk features, native backdoors remain open and data leakage 
through your firewall could be happening without your knowledge. 

I hope you will read through this edition of Cyber Warnings on the theme of risk management and 
mitigation by better understanding that patch management is incredibly important, but alone, it’s 
only a tiny part of the new equation for network security.  In addition, while the shifting of risk to the 
cloud, ie, other service providers might seem like a great approach, if you allow third parties to have 
any access to customer records or personally identifiable information (PII), your cloud services need 
to be as security and private and you would offer if you were managing the entire cloud offering, 
yourself. 

To stay one step ahead of the next threat, you need to reduce risk at all network touchpoints and 
data access points under your control, even if you’ve offloaded the hosting to others.  Ultimately, be 
consistent in your risk management analysis and be patient in your organization’s adherence to 
your policies.  With good training and a positive attitude, you can improve your security posture and 
mitigate the risk of exploitation.  
 
To our faithful readers, Enjoy 

Pierluigi Paganini 
Pierluigi Paganini, Editor-in-Chief, Pierluigi.Paganini@cyberdefensemagazine.com  

mailto:Pierluigi.Paganini@cyberdefensemagazine.com
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10 Steps to a Better Patch Management Process 
By Naren Vaideeswaran 

Managing modern IT infrastructure in all its complex glory creates a tremendous amount of 
pressure. Add to this the ever-present threat of a cyberattack—not to mention a connected 
workforce that doesn’t always consider organizational security a priority—and it becomes clear that 
preparedness is one of the most important things any IT professional can aspire to. 

And a key element of IT preparedness, if not the key, is keeping systems and applications updated 
and fully patched. Although this might seem obvious, in the spirit of preparedness, ask yourself: 

 How regularly am I performing security updates? 
 How fast can I implement a software patch during a fire drill scenario?  
 How effective is my overall patch process? 

If answered honestly, it’s likely that your response to at least one of those questions is not what it 
should be.  

Thus, it’s probably worth a reminder that patch management is the best strategy for maintaining 
security in your IT environment and should be a top priority for you.  

That said, patch management is not without its challenges. After all, if it were, you would have been 
able to answer all the above questions perfectly. So, to help, consider the following 10 steps of an 
effective patch process.  

1. Keep an eye out for security vulnerabilities 
There are several ways to check for security threats. It helps to have patch management 
software that notifies you of newly available patches.  
 
If you don’t receive automatic notifications, you can manually check for threats via Internet 
searches or by signing up to receive security alerts and bulletins from US-CERT. 
 

2. Identify the impact of cyber threats on unpatched software 
Not all security vulnerabilities and software patches will be relevant to your IT environment. 
Thus, it’s good to categorize the impact of threats affecting security vulnerabilities using a 
scale of low, medium or high to help you carefully plan your next steps. Impact assessment 
is easier if you have comprehensive hardware and software inventory data. 
 

3. Prioritize patches 
Unpatched software with critical flaws will compromise data, affect business productivity or 
both. However, rolling out all critical patches at once could break something in the network, 
and pinpointing root causes in such a situation is difficult.  
 
This is why prioritizing your patches is so important. Do this by assessing the risk of every 
critical vulnerability and the systems or groups that would be affected by a security breach. 
 

https://www.us-cert.gov/ncas/alerts
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4. Create a backup plan 

Design a contingency plan in case something does break during a patch process. You don’t 
want to create a situation where you are patching several production servers at once without 
backing up critical data or making emergency repair disks.  
 
Back up the data on your workstations, too, and create a restore point or official image disk 
of critical files.  
 

5. Test patches first 
Test your patches in a lab environment before rolling them out globally. This applies to third-
party and custom applications.  
 
Identify and document the outcome of the patch operation, including tracking what breaks, 
where it breaks and how to fix it. 
 

6. Approve patches and define schedules 
Approve software patches before rolling them out. If your patch management software 
supports update approvals, use this feature.  
 
This gives you better control over the patch process by making sure you approve only the 
patches that have been certified by the software vendor or tested in a lab environment. 
 

7. Patch frequently used computers first 
Some malware targets your workstations and steals login information and personal data 
from your most vulnerable computers—the ones used most often for daily transactions. 
These are the computers that need to be patched first.  
 
If you can target users by Active Directory, that’s an added advantage for targeted patch 
rollouts. 
 

8. Create pre- and post-installation scenarios 
Cyber threats are most commonly aimed at Web browsers and Java and Adobe 
applications, so it becomes imperative to prevent failed updates by creating the right pre- 
and post-installation scenarios for successful installs, including starting or stopping services, 
terminating processes, etc.  When testing the patch before deployment, make sure you 
decide on the right installation scenario, and replicate the same when deploying the 
updates. 
 

9. Assess the post-patch status 
You might think you just patched over a thousand workstations and a few hundred servers, 
but your post-patch status report could tell you otherwise.  
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You must always assess your post-patch status by running a comprehensive report that tells 
you which computers did and did not install the updates, those that rebooted, failed to 
reboot, etc. 
 

10. Document and repeat 
The complexity of the patch process differs depending on your organization’s size and 
business requirements, but simplifying it is always a good idea.  
 
To do so, document the entire process following every successful patch deployment, which 
will simplify and streamline subsequent patches.  

Following these steps to establish or streamline an effective patch management process can help 
you ensure you’re able to answer with confidence the next time you are asked how regularly you’re 
performing security updates, how quickly you can react to an emergency patch and how effective 
your overall process is.  

Of course, even more important is that you can have confidence your infrastructure is safe from 
attack and your organization will be free of the hefty non-compliance related fines that could come 
from unpatched software.  

And if you’re wondering how to best tackle these steps, remember that patch management tools 
can help automate them, relieving the burden on you to carry out each step manually. 

 

About the Author 

Naren Vaideeswaran, Product Marketing Manager, Security, SolarWinds 

Naren Vaideeswaran is a product marketing manager at SolarWinds for the 
company’s security portfolio. A technology enthusiast, he has worked in the 
IT and security industries for over a decade in both technical and marketing 
roles.  
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Cyber Security Protection Requires Teamwork, Collaboration & 
Real Partnership 
By Robert B. Dix, Jr., Vice President for Global Government Affairs and Public Policy, Juniper 
Networks 

Recent high profile data breaches in government and industry provide compelling evidence of the 
growing cybersecurity challenge and its potential adverse impact on national and economic security 
globally. No longer are the risks limited to website defacements and nuisance hacking; or even 
identity theft and stealing credit card or bank account information; or even political hacktivists like 
Anonymous or others. Events like the OPM breach, Sony attack, Target compromise, and others 
vividly illustrate the growing capabilities and sophistication of criminals, nation states and even 
terrorist organizations.   

Although the topic of cybersecurity has elevated across the public and private sectors, and the 
dialogue has driven greater awareness in Washington, DC, across the country and around the 
world, there remains a great deal of confusion about what to do to contain and address the evolving 
risk in cyberspace. 

While it is important for Congress to pass meaningful legislation to improve cybersecurity 
information sharing and provide sufficient liability protection for entities that share sensitive 
information with the government, along with insuring appropriate privacy protections, there is much 
more that needs to be done quickly to address cybersecurity preparedness and resilience in the 
United States and around the world. 

The Cybersecurity Information Sharing Act (CISA) of 2015 (S.754) is an important measure that will 
certainly address some of the current challenges to the exchange of relevant cybersecurity 
information between industry and government. However, it is important to note that information 
sharing itself is not new and, in fact, has been going on between industry and government as well 
as within and across industry for quite some time. The significant gap that remains and is largely 
unaddressed by CISA or any other current proposal is the ongoing reluctance of government to 
share timely and actionable cyber threat information and threat intelligence with the private sector.   

That type of information, when available, is often withheld by government due to concerns about 
classification of the information. Some opine that too much information is classified and over-
classified to the detriment of effective bi-directional information sharing. Importantly, such 
information is a key ingredient to protection, preparedness and resilience in cyberspace. Better 
understanding the tactics, techniques and procedure employed by the bad guys, along with the 
attendant analysis to determine what protective measures, had they been in place, might have 
prevented or reduced the impact of a cyber event is critical to making informed risk management 
decisions and investments. There are some who seem to believe that passage of CISA will solve 
the evolving and increasingly perilous cybersecurity challenge. While effective bi-directional 
information sharing is a critical element, it is but a tool to achieving the real objective, which is 
timely, reliable, and actionable situational awareness during steady state operations and throughout 
thresholds of incident escalation.  

https://www.congress.gov/bill/114th-congress/senate-bill/754?q=%7b%22search%22%3A%5b%22\%22s754\%22%22%5d%7d&resultIndex=1
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In order to actually achieve a sustained and productive national capability, we need to establish a 
credible early warning mechanism for cyber that relies on the ability not just to share information but 
also to correlate and analyze the information to identify patterns and trends of abnormal, 
anomalous, or even malicious behavior to prompt the issuance of alerts and warnings, and even 
recommended protective measures. Such information then would be shared with stakeholders 
broadly to raise awareness and provoke risk management actions. 

Currently, too much effort, energy, and resources are spent on response and recovery. An 
operational capability with an early warning mechanism would allow the United States to improve 
detection, prevention, mitigation, and response to cyber events that may become incidents of 
national or even global consequence. By flipping the equation, not only do we improve our overall 
national cyber protection profile, but we also make it more difficult and more costly for the 
adversaries, no matter their level of sophistication. 

This model is not without precedent. Through leveraging technology to gather, correlate, and 
analyze data streams related to climate and weather, the United States has been able to 
significantly improve the ability to predict serious weather events and by issuing early alerts and 
warnings, along with recommended protective measures, reduced the impact of such events and 
likely saved lives. Similarly, through leveraging technology to gather, correlate, and analyze health 
data streams with the appropriate privacy protections, the United States has been able to 
significantly improve the ability to predict serious health events such as measles outbreaks and the 
H1N1 virus, and by issuing early alerts and warnings, along with recommended protective 
measures, reduced the impact of such events and likely saved lives. 

In the same way, the United States can create a comprehensive and sustained national capability to 
improve detection, prevention, mitigation, and response to cyber events that may become incidents 
of national or even global consequence by identifying patterns and trends of unusual, anomalous, or 
even malicious cyber activity that would prompt timely alerts and warnings and even recommended 
protective measures. 

Accordingly, the improved sharing of threat indicators between industry and government, 
remembering that such indicators are not personal information but instead include items such as IP 
addresses and file hashes is an important step, but not the only step that is necessary to improve 
our ability to protect, defend, and respond to cyber events of national or even global consequence. 
Creating a truly functioning operational capability, not just the push and pull of information, but the 
necessary analysis to identify troubling behavior and issue early warnings to stakeholders is critical. 

Lastly, there is another important information sharing step that does not require legislation and 
should be implemented immediately. When large scale cyber intrusions occur, the government is 
often engaged not just to assist with mitigation and remediation, but also from a role in law 
enforcement and investigation. Such a process will typically identify the tactics, techniques, and 
procedures utilized by the intruder, and may also identify what protective measures had they been 
in place might have reduced the impact or prevented the event altogether. An after-action report will 
often identify findings and recommendations resulting from the investigation. 
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Where and when appropriate, and without unnecessarily or inappropriately revealing or exposing 
proprietary information or other findings that may be classified or otherwise not appropriate for 
public dissemination, it would be useful to prepare an unclassified version of the after action report 
that would be a useful tool to practitioners across the stakeholder community and would include 
information about what tactics, techniques, and procedures were utilized by the adversary and what 
protective measures, had they been in place, might have prevented or reduced the impact of the 
event. Learning from real-life experience is a powerful tool to help inform cyber risk management 
plans and practices. Leveraging the tremendous capabilities of the FBI, Secret Service, and other 
components of the government to provide useful lessons learned to the stakeholder community 
would not only raise awareness, but also contribute to informing users and practitioners about 
priority approaches for managing risk across their own environments. 

The 2015 CISA along with other pending legislative measures are important arrows in the quiver of 
cybersecurity protection and preparedness. Learning from the functional and operational 
capabilities utilized every day by the National Weather Service and the Centers for Disease Control, 
and applying those lessons to building a comprehensive and scalable national operational capability 
that will improve our collective capability to detect, prevent, mitigate, and respond to cyber events 
will enhance our national cyber protection profile and make it more difficult for the bad guys to 
achieve success. Combining these activities with a comprehensive and sustained national 
education and awareness, driven by public and private sector collaboration, to teach users how to 
better protect themselves in cyberspace, will improve cyber hygiene and raise the bar of cyber 
protection. 

October is Cybersecurity Awareness Month and there will be even more attention by the media, 
policy makers, business leaders and more to raise awareness about cyber risk and our shared 
responsibility for assessing and managing that risk. Let us leverage that attention to produce more 
tangible and meaningful action. Working together in a collaborative manner among all stakeholders; 
public sector, private sector, academia, non-profits, and many more, we can make a difference in 
addressing the evolving cybersecurity challenge.  Let’s get to it… 

About the Author 

Bob Dix is Vice President for Global Government Affairs and  
Public Policy at Juniper Networks. He was Chair of the Partnership for Critical 
Infrastructure Security from 2011–2014 and chaired the Information Technology 
Sector Coordinating Council from 2008–2009. He has been an active industry 
leader in efforts to improve cybersecurity and critical infrastructure protection for 
more than 10 years. He served as Staff Director for the House Subcommittee on 
Technology & Information Policy during the 108th Congress. 
 

http://www.juniper.net/us/en/
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Risk Acceptance Is A Key Factor To Next-Gen Security Strategies 
Letting Reality, Not Perception, Drive Measurable Change 
by Irena Mroz, SVP Marketing, Cryptzone 

 
The continued prevalence of high profile security breaches remind us that today’s public and 
private sector practices are not working.  
 
Is access to technology to blame?  
As we race to purchase the latest device and increase technology savvy, we rarely think about the 
malicious user who now has access to the same increased capabilities. With a computer, anyone 
anywhere can be a hacker.  
 
Does that sound glamorous to the younger, idealist generation, or even the older, less in-demand 
veteran? The fact is, technology is user-agnostic: it doesn’t care whether it’s being used for good or 
evil. 
 
Risk acceptance is part of our changing world. 
It’s human nature to avoid acknowledging risk and deal with it head-on, but the damage that can 
result from a security breach can no longer be ignored. Furthermore, everyone needs to be 
accountable.  
 
Consumers shouldn’t assume their data is being protected. Companies must take whatever 
precautions necessary to thwart an internal/external invasion.  
 
People have too much access to information, most of which they don’t need. 
Assigning user access permissions, identifying a company’s critical data and enacting monitoring 
tools are steps in the right direction to establishing successful security practices.  
 
I recently met with a security guru from the government sector who suggested the following 
approach: strip every employee of access to everything and make them lobby for only the data they 
need to effectively do their job, and grant monitored access from there.  
 
It sounds extreme, but makes sense. If you know who has access to what information, why they 
have access, when they should access it and for how long, you can accurately track normal 
behavioral patterns and anomalies. 
 
It’s not just about protection and detection, but ongoing security management. 
Securing data is an endless loop of establishing controls, testing/monitoring, evaluating success 
and making adjustments. Institute defense in depth layers.  
 
Encrypt sensitive or regulated data. Patch all systems, workstations, servers, endpoints, etc. 
throughout the supply chain, and keep them current with updates and baseline standards.  
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Risk acceptance includes identifying suspicious internal people/factors. 
Don’t underestimate internal threats. Legacy systems requiring unique security measures are 
accompanied by legacy people who are resistant to change. 
 
Possessive employees that impede proper authorizations/protocols raise a red flag. IT execs that 
transfer responsibility to the cloud storage team and don’t maintain the same commitment level to 
security are a detriment. Those conducting “shadow IT” initiatives are a danger… 
 
Acknowledge risk and accept the reality of breach. Only then can an organization properly plan its 
next-gen security strategy. 
 
 
About The Author 

Irena Mroz is the Senior Vice President of Marketing for Cryptzone, a provider 
of dynamic, context-aware network, application and content security solutions. 
Mroz leads the security company’s strategic direction and execution of global 
marketing and communications initiatives.  
 
With more than 20 years as a technology marketing executive, her previous 
roles include senior positions at Bottomline Technologies and Create!form 
International.  
 

A graduate of Boston University’s College of Communication, she is an advocate for social 
responsibility throughout her many industry and volunteer affiliations. Mroz can be reached at 
irena.mroz@cryptzone.com, LinkedIn and at www.cryptzone.com.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.cryptzone.com/
mailto:irena.mroz@cryptzone.com
https://www.linkedin.com/pub/irena-mroz/9/890/2a9
http://www.cryptzone.com/
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The 12 Worst Network Security Practices Part 2 – Say no to the 
‘Culture of No’ 
By: Ofer Or, VP of Products at Tufin 

 
We began this blog series discussing the mistake IT professionals tend to make in falling for a 
‘shiny new object,’ aka the latest and greatest technological innovation. This time, we’re honing in 
on what Gartner considers to be the second ‘worst practice’ when it comes to network security: the 
‘culture of no.’ 

This type of culture refers to many things, however Gartner is referring to the countless security 
departments that “do not enable their end users to quickly embrace new technologies.” This may 
seem to contradict the idea around avoiding ‘shiny new objects,’ and that’s because it does – in a 
way.  

Nothing good ever comes from extremism of any kind, which is why there needs to be a happy 
medium between purchasing and adopting every new technology that hits the market, and simply 
refusing to evolve with the rest of the IT world. Furthermore, some users reported that they strongly 
believe “security departments implement policies and controls without regard for business function.”  

A common example of this disregard is when CISOs block employee access to a specific resource 
such as a website, server or application without a true understanding of who uses this resource, the 
purpose of the resource, or the business implications of blocking this access.  

Another instance Gartner cites is forced patches upon employees’ devices while not providing an 
option to bypass or delay these updates. 

Turns out, security professionals’ for the most part agree with Gartner from this standpoint. In a 
recent study by ESG Group, one of the top security challenges (cited by 39% of respondents) is that 
“IT initiatives are being adopted without the proper network security oversight or controls in place”.   

A similar study by RSA and ISACA found that the #1 skill gap for security professionals is the ability 
to understand the business side of things. Basically, security professionals don’t understand how 
the business operations work, and therefore make decisions that impact the business without 
understanding the full implications.  

And yet another comparable statistic for this can be found in a NetworkWorld survey, in which 60% 
of respondents stated they don’t feel confident about their readiness to effectively deliver the 
applications and services that are their organizations’ top priorities. 

Basically, business leaders are making decisions on behalf of the entire organization without a 
proper understanding of the security implications, and security leaders are making decisions without 
a comprehensive understanding of the potential impact on the business. It’s a classic case of 
miscommunication, which can be the key to disaster in an organization.  

http://www.networkworld.com/article/2600834/cisco-subnet/network-security-challenges-in-the-enterprise.html
http://www.isaca.org/cyber/Documents/State-of-Cybersecurity_Res_Eng_0415.pdf
http://marketing.networkworld.com/pdf/2015resultsson.pdf
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It’s time that both sides of the organization – business operations and security – begin a very 
important conversation to align their needs.  

If there is an imbalance or lack of compromise, you increase your organization’s overall risk of 
failure by creating a subculture of Shadow IT – basically technology used without explicit approval 
to do so. Without unified IT management, there is no room for collaboration, not to mention 
increased security risks. 

There needs to be that call-to-action to both security professionals – who must define the necessary 
security policies, controls and best practices, and business leaders – who need to provide full 
visibility into the critical business applications that will be affected by said policies and controls. 
Similarly, application owners should shape their applications with security in mind at the beginning 
design stages.   

A simple solution to the ‘culture of no’ is the enterprise’s adoption of successful security policy 
orchestration. This type of system provides a centralized, application-driven insight into an 
organization’s network, which allows clear communication of the possible business impacts of 
alterations made to security controls prior to actually making the alteration.  

In tandem, this would permit application owners to openly share their networking requirements and 
supply the IT leaders with direct visibility into the security and compliance effects of these 
applications. Adopt a ‘culture of yes!’ That way both parties can freely and effectively collaborate to 
achieve the best of both worlds – security and business agility. 

 

About the Author  

As Vice President of Products, Ofer is responsible for leading Tufin’s product 
strategy. With over 20 years of experience in high-tech and network security, 
Ofer has an extensive background in developing innovative products which 
have had a profound market impact. Previously Ofer served as Director of 
Research & Strategy at Tufin. Prior to Tufin, Ofer was Senior Product Line 
Manager at Check Point Software Technologies (CHKP) where he led Check 

Point Security Management products and Check Point Security Appliances.  

Ofer held marketing and technical positions at Check Point (CHKP), Microsoft (MSFT), Amdocs 
(DOX), and served in an elite computer unit in the Israel Defense Forces (IDF). Ofer holds a BA in 
Political Science and Sociology from Bar-Ilan University, an MBA from INSEAD University, and an 
MA in Law from Bar Ilan University. 

 

 



17 Cyber Warnings E-Magazine – September 2015 Edition 
Copyright © Cyber Defense Magazine,  All rights reserved worldwide   

 

 

http://isnrabudhabi.com/�


18 Cyber Warnings E-Magazine – September 2015 Edition 
Copyright © Cyber Defense Magazine,  All rights reserved worldwide   

 

Data Breaches, Cybersecurity, and the New Normal 
 

By Scott M. Higgins, CISA, CRISC, CRMA, Director, WeiserMazars LLP  
& Moises Brito, CPA, CISA, CIPP/US, Manager, WeiserMazars LLP 

 

During the first nine months of 2015, organizations from a range of industries have been affected by 
cybersecurity breaches. Just a few of the more famous victims include Anthem Inc., The Internal 
Revenue Service (IRS), British Airways, and Ashleymadison.com.  

These organizations all have one thing in common - each possesses valuable consumer data such 
as names, addresses, credit card numbers, financial institution information, protected health 
information, and social security information. In the face of these ongoing threats, it is vital for 
businesses of all kinds to have a strategic plan to safeguard their operations. 

“This is the new normal,” says S. Gregory Boyd, Partner and Chairman of the Interactive 
Entertainment Group at Frankfurt Kurnit Klein & Selz. “Especially for media companies. We’re 
seeing regular breaches across the industry both generally and in response to stories, movies, or 
other products that an individual or country doesn’t like. All organizations need to be ready for 
cybersecurity breaches and do what they can to protect themselves.” 

An Effective Strategy 

The first step when developing a cybersecurity strategy is to perform a risk assessment. The goal is 
to identify security vulnerabilities involving the transaction and storage of sensitive information, and 
then allocate resources for protecting that data commensurate with the level of risk involved.  

A risk assessment should be performed for each unique application, and the related infrastructure, 
that performs transactions and stores data.  

Each risk assessment should begin with a detailed understanding of all business use of data and 
surrounding controls, and include all outsource areas such as, payroll, asset custody, or claims 
processing.  

The result of an effective assessment will be determining which data is worth protecting (including 
personal information of customers and employees, and confidential business and development 
plans), and a clear vision of how to improve security to better protect it.  

Says Justin Berman, VP of Information Security at Flatiron Health, “It’s important to really 
understand what you are actually protecting. It’s easy to assume that we are all protecting the same 
thing, but the truth is that protecting a hedge fund is different than protecting a health care 
organization.  

There are different areas that need attention and different approaches that need to be taken based 
on the organization’s specific data profile.” 
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How Operations Affect Cybersecurity 

The operations of each organization have a significant impact on cybersecurity posture. Personnel, 
processes and technologies must all work together to protect the organization’s assets. 

Personnel 

Organizations should strive to recruit individuals at all levels who have a fundamental understanding 
of common security practices. About 29% of breaches that occurred in 2014 were caused by 
employee-related errors.  

Regular training sessions and periodic recertification of security requirements should be offered, 
backed by policies such as “clean desk” and daily shredding to make sure printed information with 
confidential data is not leaked.  

Cybersecurity personnel should have a deep knowledge of best practices including those 
established by the National Institute of Standards and Technology (NIST), the Information Systems 
Audit and Control Association, (ISACA) and SANS Institute (SANS).  

Employers should institute sound hiring practices such as background and reference checks for all 
security personnel, and arrange a demonstration of their skills.  

Depending on the company’s structure and size, it can be worthwhile to put in place an independent 
Chief Information Security Officer (CISO) and dedicated staff responsible for ensuring technology 
and information assets are adequately protected.  Outsourcing of the function is possible, but a 
clear understanding of vendor management risk is essential.  

Leveraging Processes 
Day-to-day processes have a tremendous impact on the cybersecurity posture of a company. 
Controls should be deployed that are automated and preventive to minimize information and 
cybersecurity-related risks.  

As companies grow, many rely on detective controls to manage their operations, usually through 
the IT department. For example, about 43% of organizations surveyed say that they still manually 
review logs.  

The manual review of logs is a difficult and sometimes incomplete process. It is a better use of 
security personnel to design and implement preventive controls and real-time monitoring techniques 
and processes in cooperation with Compliance and Internal Audit.  

Along with other measures such as: adequate review of personnel; disabling USB ports on PCs; 
and automated scanning of emails for sensitive or confidential information, these improved 
processes will decrease the likelihood of data leakage.  

Strengthening IT controls can also increase the efficiency of other business functions – a win/win.  
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Implementing Technology 
Consistent patching, penetration exercises and vulnerability management is part of a well-run IT 
department. IT departments should also vet new technologies for any risks that they may introduce 
to the current organizational environment. Common industry practices should be used at all levels, 
such as encryption during data movement and at rest.   

Cloud computing introduces additional security risks because of the greater dependency on third 
parties, increased reliance on independent assurance processes, and use of the internet as the 
primary conduit to the organization’s data. If a company uses a cloud solution, they should 
thoroughly assess the risks associated with public and private clouds.  

Incident Response 

Depending on the data that an organization holds, it may be subject to attacks hundreds of times a 
day. If a breach happens, a well-executed incident response plan can mean the difference between 
additional data loss or finding the source.  

Companies should have an incident response team with pre-established policies and procedures 
that are compliant with the breach notification laws of each state where business is done or 
sensitive data stored.  The team should be made up of people from different functional areas so that 
every group that may be affected by a breach has first-hand knowledge of what’s going on. 

Incident response procedures should have step by step guidance for declaring, reporting, and 
containing a breach. Additional forensic information may also need to be included, depending on 
applicable laws. Law enforcement personnel should not be contacted until the organization’s legal 
counsel has authorized its involvement. If malicious intent is suspected, however, this may be the 
best course of action. Law enforcement personnel can help internal teams determine the scope of 
the breach and if a similar breach has been experienced at other businesses. After affected assets 
have been removed from the system, a full forensic audit of the company’s records and any 
recordings of the events that led to the breach should be conducted. Employee communication is 
critical during a breach - the more knowledge employees have about what happened, the more 
likely they are to comply with existing controls, and may recommend new controls that should be in 
place. 

CyberSecurity & ERM 

The Department of Homeland Security’s Cyber Risk Management Primer for CEOs describes key 
cyber risk management concepts:  

1) Incorporate cyber risks into existing risk management and governance processes. 
2) Begin cyber risk management discussions with your leadership team. 
3) Implement industry standards and best practices. Don’t rely on compliance. 
4) Evaluate and manage specific cyber risks. 
5) Provide oversight and review. 
6) Develop and test incident response plans and procedures. 
7) Coordinate cyber incident response planning across the enterprise. 
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8) Maintain awareness of cyber threats.  

“Many people, even top-level management, don’t include cybersecurity in their ERM,” notes Nicolas 
Quairel, Partner and head of IT Consulting at WeiserMazars LLP. “They don’t include it because 
they don’t see where it fits in the traditional structure.  

But the truth is that cybersecurity risks are very serious and need to be included in any 
comprehensive ERM program. There is a direct connection between technology risk and business 
risk.”  

 It has become increasingly important to treat cybersecurity risk as any other business risk, 
including considering it in the Enterprise Risk Management (ERM) program.  Cybersecurity’s deep 
impact on consumer perception, the overall business, and revenue, make it an organizational risk, 
not just an IT risk.  

Recent guidance from COSO explained how its 2013 framework and 2004 Enterprise Risk 
Management, Integrated Framework can help companies evaluate and respond to cybersecurity 
risks. 

Barriers to Getting Started 

Often times finding the right individuals and establishing knowledgeable committees make treating 
cybersecurity with appropriate seriousness a major challenge.  

A strategic vision and process must be developed, including designating who is responsible for 
cybersecurity and information systems at the C-suite level, such as an independent CISO.  

Risk committees and measurement programs should also be put in place to evaluate inherent and 
residual cyber risks, and to incentivize and track the progress made in these areas.  

As cybersecurity risks become more complex, the longer organizations take to adapt to the new 
landscape makes it more likely that sensitive and confidential data will be compromised.  

Sources 

http://www.sans.org/reading-room/whitepapers/analyst/data-center-server-security-survey-2014-
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https://www.promisec.com/blog/study-shows-data-breaches-due-to-employee-error/ 

http://www.sans.org/reading-room/whitepapers/incident/incident-response-fight-35342 

http://www.dhs.gov/sites/default/files/publications/C3%20Voluntary%20Program%20-
%20Cyber%20Risk%20Management%20Primer%20for%20CEOs%20_5.pdf 

http://www.coso.org/documents/COSO%20in%20the%20Cyber%20Age_FULL_r11.pdf  
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Innovation and Security Need a Community 
By Lenley Hensarling, Vice President, Strategy and Product Management, EnterpriseDB 

 

The maelstrom of controversy in the wake of the now famous blog from Oracle’s Chief Security 
demonstrate a certain tension between Oracle and its customers. She raised several valid points, 
such as the need to comply with contractual commitments around reverse engineering source code.  

But the tone of her post, and other posts called out in the media, was belligerent toward Oracle 
customers.  

The language didn’t carry the sense that, in this world of internet-connected applications and 
infrastructure, the vendor and customer are in it together, by necessity, and in point of fact.  

If companies using technology and companies producing technology are to succeed in doing their 
best to provide security in an increasingly insecure world, there has to be a sense of cooperation. 

One reason for this is that security is not only rendered in the software, but also in how it is 
deployed and there is a reflexive relationship between the two in achieving the most secure 
solution. It is also impossible for a vendor to understand and anticipate every possible way their 
software will be deployed.  

Customers need to understand the software, and transparency about how it works is a key part of 
that. In the open source world, customers can gain that transparency to virtually any level, 
dependent only on their desire and commitment.  

They have access not only to documentation, but also to the source code, which is the ultimate truth 
about any software.  

The interplay between those using the software and those making the software is made closer in 
the open source model. That leads to innovation through cooperation.  

Open source contributors are typically users themselves and are focused on making the software 
better. Leadership is responsive when users identify vulnerability.  

The Postgres Community manages security issues in a disciplined manner, when they do arise. 
Postgres, in fact, has a reputation for being the most secure open source database.  
 
The Community publicly reports and repairs security issues primarily through the Common 
Vulnerabilities and Exposures organization.  
 
Anyone can access the 'Security' link on the PostgreSQL.org home page to report or view security 
issues. Try searching http://cve.mitre.org/ for ‘PostgreSQL.’  
 
The community also works cooperatively with 'packagers' of PostgreSQL, like EDB and other 

http://cve.mitre.org/
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companies with ties to Postgres, to expedite patches to their respective user bases. 
 
The key point here is that the interplay and cooperation between vendors, open source community 
members, and end users enables innovation in new ways. Many of the individual players flow 
across organizational lines.  
 
End users of a given open source distribution may make contributions to the technology. 
Vendors’ employees may drive the technology forward based upon customer input and make 
their own contributions to the code.  
 
It is because of the spirit of a shared ownership of the technology and of the responsibilities, that 
when a customer or a contributing member of the community brings up an issue, it is taken on its 
merits.  

Contributions are what drives open source, and they take many forms, from contributions of code 
but also contributions of finding issues and identifying vulnerabilities.  

One of the valuable attributes of open source solutions is that they are by their nature more 
transparent, and therefore it is easier for end users to work in cooperation with vendors, for vendors 
to work together as partners and for the community to move the technology forward.  

It takes a community, not just one company, to innovate and to keep things secure.   
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Algorithm-based Software vs. Algorithm-based Hardware  
   
By Milica Djekic 

  
Many encryption algorithms may be stored as both – software and hardware solutions. Whatever 
you hold as a software or hardware could be at risk once bad guys decide to deal with your effort. 
So, what would be more secure – to keep your confidential algorithm as your software or on your 
hardware? The both techniques got their pluses and minuses and right here we would discuss how 
all of them could be manifested. There is no a universal answer to this question, but rather an 
opportunity to estimate on your own as well as choose the most suitable solution to your 
organization at that certain moment. 
 
 
The requirements for confidential algorithm storage 

The main requirement for confidential algorithm storage would include a certain level of security in 
terms of reliable protection of content. As it’s known, there is no an absolute security and nearly 
every – either software or hardware content – could be hacked, at least in a theory. 
 
Confidential algorithm should as its name suggests deal with highly confidential or at least secret 
data and, in such a manner; we would assume it’s correlated with some sort of encryption solution. 
It’s clear that such a solution seeks a quite good level of protection and cannot be stored at a fully 
unprotected machine or device.  
 
Nothing can offer to us an absolute security, but what we could try to do is to manage such a risk at 
an acceptable level. Theoretically, everything could be hackable, but it requires a certain amount of 
time and effort to take advantage over that resource.  
 
For instance, if you hold a highly confidential encryption algorithm as software on a completely 
unprotected computer, you deal with a risk that someone could break into your machine and steal, 
change or destroy your product. Similarly, you could keep your cryptographic algorithm on some 
physical device as hardware-based solution and even, in such a case, your effort could be 
vulnerable to hacker’s attacks.   
 
Right here, we plan to provide a brief overview of possibilities offered by both – algorithm-based 
software and algorithm-based hardware as well as discuss good and bad sides of these 
technologies.    
 
What could algorithm-based software offer to you? 

When we try to compare a cryptographic algorithm produced as software with the similar solution 
given as hardware – at a first glance, we would notice that there is a difference in cost. Practically, it 
may be much cheaper to code your solution in some programming language, rather than to pack it 
into many ICs, diodes or transistors. So, software-based solution may appear as somehow cost-
effective.  
 
The next question we should deal with here is how secure such a solution is. If you develop a highly 
confidential algorithm and embed it into software, you would realize so soon that if your computer is 



27 Cyber Warnings E-Magazine – September 2015 Edition 
Copyright © Cyber Defense Magazine,  All rights reserved worldwide   

 

not protected well-enough – your masterwork can easily leak out from your machine. The 
disadvantages with this are that your brilliantly designed solution could get available on the black 
market without any difficulties.  
 
Also, if you hold your source code on your machine, a hacker could try to change it through a 
carefully planned attack and consequently cause the permanent changes to your solution. On the 
other hand, there is a possibility that such a malicious actor could try to delete or even destroy your 
software using some malware.  
 
Finally, your algorithm-based software may seem as somehow cost-effective, but is that the case 
for real? If we take into consideration how non-difficult it can be to break into someone’s machine 
and take whatever you want to, it appears that this solution is still correlated with a risk that is 
challenging to be managed.      
 
The pluses and minuses of algorithm-based hardware 

The first assumption that we could apply here is – algorithm-based hardware got much higher 
investment costs than its software-based solution. This is accurate at a first stage only, but, in long-
terms, such a solution still appears as much secure. Well, does it mean that algorithm-based 
hardware is so resistive to hacker’s attacks? 
 
Basically, this is not the fact and even this sort of effort has its good and bad sides. Firstly, we 
would agree that it’s much harder to steal algorithm stored on hardware, rather than as software. 
You would realize that to get your hardware solution, you must be physically present at a scene 
which is much challenging than, say, so easy breaking into someone’s computer from a proper 
distance. In addition, in order to extract algorithm from your hardware, you need an appropriate 
technology which is somehow difficult to develop.  
 
At the end, as these sorts of algorithm-based hardware are usually stored as some types of external 
devices connected to your computer, it’s clear that this solution could be compromised using some 
malware that could damage or completely destroy such an effort. So, a 100% of security is not 
promised here at all!    
 
Some concluding remarks  

As we would see this topic as extremely interesting, we would suggest this to get investigated 
deeper which could offer us to deal with much accurate and reliable details and analysis. We 
believe such an effort could be so useful for some future applications in this field.  
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Thermal Imaging Smartphone Accessory Leaves Millions of cash 
Machine Users at Risk 
Once The Sole Preserve of Only The Best-Equipped Attacker 
by Dave Wray Principal Consultant at Sec-Tec 

 

UK security consultancy firm Sec-Tec has warned consumers that a readily available smartphone 
accessory can be used to steal customers’ PIN numbers within seconds. 
 
The thermal imaging device is worryingly being sold across the Internet as an iPhone accessory 
costing less than £200. Once the sole preserve of the best-equipped spies in blockbuster movies, 
the technology has created an increased risk for millions of push-button security devices from door 
entry systems to safes. 
 
The device has its advantages for criminals, as traditional ATM fraudsters are often impeded by 
customers blocking the keypad with their hand, making the skimmed data more or less useless. 
With this new accessory, the heat from a person’s fingertips can leave a heat trace on the keypad 
for around a minute. 
 
But while identifying the keys pressed is straightforward, knowing the order in which they were 
pressed is considerably more difficult for fraudsters. However, the security firm has created various 
undisclosed methods that considerably aid the identification of key ordering, although most keypad 
devices have no lock-out mechanism; meaning that only a set number of possible combinations of 
the four digit code are correct. 
 
Sec-Tec has identified two simple techniques that anyone can implement to stop the device 
successfully recording the heat trace – namely, using a metal object such as a key to press the 
buttons, or rubbing the full keypad as a way of ‘erasing’ the trace history . 
 
"The thermal imaging device exposes millions of push button locks & ATMs around the world as the 
digital security arms race gets ever more sophisticated" said David Wray, Principal Consultant at 
Sec-Tec. 
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How Cloud Computing Willing Change The Future  
 

Cloud computing already has changed the way we think and live, but even more changes await us 
as new systems and technologies make us less dependent on traditional computing devices and 
more dependent on interconnected global networks.  

Composed of off-premises infrastructure and software resources, has already untethered many of 
us from our desks, allowing us to reach unprecedented productivity levels, even when mobile.  

Although many cloud resources have already become staples of modern life, even more changes 
await.  
 
Cloud computing is in its very infancy and already it is reshaping the way things work and creating 
new industries.   

A thriving middle man industry is already bridging the gaps between technical wizardy and the 
layman. 
 
The following are just a few ways cloud computing will change the future.  

 
Health Care 

Thanks to the ubiquitous cloud, 
home-based health monitoring 
systems will continue enhancing 
medical care.  

Everything from heart rates to sleep 
can be monitored remotely, in real 
time, reducing the need for visits to 
the doctor.  

Beyond monitoring, cloud computing 
will enable robust diagnostic 
equipment, once limited to large 
medical centers, to be available in 

small medical practices, using the cloud for the necessary computing power.  
 
We should also look for an increasing number of virtual house calls, performed by physicians.  

This trend allows patients to visit with a doctor via a video call, eliminating the trip to the doctor and 
paving the way for virtual consultations with specialists and other medical professionals.  

 

http://www.atscale.com/
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Software 

Software applications will continue to 
move to the cloud as developers work to 
marginalize hackers and improve 
services.  

The cloud-based software model can 
utilize cloud-based computing power to 
make applications run faster on thin 
clients and mobile platforms without 
sacrificing features.  
 
This has opened up entirely new 
business niches. A CRM (Customer 

Relationship Management) is pioneered by Salesforce but it if you check out CRM reviews on the 
web you will find an entire industry of CRM platforms.  

Cloud computing makes these types of platforms and services have sustainable margins where as 
before hardware costs would have made these types of services a no - go. 
 
Licensing and software updates will continue to be cloud-based, enhancing security while improving 
performance and speeding the delivery of innovations.  

Ultimately, software applications will become independent of hardware, delivering a consistent 
experience anywhere on the globe.  
 

Commodity Hardware 

With low-power, high-speed, 64-bit 
processors on the horizon, Cloud 
Computing will commoditize hardware to a 
new level.  

Hardware interfaces to the cloud are 
expected to become inexpensive and 
interchangeable, simplifying data centers 
and paving the way for software 
intelligence and automation.  

 

 

 

https://www.salesforce.com/crm/comparison/
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Paradigm Changes 

A new breed of IT professionals will soon 
come of age, bringing new paradigms 
with them.  

These will be people who grew up with 
the Internet and are comfortable 
accepting hardware and software as 
services, rather than as discrete entities. 
This new generation will provide the 
impetus needed to change completely the 
way people and corporations interact with 
the cloud.  

 

Workplace Transformation 

Many experts speculate the cubicle will 
soon become extinct as a mobile, 
connected workforce begins to work from 
almost anywhere.  

Life will dominate work, especially as 
traditional jobs disappear.  

Similarly, in the new workplace, 
information silos will no longer be a factor 
on the job, as information and expertise 
become accessible to everyone.  

The coming surge in productivity might 
mean people work for their profession, serving numerous companies and eliminating office politics.  

 
Security Will Change 

As cloud computing continues to grow home and business 
security will change. Gone are the days when large video 
databases were needed to store security footage.  

Services such as IP Camera Hosting are quickly becoming 
popular. These services cut down on cost, maintenance, and 
the need for personnel, they are quickly changing the security 
industry. 

https://www.bluecoat.com/solutions/launching-cloud-security
https://www.bluecoat.com/solutions/launching-cloud-security
http://pro-vigil.com/ip-camera-hosting/
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The Machine Age 

Soon, the Internet will boast more than one trillion 
connected devices. People will grow accustomed to 
their presence, as the number of computing of 
devices continues to rise, they will require less 
human interaction as almost every routine task 
becomes automated. The number of devices will 
continue to grow as the cost of devices plummets. 
Fueled by expected increases in IT, the explosive 
growth of cloud-connecting devices will provide for 
unprecedented levels of automation and innovation.  

 

Legacy Headaches 

As the cloud becomes increasingly pervasive, IT 
professionals will face a growing challenge as they deal 
with obsolete equipment. The cost of managing legacy 
systems could become overwhelming for businesses 
trying to compete in a new environment. Managers will 
quickly need to replace aging systems, so their 
companies can compete in the cloud.  

 

 
Platform as a Service 

As software developers work to keep up with the changing IT landscape, 
companies will increasingly turn to either internal divisions or external 
companies to provide platform services. Software developers will no 
longer spend time creating applications to manage elasticity and 
scalability. Instead, Platforms as a Service (PaaS) providers will deploy 
platforms that conform to the software. Cloud computing has changed our 
behavior in ways we could not have predicted, even just a short while ago. 
Although the future promises to be as unpredictable as ever, we know that 

the businesses and workers that will quickly adapt will also thrive. 

 
About the Author 

Lee Ying has over 10 years experience in the tech and security industry. He currently writes for 
various websites, if you would like to contact him you can find him on LinkedIn: 
https://www.linkedin.com/pub/lee-ying/9a/18b/238. Follow me on Twitter @LeeYing101 

http://www.developer.com/mgmt/article.php/1492531/Issues-and-Challenges-Facing-Legacy-Systems.htm
http://www.developer.com/mgmt/article.php/1492531/Issues-and-Challenges-Facing-Legacy-Systems.htm
https://www.linkedin.com/pub/lee-ying/9a/18b/238
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Ransomware hacks Android’s front-facing camera to take 
embarrassing photos 

An Android app that offers pornographic images, Adult Player, has been recently discovered to be a 
particularly aggressive form of ransomware.  

The malware secretly takes photos of the unsuspecting victim by accessing the device’s front-facing 
camera and then locks it, demanding a $500 ransom while pretending to be affiliated with the FBI. 

The FBI probably isn’t after you 

Unfortunately, as cyber criminals advance their tactics and techniques, the rest of us have to learn 
to catch up. Ransomware, which has been around for about as long as the PC, is now targeting 

Androids and other devices. 

One of the major scare tactics of ransomware is to catch you in a 
compromised position, or a fabricate one, and threaten your sense of 
security in addition to locking your device.  

That’s often times why “FBI” will pop up in the extortion image that 
follows infection. 

Earlier this year, an app named Porn Droid locked devices and accused the user of accessing child 
pornography, then demanded $500 as a penalty.  

Similarly, the app Koler intimidated Android-using victims in the same fashion, and was contracted 
on pornography websites under the guise of a legitimate app. 

The difference with Adult Player is that it can actually take embarrassing photos of you that wouldn’t 
exist otherwise. And even if you do pay the penalty, who is to say that those photos will actually be 
destroyed? 

Be selective about your downloads 

Adult Player, as with many ransomware apps, is not available through Google Play. Often times 
these malicious apps can be found for direct download through a website, so it’s best to avoid these 
kinds of downloads unless you have good reason to trust the company behind the app. 

Additionally, you should always pay attention to what permissions you grant when you download 
any app. 

 If an app wants access to your contacts or camera, for example, and it should have no use for 
those functions, abort the download immediately. 

http://www.bbc.com/news/technology-34173372
http://www.bbc.com/news/technology-34173372
https://medium.com/un-hackable/the-bizarre-pre-internet-history-of-ransomware-bb480a652b4b
http://blog.emsisoft.com/2014/06/07/warning-file-encrypting-ransomware-now-on-android/
http://www.pcworld.com/article/2837372/android-ransomware-koler-turns-into-a-worm-spreads-via-sms.html
http://blog.emsisoft.com/wp-content/uploads/2014/12/android_malware.jpg�


36 Cyber Warnings E-Magazine – September 2015 Edition 
Copyright © Cyber Defense Magazine,  All rights reserved worldwide   

 

How to remove Android ransomware 

While this alert might give some of you a few laughs, it might make another handful of you blush in 
embarrassment.  

If you’ve contracted the Adult Player ransomware, follow the steps below to remove it from your 
device: 

1. Enter safe mode on your device. As there are different methods depending on your device, 
you might need to do a quick search online, here is one that works for most models. 

2. Go to Security under Settings, and then select Device Administrator. Select the offending 
app and deactivate it. 

3. Go to Apps, under Settings, and select Uninstall to remove the ransomware app. 

Hopefully you have not downloaded Adult Player or any other ransomware for that matter.  

But in the case that you have, remove it and remember in the future to focus on prevention over 
cleaning! 

Have a great, ransomware-free day! 

 
About the Author 
 

Christian Mairoll Contributor, Emsisoft 

Christian is founder and CEO of the Austrian anti-malware company 
Emsisoft.  

For CDM, his aim is to educate our readers with essential security 
knowledge, especially in understanding and stopping new and innovative 
malware. 

 

 

 

 

 

 

   

http://www.talkandroid.com/guides/beginner/how-to-boot-your-android-phone-or-tablet-into-safe-mode-for-troubleshooting/
http://blog.emsisoft.com/2015/08/18/cleaning-vs-protection-why-you-shouldnt-rely-on-malware-cleaning/
http://blog.emsisoft.com/2015/08/18/cleaning-vs-protection-why-you-shouldnt-rely-on-malware-cleaning/
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Solving The Cloud Security Puzzle 
By Anthony Scotney, founder & CEO, StratoKey 

Protecting cloud applications is a puzzle. The puzzle is complicated by all the moving pieces that 
expose yet another point of exploitation. But it is not unsolvable.  

The secret to solving the cloud security puzzle comes down to a detail-oriented approach that 
focuses on visibility, user access interrogation, securing data before it reaches the cloud, and 
automated threat response. 

 
Visibility 

One of the great challenges with cloud and indeed web/SaaS deployed applications is the lack of 
visibility. Often Security Information and Event Management (SIEM) infrastructure has no access to 
logs of software provided as a service. This creates what is known as the SIEM blind spot. 

Without visibility of how users are accessing end systems, organizations are at the mercy of third 
parties to determine their security outcomes, which is an unacceptable risk. Fortunately, there 
are solutions for uncloaking these SIEM blind spots.  

Generally, the most effective way to gain insight and complete visibility is to lock cloud deployed 
applications to a security gateway. Users then transit through the gateway on their way to the cloud 
application.  

This can take the form of a proxy server. As users transit through the gateway, significant security 
insight can be gained which can be added to the overall security picture for your applications. 

 
User Access Interrogation 

Often overlooked, User Access Interrogation is critically important for securing access to 
information. This is the leading reason why spear phishing and user credential theft is such an 
effective attack vector. Organizations are simply not doing enough to adequately interrogate users 
logging into their systems. 

Non-hostile user interrogation (performed by technical analysis on the back-end) is key to securing 
access to confidential information. Currently, applications ask for a user's credentials (think drivers 
license) without ever looking at their face to confirm the identity. In many ways this is a result of the 
maturity cycle of the web.  

Threat actors have caught onto this lack of identity verification but unfortunately the vast majority of 
infrastructure is still lagging behind. 

It is possible to defeat user credential theft based attacks with appropriate technology, yet they 
remain a major cause of data breaches. Solutions to this security vulnerability can range from taking 
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machine fingerprints, geographical interrogation, second factor authentication and right through to 
detailed behavioral analysis. 

Adding rigor to User Access Interrogation extends beyond the front door. Real-time user behavior 
analysis combined with automated threat response is key to defeating determined attackers. Using 
machine learning to understand how users work on a daily basis is crucial.  

For an attacker to succeed they must then become the user, a difficult task without obvious means 
to extract significant volumes of confidential data. 

 
Securing Data Before It Reaches the Cloud 

Securing data means different things to different people. In the realm of cloud-deployed 
applications, it means protecting the confidential data used within the application. It is increasingly 
rare to hear about attacks on physical databases. It is not rare however to hear about attacks on 
applications exposing data stored in databases. 

Securing your data at rest requires much more than database encryption. Database encryption is 
wonderful for securing the physical database. Unfortunately database encryption (by design) does 
not secure data when it is passed to the application for user consumption. 

The security issue comes via the way that applications interact with databases. Applications are 
trusted users.  

Databases give up the data to applications without the mandate to understand how this data is 
being consumed or indeed exposed. 

Encrypting data before it reaches the application resolves this security weakness in system 
architecture. Having the data pass back through a separate encryption gateway that decrypts the 
data and makes it human readable is effective at securing the data against application attacks that 
bypass security gateways. 

It would be neglectful to not mention that data needs to be protected whilst in transit. This in transit 
protection can come in the form Transport Layer Security (TLS). TLS encrypts the data in transit 
between users and the end cloud applications (SaaS and Web included).  

This is network level encryption and provides no security once the data reaches the end application. 

 
Automated Threat Response 

There is questionable benefit of having the ability to detect attacks whilst lacking the tools to thwart 
them. Threat response is one of the toughest pieces of information security. There has to be a 
careful balance in all responses to ensure that legitimate users are not treated with an iron fist whilst 
going about their job. 
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Automating threat response is crucial to ensuring that threats are stopped without delay. Delays in 
threat mitigation can result in a data breach. Ignoring the warning signs whilst administrator’s sleep 
can lead to catastrophic data breaches. 

Additionally, alert fatigue can cause administrators to ignore the warning signs. Every administrator 
receives countless automated notifications from their security appliances.  

There are well known data breaches that resulted in part due to alert fatigue. The potential 
catastrophic consequences of alert fatigue are a good reason to automate threat response. 

Measured approaches to threats such as blocking requests, suspending user accounts or simply 
locking access for a pre-determined period may be all that it takes to defeat threats whilst limiting 
the potential for business interruption. 

 
Summary 

With more and more companies conducting business in the cloud, one would assume that all third-
party application providers would make security their number one priority. But that is not necessarily 
the case.  

As a result, businesses are being forced to take control of their own cloud security and make a best 
effort to protect their data and, ultimately, themselves.  

The fact that the cloud is still relatively young and evolving makes solving the security puzzle 
complex, but the tools exist to secure a company’s data in the cloud and protect businesses against 
data loss, leaks and breaches. 

 

About The Author 

Anthony Scotney is founder & CEO of StratoKey. 
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The virus which will destroy your data 
By Jean Lewis, Tech writer, Laptopical.com 

 

Computer viruses take place in many different shapes, from the ones which attempt to steal our 
information to the ones which will actually delete all our precious data files. Every week sees the 
development of a new type of virus, which is why anti-virus programs are updated on a daily basis 
to counteract this very productive and ultimately damaging sector of the programming industry. This 
article will take a look at the virus called CryptoLocker which can destroy our data, making it very 
hard if not impossible to restore it to its original state. 

 

 
Why are viruses created? 

This is a question that is on a lot of people’s minds. Indeed, why would a person create such 
program which only has negative consequences on people’s daily digital lives?  

The most common reason is similar to why people commit crime; that is to make money out of 
people’s weaknesses. But there also are other reasons. 

Malware viruses such as key loggers are able to obtain people’s data and passwords by 
reproducing the input which users type on their keyboards; mainly for the purpose of obtaining 
private information such as passwords and other login details.  

https://en.wikipedia.org/wiki/CryptoLocker
https://en.wikipedia.org/wiki/Malware
https://en.wikipedia.org/wiki/Keystroke_logging
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By doing so, criminals can potentially access many of the services we use, from our emails to our 
bank accounts, going through our online dating life. They can then try to empty our bank accounts 
using stolen credentials, or even use those details to purchase items online.  

Furthermore, some of our more private information could be used as potential blackmail in order to 
extort some money from us. 

Some other viruses such as adware are there to try to redirect our web searches onto specific 
advertisement pages, with the purpose of getting us to buy specific items, exposing us to many 
advert popups. This kind of virus will often insert itself into our user interface; often our web 
browsers.  

When trying to access a page, we will often be redirected to an advert page, making our online web 
navigation very difficult by bombarding us with advertisement. 

Other forms of malware include Trojan Horses, a form of harmful code which will hide inside 
people’s computers undetected and can be used for a variety of purposes. Once again, Trojan 
horses are often used with criminal intent, mainly sabotaging existing system.  

The purpose of this can vary from industrial misconduct (crippling the competition) but more often 
than not is mainly used by people whose ideologies go against their targeted companies. By 
crippling a whole companies’ network infrastructure, they try to stop those companies from 
operating. 

Some other viruses such as CryptoLocker are programed to simply destroy data, which is what this 
article is mainly interested in. The purpose of this sort of virus will be shown in the following 
paragraph. 

 
CryptoLocker: the ransomware which can destroy your data 

As the title says, CryptoLocker is a form of ransomware. What it does is pretty clever. It invades our 
computer and encrypts some of our most used files, making them impossible to access by their 
original user.  

CryptoLocker will encrypt files which we really need and have spent a lot of time working on, from 
our text files to our game saves.  

Once we try to open or use those files, they emerge as a different encrypted format, making it 
impossible for us to open those files, instead showing us corrupted an unusable files.  

Once a user’s computer is a victim of this sort of ransomware, they will be contacted by the 
perpetrators with a ransom demand; asking the user to pay for their data to get released back to 
them in a usable format.  

Of course, there is no guarantee that the blackmailers will actually release the files after they have 
been paid, so it is pretty much a lose-lose situation for the user. 

https://en.wikipedia.org/wiki/Adware
https://en.wikipedia.org/wiki/Trojan_Horse
https://en.wikipedia.org/wiki/Ransomware
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This kind of infection does not just occur to individuals but also to companies whose servers have 
been infected, making the original data impossible to recuperate as the infection takes place on a 
root level. As a result, the virus then gets spread to as many computers within the company as it 
can infect, resulting in many inaccessible files and a very high ransom demand. 

 
What can be done about CryptoLocker? 

CryptoLocker is a very difficult virus to get rid of and once caught, the likelihood of recuperating the 
original data is close to zero. This is unless the user has kept spare copies of their data in an 
unaffected separate drive. The idea is to keep spare copies of the original files before the infection 
takes place, as there is very little which can be done after the files are infected. 

There are however instances where services such as Kroll Ontrack file recovery where able to 
recuperate and salvage some files from CryptoLocker infected hard drives. This can be seen in their 
blog here. It shows the case of a pharmaceutical company who got 46 of their hard drives affected 
by the virus because of one of their employees miss-handling their personal data and visiting 
unsafe websites.  

In this case, the targeted company used a file system called the Netapp WAFL file system, which 
creates checkpoints of the data by saving different instances of those files overtime. This allowed 
Kroll Ontrack to recuperate older versions of the files which enabled them to access the original 
unencrypted copies of the files. 

Since then, some tools have been made available on the internet which can help restore some of 
your files to a previously backed up version.  

Regular file backup programs such as CrashPlan can help to ensure our files get regularly backed-
up so that previous versions can be accessed. This is more of a preventive measure than a 
solution.  

http://www.krollontrack.co.uk/data-recovery/data-recovery-services/file-recovery/
http://blog.krollontrack.co.uk/survival-stories/kroll-ontrack-and-netapp-work-jointly-and-successfully-against-cryptolocker/
http://support.code42.com/CrashPlan/Latest/Troubleshooting/Recovering_Files_Infected_By_CryptoLocker_Or_CryptoWall
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It is worth noting that software such as Malewarebytes can remove the CryptoLocker virus from 
infected computers, but unfortunately it does not recover the infected files themselves. So sadly, the 
matter of fact remains: if there are no existing previous unaffected copies of the files, then files 
affected by CryptoLocker will be difficult, if not impossible to recover.   

 
Avoiding CryptoLocker? 

As previously mentioned, the only true ways to avoid being a victim of the CryptoLocker 
ransomware is by using good prevention. Keeping spare copies of our files on a separate drive is a 
best practice all around, though of course it is not always allowed by certain workplaces. But at 
least when it comes down to individuals, the best advice is: backup, then backup, then some 
more backup!  

Of course, viruses don’t just get magically born, they often come from low security websites and 
websites which provide dubious content such as some file sharing services providing pirated 
movies and music downloads; and other content which is not safe for work.  

Viruses mostly get caught by people so enforcing strict staff web browsing guidelines, as well as 
good staff training should limit those unfortunate instances. 

Beyond prevention and upon realizing a computer is infected with ransomware, the best bet is to 
contact a data recovery company, as they know what they are doing and are some of the rare 
people in a position to be able to help recover some of the files. 

Like with a lot of viruses, prevention is key. It is vital to use safe practice and also to use appropriate 
anti-virus software which can detect early instances of the virus before it spreads to the rest of the 
computer; if not the whole network of computers! 

 

About The Author 

Jean Lewis is a Tech writer at laptopical.com.  He is passionate about 
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website http://www.laptopical.com/ 
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The truth about Windows 10 spying on almost everything you do 
 

You have probably heard the news by now: Microsoft has updated a controversial service 
agreement that lays out in scary detail how your personal data is being used and abused – at least, 
that’s what the major tech blogs are saying. But the reality is, even if you read the 12,000 word 
service agreement, it’s still confusing and vague at best. 

Horacio Gutierrez, Deputy General Counsel of Microsoft’s legal and corporate affairs, wrote about 
the company’s commitment to transparency on the Microsoft blog in early June. This move, of 
course, was preceding the new privacy statement and service agreement that accompanied the 
release of Windows 10. 

As he put it, “We are simplifying the services agreement and privacy statement because we believe 
that real transparency starts with straightforward terms and policies that people can clearly 
understand. As our services evolve, we recognize we must continue earning your trust.” 

How Windows 10 is spying on you 

The reality is, we can’t know what Microsoft is doing with your private data, but the release of the 
updated privacy policy and service agreement can give us some great insight. Yes, these long and 
tedious documents leave a lot of room for interpretation, but they also inspire something important: 
a discussion about how data harvesting and lack of digital privacy has become normalized. 

Cortana: your personal assistant, or spy machine? 

Cortana is your voice-activated personal 
assistant, much like Siri and Google Now. But in 
order for her to operate, Windows 10 collects 
your personal information to better serve you. 
This includes calendar events, contact 
information, alarm settings, what you view and 
purchase, your browsing history, emails and text 
messages… “and more”. 

 

An advertisers greatest dream 

You may not have realized it, but each user on each Windows device will be issued a unique 
advertising ID that is tied to the email address they have on file. The idea is that you will be better 
served through ads, because according to Microsoft, “Advertising keeps many of the services you 
use free of charge”. 

Microsoft will share this profile (created from information aggregated from your personal files) with 
their partner ad networks – who in turn serve you ads on certain applications, like solitaire. If you 

http://blogs.microsoft.com/blog/2015/06/04/improving-the-microsoft-services-agreement-and-privacy-statement-for-consumers/
https://www.microsoft.com/en-us/privacystatement/default.aspx
https://www.microsoft.com/en-gb/servicesagreement/default.aspx
https://choice.microsoft.com/en-US
https://choice.microsoft.com/en-US
http://www.businessinsider.com/solitaire-windows-10-pay-to-remove-ads-2015-7
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were concerned with ad networks collecting information from your browsing history, then be aware 
that Microsoft is taking it to the next level with Windows 10. 

Data syncing with OneDrive 

OneDrive is Microsoft’s cloud storage system, and it 
comes with the Windows 10 territory. You might think it’s 
great because there is no additional sign up or installment 
required and you can access it from any of your Microsoft 
devices. But this new convenience comes with a price. 

Every time you are signed into your machine with your 
Microsoft account, your operating system immediately 
syncs your settings and other data to company’s servers. 

This includes browser behavior and history, as well as mobile hotspot and Wi-Fi network 
passwords. 

What are they doing with this information? 

If you had the time to read through the long privacy policy and service agreement, you might get a 
vague understanding of what Microsoft will do with your data, but little more. Besides, we all know 
better than to take giant corporations for their word – they have their own interests to look after. The 
real questions end up being, what can Microsoft do with this information? And ultimately, what are 
they mostly likely to do with it? 

Advertisers can “serve” you better! 

People are getting used to free services online left and right, so these expectations dominate the 
tech marketplace right now. Windows 10 doesn’t cost you any money, but it still comes at a price. 

As Alec Meer of Rock Paper Shotgun points out, Microsoft is increasingly trying to compete with 
Google through software and applications. But this model requires that, “money comes from 
harvesting data and flogging it to advertisers and other organisations who want to know exactly 
what we’re all up to online”. 

Comply with big brother 

Microsoft doesn’t beat around the bush when it comes to surveillance state issues: 

Finally, we will access, disclose and preserve personal data, including your content (such as the 
content of your emails, other private communications or files in private folders), when we have a 
good faith belief that doing so is necessary to: 1.comply with applicable law or respond to valid legal 
process, including from law enforcement or other government agencies… 

It’s important to note that while this may seem horrifying to some, it’s really not so different from any 
other privacy agreement. Just take a look at this snippet from Apple’s privacy policy: 

http://blog.emsisoft.com/2015/08/26/how-ad-blockers-can-improve-your-online-safety-and-sanity/
http://www.rockpapershotgun.com/2015/07/30/windows-10-privacy-settings/
http://www.apple.com/legal/privacy/en-ww/
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It may be necessary − by law, legal process, litigation, and/or requests from public and 
governmental authorities within or outside your country of residence − for Apple to disclose your 
personal information. We may also disclose information about you if we determine that for purposes 
of national security, law enforcement, or other issues of public importance, disclosure is necessary 
or appropriate. 

At the end of the day, there are few companies that are able to take a stance against big 
government agencies. The best you can hope for is providers who don’t bury this in privacy 
agreements, but who are upfront and honest about their current operations as they relate to the 
surveillance state. 

What could go wrong? Why should I care? 

As an infamous activist once said, “Arguing that you don’t care about privacy because you have 
nothing to hide is not different than saying you don’t care about free speech because you have 
nothing to say.” 

But if that’s not reason enough to get up in arms, there are 
a number of practical concerns to consider. First and 
foremost, you don’t know which ad networks this data is 
going to, and you don’t know what their policies for dealing 
with this very private information are. 

What happens in the event of a hack? You might feel safe if 
your information is with a big company like Microsoft, which 
undoubtedly has major systems in place to protect your 
data, but do you really trust any of Microsoft’s ad network 
customers? A hacker could trace these transactions and 
conduct a large-scale hack just by finding a single 
vulnerability in this line of data transfer. 

You might say you have nothing to hide, and that the only person who does is clearly breaking the 
law. If that’s truly the case, why don’t you leave your bank account details in the comments below? 

The real truth: Microsoft isn’t the only bad guy 

Shifting tides in modern culture have created two dangerous and commonly accepted thoughts on 
digital privacy, which could make you think that: 

1. Privacy must be compromised for safety. 
2. Privacy must be compromised for convenience. 

While there are serious debates on the subject, it’s important to stop and wonder who is ultimately 
responsible for these ideas, which create the basis for how many companies, institutions, and 
individuals make their decisions about privacy. 

http://blog.emsisoft.com/2014/09/27/a-statement-from-emsisoft-on-wikileaks-and-the-finfisher-malware/
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But the reality is, the Windows 10 privacy agreement isn’t so much a revelation as a sign of the 
times. While it has understandably stirred up some controversy, it hasn’t inspired a mass exodus 
from use of Microsoft software or products. 

This is as it should be, because most of us know that it isn’t different with the developers of other 
major operating systems and mobile operating systems…like Apple and Google. 

Siri’s telling everyone what you did last night 

Sure, Apple and Google may have made a show of their commitment to user privacy, with 
smartphone encryption and very convincing, public battles with high-profile government agencies. 

Apple has admitted Siri voice data is being sent to third parties 

But you shouldn’t let these PR stunts fool you. Even when these 
companies have the best intentions, there is still a bottom line at 
the end of the day, and that’s money. 

Don’t believe us? Cortana isn’t the only personal assistant who 
likes to abuse your privacy. Apple hands your voice recordings 
over to third parties for analysis, and you agreed to it in the 
privacy agreement. Whether it’s a personal message to your 
sweetheart or your child asking Siri silly questions, Apple stores 
those messages for two years and essentially does with them 

what they want. 

It might be tempting to switch over to Google Now for your voice commands, but that would come at 
the cost of both your privacy and sanity. Google Now has a feature called Now cards, which are 
recommendations for products, services, and information based on your messages and recent 
searches.  

Even if you don’t rely on Google Now too much for 
recommendations, Google already knows so much about you 
because at some point you have probably used their products or 
services. 

And if you use Gmail, you’ll note that Google has been serving 
ads through Gmail for some time now – and if you haven’t noticed 
any, just check under your Gmail’s “Promotions” tab.  

They get information straight out of your private emails to help 
their ad network partners target you. It’s right there in their 
privacy agreement.  

Microsoft even attacked Gmail over these privacy violations and 
launched a “You got Scroogled” marketing campaign. 

http://www.techpolicydaily.com/technology/apple-google-congress-smartphone-encryption-standoff-2/
http://www.theguardian.com/commentisfree/2014/sep/30/iphone-6-encrypted-phone-data-default
http://www.tripwire.com/state-of-security/security-awareness/siri-privacy/
http://www.wired.com/2013/04/siri-two-years/
http://www.wired.com/2013/04/siri-two-years/
http://www.webdesignerdepot.com/2015/02/google-now-takes-a-bite-out-of-your-privacy/
http://www.theguardian.com/technology/2014/apr/15/gmail-scans-all-emails-new-google-terms-clarify
https://www.google.com/intl/en/policies/privacy/
http://marketingland.com/microsoft-attacks-gmail-on-privacy-in-latest-scroogled-campaign-32813
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What you can do to protect your privacy 

The reality is, short of becoming a Linux user or developing your own operating system, there is 
little you can do to keep your information entirely private.  

Even recent Windows 7 and 8 updates come with their own host of privacy issues, so don’t think 
you’re out of the woods just because you haven’t made the move to 10. 

But there are several steps you can take to maximize your privacy while using Windows 10, and we 
encourage you to explore these options – whatever agency you can take over your privacy is better 
than none. 

Windows 10 setting options to look into 

If you have yet to install Windows 10 be sure to decline the Express Settings, which enables all of 
the privacy compromising features. Look through the different setting options and disable anything 
that makes you uncomfortable. 

If you already enabled the Express Settings when you downloaded Windows 10, go to the start 
menu and select Settings.  

From there you’ll find that most of these invasive features are listed under Privacy. There are many 
options to go through, and we encourage you to look carefully at each one.  

There are several big ones we think you may want to consider disabling: 

Cortana 

You may not be comfortable with Cortana collecting so much personal information about you, and if 
that’s the case, you should disable the Getting to know you option under Speech, inking, & typing 
(this is located in the Privacy box). 

Additionally, you can click on the gear icon where you can access the Cortana settings, where you 
can enable or disable her (as well as manage information kept about you in the cloud). 

Advertising ID 

If you are concerned about the data harvesting for advertisement purposes, we do recommend you 
disable setting, “let apps use your advertising ID for experiences across apps”.  

This is located underneath the General tab in the Privacy box. 

Unfortunately, just moving the toggle isn’t enough to keep ad networks from reaching your personal 
data. You will also have to go to this Microsoft site and disable personalized ads several times over. 

http://arstechnica.com/information-technology/2015/08/microsoft-accused-of-adding-spy-features-to-windows-7-8/
http://windows.microsoft.com/en-us/windows-10/change-privacy-settings-in-windows-10
http://windows.microsoft.com/en-us/windows-10/change-privacy-settings-in-windows-10
http://windows.microsoft.com/en-us/windows-10/speech-inking-typing-privacy-faq
https://choice.microsoft.com/en-us/opt-out
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Microsoft allows you to personalize your ad settings 

Location 

You may be used to location services, and they sure are handy when you’re trying to get from point 
A to B. But Microsoft’s new privacy agreement suggests they are sharing this location information 
(and your location history) with “trusted” third parties. If that makes you uncomfortable, it may be 
best to disable this. The Location tab is located directly beneath the General tab. 

Wi-Fi Sense 

Wi-Fi Sense could be either very practical, or very invasive, depending on how you look at it. The 
new feature allows you to automatically share your Wi-Fi password with your Outlook, Skype, and 
Facebook contacts, which saves a lot of hassle when friends come over and need your password. 

Windows 10 Wi-Fi Sense: do you need 
it? 

On the other hand, this may not be wise 
for those with broad social networks, 
because this option does not allow you to 
selectively pick which contacts to share it 
with. This option should be enabled or 
disabled on a case by case basis – it’s 
located in Network & Internet instead of 
Privacy. 

 

 

http://blog.emsisoft.com/wp-content/uploads/2015/09/Microsoft_settings.png
http://blog.emsisoft.com/wp-content/uploads/2015/09/Microsoft_settings.png�
http://blog.emsisoft.com/wp-content/uploads/2015/09/wi_fi_sense.jpg�
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Use a local account 

If you’re not concerned with convenience and want maximum privacy, you should consider a using 
a local account instead of your Microsoft account. You will lose out on a number of features, 
particularly synchronization across your different devices. But if that doesn’t bother you, locate 
Accounts under Settings, then click Your account. You should see the option to “Sign in with a local 
account instead” just above where your picture should be. 

Try O&O ShutUp 10 

O&O ShutUp10 

If you’d like to simplify this process, consider using O&O 
Software’s free privacy tool, ShutUp 10. This tool 
simplifies the privacy process by giving you a single 
interface to deal with all of the myriad of settings you’d 
like to enable or disable on Windows 10. You can also 
simply apply all of their recommended settings. 

O&O ShutUp10 is entirely free and does not have to be installed. Moreover, it will not install or 
download potentially unwanted or unnecessary software (PUPs), like so many other programs do 

these days! 

O&O ShutUp10 allows you to 
easily disable Windows 10 
settings 

Educate yourself about privacy 
options that feel right for you 

At the end of the day, you might 
be tempted to throw up your 
hands and give up perusing 
privacy at all. You might not see 
the point, since disabling certain 
settings doesn’t really guarantee 
that you are not being spied on, 
or that your personal data isn’t 
being sold or distributed. 

You might feel that you might as 
well have the conveniences of 
certain tools then, or would prefer 
more relevant advertising.  

 

http://www.oo-software.com/en/shutup10
http://blog.emsisoft.com/wp-content/uploads/2015/09/Capture.png�
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But if we all collectively begin to educate ourselves about our privacy options and pursue them, we 
have a better chance of creating a culture that is concerned with cyber safety and privacy, instead 
of one that just thinks it’s a cost needed for a better world. 

Have a nice (privacy-conscious) day! 

 

 
About the Author 
 

Christian Mairoll Contributor, Emsisoft 

Christian is founder and CEO of the Austrian anti-malware company 
Emsisoft.  

For CDM, his aim is to educate our readers with essential security 
knowledge, especially in understanding and stopping new and innovative 
malware. 
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How to Find a Good Website Security Scanner 
 

Hackers have continued infiltrating the internet and they are always trying to hack websites and leak 
important data that may harm any organization’s reputation. Website security scanners play a huge 
role in testing and identifying any security vulnerabilities your site may be exposed to. 

Security scanners do not access the source code; they only perform functional testing and try to 
determine the vulnerabilities. It is important to take a few factors into consideration before making 
any purchasing decision. Here are some tips that will help you choose the right website security 
scanner that fits your needs. 

 

Requirements 

As a website owner, you are likely to have a list of requirements in mind. The requirements may 
include automation of tasks, lowering your web application security costs and increasing your 
coverage. Automated website security scanners are highly recommended as they help to save time 
as well as identify all technical web vulnerabilities.  

Ease of use 

A good website security scanner should be easy to use as the subject of web vulnerability scanning 
is already broad and difficult. You should spend most of your time fixing the threats detected instead 
of figuring out how the scanner operates. 

Security tests it can carry out 

Most website security scanners are able to identify common web vulnerabilities present. However, 
the scanner you choose should also be able to identify vulnerabilities that are less widespread. 

Variations of the vulnerabilities 

In addition to being able to identify a variety of vulnerabilities, a web vulnerability scanner should 
also check and report on the variations of the vulnerabilities found. An example would be the Cross 
Site Scripting, where a web developer may fix the simple version of the vulnerability, but might fail 
to tackle the vulnerability when the Cross Site Scripting payload is encoded. 

Ability to cover content management systems 

A lot of organizations use content management systems like Joomla, WordPress and Drupal to 
create content on the site regularly. All this content management systems are prone to their own set 
of vulnerabilities. The website security scanner that you use should be able to check these for 
configuration errors and possible vulnerabilities in the systems. 
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Ability to cover web technologies 

Most web applications use JavaScript, HTML5, Google Web Toolkit and Single Page applications. 
A vulnerability scan crawls the web application to identify the pages, forms and elements that make 
up a given web application. When choosing a web security scanner, it is important to go for a 
scanner that is able to understand the intricacies of web technologies used in a variety of web 
applications. 

The scanner should also be frequently updated to ensure that it is able to crawl latest technologies 
in future. 

Ability to scan mobile friendly website applications 

Several web apps have a friendly mobile version which is automatically loaded on tablets and 
smartphones. Although they often provide the same functionality as the main website, they are also 
just as vulnerable as the main site. Your website security scanner should be able to also scan the 
mobile friendly site to ensure that it’s not exposed to web vulnerabilities as well. 

Availability of manual testing tools 

An efficient web security scanner should provide manual testing tools to verify some of the 
vulnerabilities detected after an automated scan. 

Grey Box testing 

Several web vulnerability scanners provide black box testing since they are able to scan your 
website without accessing the source code on the web server. A good web scanner should also 
provide grey box testing which enhances the scan results by ensuring complete coverage of web 
applications. It can also detect more vulnerabilities compared to black box testing. 

Grey box testing also decreases false positives by providing supplementary validation and 
information on the vulnerabilities detected. 

While several web security scanners are authentic, you need to be careful on scanners that make 
empty claims. Scanners claiming 0 false positives should be avoided at all costs since they may not 
be showing vulnerabilities or they may fail to show that more testing is needed. 

 

About the Author 

Lee Ying has over 10 years experience in the tech and security industry. He currently writes for 
various websites, if you would like to contact him you can find him on LinkedIn: 
https://www.linkedin.com/pub/lee-ying/9a/18b/238. Follow me on Twitter @LeeYing101 

https://www.linkedin.com/pub/lee-ying/9a/18b/238
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TVSPY - Threat Actor Group Reappears with Teamviewer 
Malware Package 
 
By, Loucif Kharouni, Sr Threat Researcher at Damballa Inc.  

 
What’s TVSPY? 
 
TVSPY is a malware that takes advantage of a vulnerability in Teamviewer software version 6, a 
legitimate tool used for remote PC administration. The malware is also known as TVRAT, SpY-
Agent or teamspy.  
 
While the current version of Teamviewer fixed this vulnerability, TVSPY relies on bundling 
Teamviewer v6 in a package with a copy of the malware. It works independently of any existing 
Teamviewer installation.  
 
TVSPY: APT or Crimeware? 
 
Eset and Group-IB discussed this malware as crimeware back in 2011 at CARO, while Kaspersky 
mentions it in one of their APT reports from 2013, with a detailed description of its routine. There 
seems to be an increase in the prevalence of these malware variants recently.  
 
The number of unique variants we have already seen in 2015 is 4.4x the number seen in 2012, and 
2.2x that seen in all of 2014. There are some instances of Dridex installing this malware as well. 
This malware has been relatively quiet for more than two years so the nearly three-fold increase in 
activity is concerning. 
 
Year Unique samples 

2012 5 

2013 8 

2014 10 

2015 22 
 
 
More recently, a targeted email campaign included a malicious Excel file with a macro would 
download this malware. The email was impersonating the All-Russian Research and Design 
Institute of Nuclear and Energy Engineering.  
 
The analysis of the Command and Control server for this latest variant appears to be owned by 
professional criminals. 
 

http://www.eset.com/us/resources/white-papers/CARO_2011.pdf
http://kasperskycontenthub.com/wp-content/uploads/sites/43/vlpdfs/theteamspystory_final_t2.pdf
https://twitter.com/Techhelplistcom/status/633654370970701824
http://www.securitylab.ru/news/474216.php
http://внииам.рф/
http://внииам.рф/


62 Cyber Warnings E-Magazine – September 2015 Edition 
Copyright © Cyber Defense Magazine,  All rights reserved worldwide   

 

 
Image 1. TVSPY config file  
 
 
 
 

 
Image 2. RMS 5.6 builder 
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Image 3. TVSPY CnC panel 
 

 
Image 4. TVSPY CnC Panel stats 
 
Who sells TVSPY? 
 
Scalpel started to sell this malware on criminal forums last June 2014 for $400. He took over the 
sale for Mr.Burns. The original malware was created by Mr.Burns, he created something similar 
called RMS. Mr.Burns found a way to take advantage of Teamviewer v6 using a DLL to hijack the 
session. Teamviewer v6 was released in 2010. We were able to obtain a public version of RMS 5.6 
that looks very much like the TVSPY builder. Mr.Burns recently deleted his youtube channel where 
he had 2 videos showing how RMS and TVSPY work. 
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Scalpel information: 
 
Handles:  
scalpel 
brutalisk 
overd0s3r 
 
Emails: 
bio@insorg-mail.info 
scalpel@insorg-mail.info 
missis.ljasan@yandex.ru 
 
Jabber: 
scalpel@jabb3r.net 
sl@adium.in 
sl@exploit.im 
Mr.Burns information: 
 
Name used in Youtube/Google+: 
Иван Иванов - Ivan Ivanov 
 
https://plus.google.com/104153253633611754625/about 
 
Handles:  
Mr.Burns 
 
Emails: 
sonofabitch@ua.fm 
mrburns@nm.ru 
 
Jabber:  
mrburns@jabber.se 
 
Skype:  
mr.monty.burns 
 
ICQ: 
610047 
 
A video demo of Spy-Agent was posted on YouTube, but has since been deleted: 
https://www.youtube.com/watch?v=QWRfGxBDwEQ 
 
 
 

https://plus.google.com/104153253633611754625/about
https://www.youtube.com/watch?v=QWRfGxBDwEQ
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pic4a information: 
 
Jabber: 
pic4a@exploit.im 
pic4a@fuckav.in 
 
Conclusion 
 
This particular threat is very dangerous as the attacker will have total control over the affected 
machine. We see that it can be used during a regular infection campaign or by some APT actors for 
specific attacks against particular targets.  
 
RMS/TVSPY continues to be developed, with a new version being posted by the developer/reseller 
on a regular basis.   
 
In fact, the legitimate RMS version developed by TektonIT and the version posted in criminal forums 
appear to be  identical.   
 
TVSPY seems to be merely a modification of RMS to utilize TeamViewer infrastructure and a 
command and control interface manageable through the web. 
 
Damballa detects TVSPY as BlueSpiderCrashers. 
 
 
Loucif Kharouni 
Senior Threat Researcher 
 
Willis McDonald 
Senior Threat Researcher 
 
Indicators of compromise: 
 

- Under C:\kernel (folder kernel has hidden attribute): 
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- Under C:\Users\[UserName]\AppData\Roaming (all files use hidden attribute): 
 

 
 

 
Image 5. Infected machine beacons to CnC 
 
Here is a text version of the GET request made by the malware: 
 
/getinfo.php?id=[0-
9]{9}&stat=1&tout=60&osbt=1&osv=5.1&osbd=2600&ossp=3.0&ulv=4&elv=1&rad=1&agp=1&devic
ea=1&devicev=0&uname=[username]&cname=[computer_name]&vpn=1&tvrv=0.2.2.1 
 
  
Variables Definition 

id=[0-9]{9} 
id is a random 9 digits number 
associated to the infected machine 

stat=1  
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tout=60  
osbt=1  
osv=5.1 Windows version 
osbd=2600 Windows build version 
ossp=3.0 Windows Service Pack version 
ulv=4  
elv=1  
rad=1  
agp=1  
devicea=1  
devicev=0  
uname=[username] username 
cname=[computer_nam
e] computer name 
vpn=1 vpn on 
tvrv=0.2.2.1 tvspy version 
 
The last variable is particularly interesting as this is the first time we have seen it. Other samples we 
analyzed have not displayed this variable. 
 
 
Command and control servers: 
5.45.70.137/stats/getinfo.php 
78.47.135.84/contacts/getinfo.php 
91.121.44.159/tvddj39/gerinfo.php 
91.215.155.46/tv/getinfo.php 
91.215.155.48/tv/getinfo.php 
92.53.96.101/getinfo.php 
109.234.35.77/btrtrxirmi/getinfo.php 
162.211.230.170/tv/getinfo.php 
178.63.249.40/awstat/getinfo.php 
194.63.142.171/tv/getinfo.php 
206.su/admin42/getinfo.php 
ac.myjino.ru/getinfo.php 
aflnatour.ru/admin/getinfo.php 
aflnatour.ruadmin/getinfo.php 
bestkassa.com/tb/getinfo.php 
blackvfl.com/tv0/getinfo.php 
bo1324522.com/tv/getinfo.php 
cdn-rskp.com/cdn/getinfo.php 
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cofewariiroirm.ru/1/getinfo.php 
darlingday.ru/getinfo.php 
doomns.mooo.com/getinfo.php 
f1rst.name/tv/getinfo.php 
filidaro.com/rvbtdsf/getinfo.php 
jmai1.com/tv/getinfo.php 
mmm-svoboda2012.ru/getinfo.php 
nynewsguardianinternet.com/NotebookFront/getinfo.php 
statisticsystic.com/telekinect/getinfo.php 
tim-t.ru/getinfo.php 
tvincoming.com/adm/getinfo.php 
util4u.com/ctrl/getinfo.php 
wowcofes.ru/getinfo.php 
 
Hashes: 
a55149b4164659d5c0e1cd2daef9a702 
21670682a47021cc4be53ea832df7dbd 
efa5c157946125734184a1cb62c6a0e1 
f84928ea5b4752b9cc2a7ae2155d6fd5 
688be0a5684dbe633ea86d3640e33d47 
070859ed01990f003b78d9820e77d72e 
9146902c590c98b8b2c4bb7d323623cd 
c3de5426a4fec6e97acd1f693081615e 
8852fb707e1a5c5d505b6a026e8ddab5 
718633f40da55c76f0c6c7c81824799f 
b36a11b189242e071e8c8e564aab56e2 
2afa10d90a4899f9215f77b1db9230e3 
99bdcab182678da0dcf52aa4a0795b05 
d88e492a0c91441bc4385e0dfe69caf2 
09e20b095e0aa1d8aa2f9c16ff76b1e9 
407cd02af6ea3a7b2d4246ba8f89b076 
71d1cf7dc21dfa5fa0a615cfa06dc297 
255e3db5aa603384d2ca4594b18dc609 
fd90061743e0f33ae5135cb2fbf7057e 
0c368c121f13928d9699fbc93eead367 
4414e69f4b895551f5a90abb59ff2330 
30ebfdc2a2e90ccd0649ccdf853f1e9d 
bc8eb8677390f90de921592c86f17040 
3a8455584bda5951b8c0a05deed87b4f 
eb88459f2d532fa3fcc081e2e6a1d549 
008cc983f88b87f8b804988ac4c8d532 
7a5972a7038f224ff97e02c13082e418 
33d079af33b3689a9d6a9517b39c8d7b 
5190aa75867dde7ca172c2c30d19dcf3 
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4a9fdd47041252608801d16b4ac11e12 
b4dc51648fa10c349453d80c8cfabed2 
13467f0886de6d0c6716ac0a4eeb2f59 
c5c05c0f4b9e3b6ac2ad51dc15ef8f43 
f7a4602db94cd67e9c03d918eaef91a2 
8b0d8f1d06aea9bc5c7477c9c8284713 
4c177ad2a07a304318d09fc4ef389a09 
1a141a76d12f7a310ade141133c0a37c 
a5aff9aa5b2e45a0f9fea080f8f15971 
1a9b23d9e18c5d19e86fc5a89012a0ef 
8230f1f93245528c1faa82d945c25332 
18faa7856fda324ed06261368ab72829 
b7ab83f84103130e46e95de0df8d85a4 
740d9cd8ea165302aa3cd7e6f198ea4c 
9079fc3edc31956ab63bbb23673e6c7c 
1fe21a120f524bb914b210284e1caf05 
36f2049cc1a5db224fcd6541d630677f 
58f1852af6a270d385f270d60d00a0a5 
 
 
Host and hashes: 
 
Host Hash 

util4u.com 070859ed01990f003b78d9820e77d72e 

aflnatour.ru 9146902c590c98b8b2c4bb7d323623cd 

aflnatour.ruadmin 9146902c590c98b8b2c4bb7d323623cd 

tim-t.ru c3de5426a4fec6e97acd1f693081615e 

aflnatour.ru 8852fb707e1a5c5d505b6a026e8ddab5 

aflnatour.ruadmin 8852fb707e1a5c5d505b6a026e8ddab5 

ac.myjino.ru 718633f40da55c76f0c6c7c81824799f 

util4u.com b36a11b189242e071e8c8e564aab56e2 

mmm-svoboda2012.ru 2afa10d90a4899f9215f77b1db9230e3 

tim-t.ru 99bdcab182678da0dcf52aa4a0795b05 

mmm-svoboda2012.ru d88e492a0c91441bc4385e0dfe69caf2 

darlingday.ru 09e20b095e0aa1d8aa2f9c16ff76b1e9 

util4u.com 407cd02af6ea3a7b2d4246ba8f89b076 

mmm-svoboda2012.ru 71d1cf7dc21dfa5fa0a615cfa06dc297 

statisticsystic.com 255e3db5aa603384d2ca4594b18dc609 
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f1rst.name fd90061743e0f33ae5135cb2fbf7057e 

tvincoming.com 0c368c121f13928d9699fbc93eead367 

f1rst.name 4414e69f4b895551f5a90abb59ff2330 

filidaro.com 30ebfdc2a2e90ccd0649ccdf853f1e9d 

util4u.com bc8eb8677390f90de921592c86f17040 

util4u.com 3a8455584bda5951b8c0a05deed87b4f 

f1rst.name eb88459f2d532fa3fcc081e2e6a1d549 

filidaro.com 008cc983f88b87f8b804988ac4c8d532 

mmm-svoboda2012.ru 7a5972a7038f224ff97e02c13082e418 

f1rst.name 33d079af33b3689a9d6a9517b39c8d7b 

doomns.mooo.com 5190aa75867dde7ca172c2c30d19dcf3 

bestkassa.com 4a9fdd47041252608801d16b4ac11e12 

162.211.230.170 b4dc51648fa10c349453d80c8cfabed2 

nynewsguardianinternet.com 13467f0886de6d0c6716ac0a4eeb2f59 

bestkassa.com c5c05c0f4b9e3b6ac2ad51dc15ef8f43 

109.234.35.77 f7a4602db94cd67e9c03d918eaef91a2 

78.47.135.84 8b0d8f1d06aea9bc5c7477c9c8284713 

5.45.70.137 4c177ad2a07a304318d09fc4ef389a09 

194.63.142.171 1a141a76d12f7a310ade141133c0a37c 

78.47.135.84 a5aff9aa5b2e45a0f9fea080f8f15971 

cdn-rskp.com 1a9b23d9e18c5d19e86fc5a89012a0ef 

blackvfl.com 8230f1f93245528c1faa82d945c25332 

91.215.155.46 18faa7856fda324ed06261368ab72829 

206.su b7ab83f84103130e46e95de0df8d85a4 

206.su 740d9cd8ea165302aa3cd7e6f198ea4c 

92.53.96.101 21670682a47021cc4be53ea832df7dbd 

91.215.155.46 9079fc3edc31956ab63bbb23673e6c7c 

bestkassa.com 1fe21a120f524bb914b210284e1caf05 

91.215.155.48 f84928ea5b4752b9cc2a7ae2155d6fd5 

178.63.249.40 36f2049cc1a5db224fcd6541d630677f 

blackvfl.com 58f1852af6a270d385f270d60d00a0a5 

canterus.com a55149b4164659d5c0e1cd2daef9a702 
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His current interests include targeted attacks, financial malware, RATs, PoS 
malware, bulletproof providers, as well as investigate adversaries and their 

activities. Loucif has also written many papers and articles regarding computer security and has 
been interviewed by several industry news publications.  

He has participated as a speaker in various cyber crime conferences over the years such as Cert 
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NSA Spying Concerns? Learn Counterveillance 
Free Online Course Replay at www.snoopwall.com/free  
 

"NSA Spying Concerns? Learn Counterveillance" is a 60-minute recorded online instructor-led 
course for beginners who will learn how easily we are all being spied upon - not just by the NSA but 
by cyber criminals, malicious insiders and even online predators who watch our children; then you 
will learn the basics in the art of Counterveillance and how you can use new tools and techniques to 
defend against this next generation threat of data theft and data leakage. 

The course has been developed for IT and IT security professionals including Network 
Administrators, Data Security Analysts, System and Network Security Administrators, Network 
Security Engineers and Security Professionals. 

After you take the class, you'll have newfound knowledge and understanding of: 

1.  How you are being Spied upon. 
2.  Why Counterveillance is so important. 
3.  What You can do to protect private information. 
 

Course Overview: 

How long has the NSA been spying on you? 
What tools and techniques have they been using? 
Who else has been spying on you? 
What tools and techniques they have been using? 
What is Counterveillance? 
Why is Counterveillance the most important missing piece of your security posture? 
How hard is Counterveillance? 
What are the best tools and techniques for Counterveillance? 
 

Your Enrollment includes : 

1. A certificate for one free personal usage copy of the Preview Release of SnoopWall for 
Android 
2. A worksheet listing the best open and commercial tools for Counterveillance 
3. Email access to the industry leading Counterveillance expert, Gary S. Miliefsky, our educator. 
4. A certificate of achievement for passing the Concise-Courses Counterveillance 101 course. 
 
Visit this course online, sponsored by Concise-Courses.com and SnoopWall.com at 
http://www.snoopwall.com/free  
 

 

http://www.snoopwall.com/free
http://www.snoopwall.com/free


74 Cyber Warnings E-Magazine – September 2015 Edition 
Copyright © Cyber Defense Magazine,  All rights reserved worldwide   

 

 

http://www.snoopwall.com/appshield-sdk/�


75 Cyber Warnings E-Magazine – September 2015 Edition 
Copyright © Cyber Defense Magazine,  All rights reserved worldwide   

 
 

http://www.snoopwall.com/appshield-sdk/�


76 Cyber Warnings E-Magazine – September 2015 Edition 
Copyright © Cyber Defense Magazine,  All rights reserved worldwide   

 

Top Twenty INFOSEC Open Sources 
Our Editor Picks His Favorite Open Sources You Can Put to Work Today  
 

There are so many projects at sourceforge it’s hard to keep up with them.  However, that’s not 
where we are going to find our growing list of the top twenty infosec open sources.  Some of them 
have been around for a long time and continue to evolve, others are fairly new.  These are the 
Editor favorites that you can use at work and some at home to increase your security posture, 
reduce your risk and harden your systems. While there are many great free tools out there, these 
are open sources which means they comply with a GPL license of some sort that you should read 
and feel comfortable with before deploying.  For example, typically, if you improve the code in any 
of these open sources, you are required to share your tweaks with the entire community – nothing 
proprietary here.   

Here they are: 

1. TrueCrypt.org – The Best Open Encryption Suite Available (Version 6 & earlier) 
2. OpenSSL.org – The Industry Standard for Web Encryption 
3. OpenVAS.org – The Most Advance Open Source Vulnerability Scanner 
4. NMAP.org – The World’s Most Powerful Network Fingerprint Engine 
5. WireShark.org – The World’s Foremost Network Protocol Analyser 
6. Metasploit.org – The Best Suite for Penetration Testing and Exploitation 
7. OpenCA.org – The Leading Open Source Certificate and PKI Management -  
8. Stunnel.org – The First Open Source SSL VPN Tunneling Project 
9. NetFilter.org – The First Open Source Firewall Based Upon IPTables 
10. ClamAV – The Industry Standard Open Source Antivirus Scanner 
11. PFSense.org – The Very Powerful Open Source Firewall and Router 
12. OSSIM – Open Source Security Information Event Management (SIEM) 
13. OpenSwan.org – The Open Source IPSEC VPN for Linux  
14. DansGuardian.org – The Award Winning Open Source Content Filter 
15. OSSTMM.org – Open Source Security Test Methodology 
16. CVE.MITRE.org – The World’s Most Open Vulnerability Definitions 
17. OVAL.MITRE.org – The World’s Standard for Host-based Vulnerabilities 
18. WiKiD Community Edition – The Best Open Two Factor Authentication 
19. Suricata – Next Generation Open Source IDS/IPS Technology 
20. CryptoCat – The Open Source Encrypted Instant Messaging Platform 

Please do enjoy and share your comments with us – if you know of others you think should make 
our list of the Top Twenty Open Sources for Information Security, do let us know at 
marketing@cyberdefensemagazine.com.  

(Source: CDM) 

 

 

http://www.truecrypt.org/
http://www.openssl.org/
http://www.openvas.org/
http://www.nmap.org/
http://www.wireshark.org/
http://www.metasploit.org/
http://www.openca.org/
https://www.stunnel.org/index.html
http://www.netfilter.org/
http://www.clamav.net/lang/en/
http://www.pfsense.org/
http://communities.alienvault.com/
https://www.openswan.org/projects/openswan/
http://dansguardian.org/
http://www.isecom.org/research/osstmm.html
http://cve.mitre.org/
http://oval.mitre.org/
http://www.wikidsystems.com/community-version
http://www.openinfosecfoundation.org/index.php/download-suricata
https://project.crypto.cat/about/
mailto:marketing@cyberdefensemagazine.com
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National Information Security Group Offers FREE Techtips 
Have a tough INFOSEC Question – Ask for an answer and ‘YE Shall Receive 

Here’s a wonderful non-profit 
organization. You can join for free, 
start your own local chapter and so 
much more.  

The best service of NAISG are their 
free Techtips. It works like this, you 
join the Techtips mailing list.  

Then of course you’ll start to see a stream of emails with 
questions and ideas about any area of INFOSEC. Let’s say 
you just bought an application layer firewall and can’t figure 
out a best-practices model for ‘firewall log storage’, you could 
ask thousands of INFOSEC experts in a single email by 
posting your question to the Techtips newsgroup.  

Next thing you know, a discussion ensues and you’ll have 
more than one great answer.  

So use it by going here:  

http://www.naisg.org/techtips.asp  

SOURCES: CDM and NAISG.ORG 

SIDENOTE:  Don’t forget to tell your friends to 
register for Cyber Defense Magazine at: 

http://register.cyberdefensemagazine.com  

where they (like you) will be entered into a monthly drawing 
for the Award winning Lavasoft Ad-Aware Pro, Emsisoft Anti-malware and our 
new favorite system ‘cleaner’ from East-Tec called Eraser 2013. 

 

http://www.naisg.org/techtips.asp
http://register.cyberdefensemagazine.com/
http://www.east-tec.com/�
http://www.naisg.org/�
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Job Opportunities 
 
Send us your list and we’ll post it in the magazine for free, subject to editorial approval and 
layout.  Email us at marketing@cyberdefensemagazine.com  
 

Free Monthly Cyber Warnings Via Email 

Enjoy our monthly electronic editions of our Magazines for FREE. 

This magazine is by and for ethical information security professionals with a twist on innovative 

consumer products and privacy issues on top of best practices for IT security and Regulatory 

Compliance.  Our mission is to share cutting edge knowledge, real world stories and independent 

lab reviews on the best ideas, products and services in the information technology industry.  Our 

monthly Cyber Warnings e-Magazines will also keep you up to speed on what’s happening in the 

cyber crime and cyber warfare arena plus we’ll 

inform you as next generation and innovative 

technology vendors have news worthy of 

sharing with you – so enjoy.   

You get all of this for FREE, always, for our 

electronic editions.  

Click here to signup today and within 

moments, you’ll receive your first email from 

us with an archive of our newsletters along 

with this month’s newsletter. 

By signing up, you’ll always be in the loop with 

CDM. 

mailto:marketing@cyberdefensemagazine.com
http://www.cyberdefensemagazine.com/magazine/subscriptions/
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Cyber Warnings E-Magazine September 2015 

Sample Sponsors: 

  

To learn more about us, visit us online at http://www.cyberdefensemagazine.com/     

http://www.cyberdefensemagazine.com/
http://www.cyberdefensemagazine.com/
http://www.cyberdefensemagazine.com/
http://www.cyberdefensemagazine.com/�
http://www.cyberdefensemagazine.com/infosec-innovators-market/�
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Don’t Miss Out on a Great Advertising Opportunity. 
Join the INFOSEC INNOVATORS MARKETPLACE: 

First-come-first-serve pre-paid placement 
One Year Commitment starting at only $199 
Five Year Commitment starting at only $499 
http://www.cyberdefensemagazine.com/infosec-innovators-marketplace 

 

Now Includes: 

Your Graphic or Logo 
Page-over Popup with More Information 

Hyperlink to your website 
BEST HIGH TRAFFIC OPPORTUNITY FOR INFOSEC INNOVATORS 

 

 
 

Email: marketing@cyberdefensemagazine.com for more information. 

http://www.cyberdefensemagazine.com/infosec-innovators-marketplace
http://www.cyberdefensemagazine.com/infosec-innovators-market/
mailto:marketing@cyberdefensemagazine.com
http://www.cyberdefensemagazine.com/�
http://www.cyberdefensemagazine.com/infosec-innovators-market/�
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Cyber Warnings Newsflash for 
September 2015 
Highlights of CYBER CRIME and CYBER 
WARFARE Global News Clippings 
 
Here is a summary of this month’s cyber security news. 
Get ready to read on and click the links below the titles to 
read the full stories.  So find those of interest to you and 
read on through your favorite web browser… 

 

Online ads used for DDoS after pushing malware 

http://www.infoworld.com/article/2986858/network-
security/online-ads-used-for-ddos-after-pushing-malware.html 

 

Apple lists top 25 apps hit by malware in first major attack 

http://www.reuters.com/article/2015/09/24/us-apple-china-malware-idUSKCN0RO1GR20150924 

 

EXPERTS WARN AGAINST MALWARE THAT CAN DRAIN ACCOUNTS OF ATM USERS IN MEXICO 

http://abc13.com/finance/experts-new-malware-can-drain-accounts-of-mexico-atm-users/1002304/ 

 

Malware infecting Apple's Apps has already been taken down 

http://www.ibtimes.com.au/malware-infecting-apples-apps-has-already-been-taken-down-1469897 

 

Cisco Offers Free Tool To Detect SYNful Knock Router Malware 

http://www.darkreading.com/advanced-threats/cisco-offers-free-tool-to-detect-synful-knock-router-
malware-/d/d-id/1322332 

 

http://www.infoworld.com/article/2986858/network-security/online-ads-used-for-ddos-after-pushing-malware.html
http://www.infoworld.com/article/2986858/network-security/online-ads-used-for-ddos-after-pushing-malware.html
http://www.reuters.com/article/2015/09/24/us-apple-china-malware-idUSKCN0RO1GR20150924
http://abc13.com/finance/experts-new-malware-can-drain-accounts-of-mexico-atm-users/1002304/
http://www.ibtimes.com.au/malware-infecting-apples-apps-has-already-been-taken-down-1469897
http://www.darkreading.com/advanced-threats/cisco-offers-free-tool-to-detect-synful-knock-router-malware-/d/d-id/1322332
http://www.darkreading.com/advanced-threats/cisco-offers-free-tool-to-detect-synful-knock-router-malware-/d/d-id/1322332
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Intelligent system to check malware hidden in shortened Twitter URLs 

http://www.techworm.net/2015/09/intelligent-system-to-check-malware-hidden-in-shortened-twitter-
urls.html 

 

Forbes Shuts Down Ads Serving Malware 

http://www.forbes.com/sites/thomasbrewster/2015/09/22/forbes-website-served-malware/ 

 

Gaza cybergang sending malware files to IT and IR personnel 

http://www.scmagazine.com/gaza-cybergang-sending-malware-files-to-it-and-ir-
personnel/article/441427/ 

 

Hilton hotels in credit-card-stealing malware infection scare 

http://www.theregister.co.uk/2015/09/25/hilton_pos_breach/ 

 

White House considered bypassing encryption with malware disguised as updates 

http://www.theverge.com/2015/9/24/9393091/white-house-break-encryption-updates-working-group 

 

Seven years of malware linked to Russian state-backed cyber espionage 

http://arstechnica.com/security/2015/09/seven-years-of-malware-linked-to-russian-state-backed-
cyberespionage/ 

 

Odlanor Malware Raises Some Concern at PokerStars and Full Tilt 

http://www.pokernews.com/news/2015/09/odlanor-malware-pokerstars-full-tilt-22805.htm 

 

 

http://www.techworm.net/2015/09/intelligent-system-to-check-malware-hidden-in-shortened-twitter-urls.html
http://www.techworm.net/2015/09/intelligent-system-to-check-malware-hidden-in-shortened-twitter-urls.html
http://www.forbes.com/sites/thomasbrewster/2015/09/22/forbes-website-served-malware/
http://www.scmagazine.com/gaza-cybergang-sending-malware-files-to-it-and-ir-personnel/article/441427/
http://www.scmagazine.com/gaza-cybergang-sending-malware-files-to-it-and-ir-personnel/article/441427/
http://www.theregister.co.uk/2015/09/25/hilton_pos_breach/
http://www.theverge.com/2015/9/24/9393091/white-house-break-encryption-updates-working-group
http://arstechnica.com/security/2015/09/seven-years-of-malware-linked-to-russian-state-backed-cyberespionage/
http://arstechnica.com/security/2015/09/seven-years-of-malware-linked-to-russian-state-backed-cyberespionage/
http://www.pokernews.com/news/2015/09/odlanor-malware-pokerstars-full-tilt-22805.htm
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Cyber crims up the ante with Google Play brainteaser malware 

http://www.theregister.co.uk/2015/09/22/braintest_android_rootkit_brainteaser_malware/ 

 

Cardiff University Designs Malware Detection System in Twitter Inc Short URLs 

http://www.technewstoday.com/26384-cardiff-university-designs-malware-detection-system-in-
twitter-inc-short-ur/ 

 

How to Prepare for the Ever-Changing Evolution of Malware 

http://www.itbusinessedge.com/slideshows/how-to-prepare-for-the-ever-changing-evolution-of-
malware-02.html 

 

How to protect yourself against the XcodeGhost iOS malware 

http://www.itworld.com/article/2984944/malware/how-to-protect-yourself-against-the-xcodeghost-
ios-malware.html 

 

Hack Brief: Malware Hits 225,000 (Jailbroken, Mostly Chinese) iPhones 

http://www.wired.com/2015/08/hack-brief-malware-hits-225000-jailbroken-mostly-chinese-iphones/ 

 

Cheetah Mobile Warns About Ghost Push Malware 

http://en.yibada.com/articles/67459/20150925/cheetah-mobile-warns-ghost-push-malware.htm 

 

Chinese firm attacks Android phones via malware-laced apps 

http://www.v3.co.uk/v3-uk/news/2427186/chinese-firm-attacks-android-phones-via-malware-laced-
apps 

 

http://www.theregister.co.uk/2015/09/22/braintest_android_rootkit_brainteaser_malware/
http://www.technewstoday.com/26384-cardiff-university-designs-malware-detection-system-in-twitter-inc-short-ur/
http://www.technewstoday.com/26384-cardiff-university-designs-malware-detection-system-in-twitter-inc-short-ur/
http://www.itbusinessedge.com/slideshows/how-to-prepare-for-the-ever-changing-evolution-of-malware-02.html
http://www.itbusinessedge.com/slideshows/how-to-prepare-for-the-ever-changing-evolution-of-malware-02.html
http://www.itworld.com/article/2984944/malware/how-to-protect-yourself-against-the-xcodeghost-ios-malware.html
http://www.itworld.com/article/2984944/malware/how-to-protect-yourself-against-the-xcodeghost-ios-malware.html
http://www.wired.com/2015/08/hack-brief-malware-hits-225000-jailbroken-mostly-chinese-iphones/
http://en.yibada.com/articles/67459/20150925/cheetah-mobile-warns-ghost-push-malware.htm
http://www.v3.co.uk/v3-uk/news/2427186/chinese-firm-attacks-android-phones-via-malware-laced-apps
http://www.v3.co.uk/v3-uk/news/2427186/chinese-firm-attacks-android-phones-via-malware-laced-apps
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Malware archaeologist to industry: ‘Enable and configure’ | #splunkconf 

http://siliconangle.com/blog/2015/09/24/malware-archaeologist-to-industry-enable-and-configure-
splunkconf/ 

 

VisitorTracker Malware Affects Thousands of Wordpress Sites 

http://www.pcmag.com/article2/0,2817,2491577,00.asp 

 

Kovter malware upgraded with Poweliks features 

http://www.scmagazine.com/kovter-malware-upgraded-with-poweliks-features/article/440711/ 
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