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Cyber Security Education & Jobs – IT is a Hot, Growing Market!
There’s been a global epidemic – a financial meltdown felt across 

the world – America, the Global Superpower has roughly 90m out 

of work and over 45m on food stamps.  It seems very depressing

when you think about it, doesn’t it?  However, there is one field that 

continues to grow at an explosive rate – that’s Cyber Security.  In 

addition, when you think about tough economies, they usually bring 

out the worst and the best in people.  If someone feels desperate 

or has no integrity and lots of brain power, what do they do?  Many 

turn to crime and with so many on the internet, they will turn to Cybercrime.  Why?  It’s much 

easier to use a computer, network access and some of the many free hacking tools or 

customizable malware to take control of remote systems – the victims range from consumers 

losing their identities to bank accounts being looted (even some governments are doing this –

stealing hard earned tax payers monies to pay off the governments foolish debts).  So, where to 

turn and what to do?  Turn to Cyber Security and defend others against Cyber criminals or 

Cyber terrorists.  Become a Cyber Security Expert.  If you read our magazine each month you 

might say – hey, I’m already an expert.  But are you really?  No one is truly a Cyber Security 

expert – it’s an ever evolving field and it requires constant training and attention.  Yes, you can 

build a ‘defense in depth’ model as an IT professional managing a corporate firewall and some 

anti-virus software but that’s exactly what the Cyber Security experts at the New York Times did 

before they were breached.  Their breach was so severe, that even Symantec’s antivirus 

software only found 1 out of 45 pieces of malware on the network.  This leads one to believe 

that there will be lots of zero-day malware R&D jobs out there at Symantec, right?  So, what are 

you waiting for?  Take every Cyber Security refresher course or Ethical Hacking program you 

can – find the time to do some new research – test your theories and your belief that your 

security posture is top notch as a Cyber Warrior, or you might end up being a victim.  In 

balance, the world is always full of great opportunities if you look and work hard enough – you’ll 

probably agree that being the best Cyber Security professional you can be will get you and your 

family through these tough times and make you invaluable at your current or future job!

Pierluigi Paganini
Pierluigi Paganini, Editor-in-Chief, Pierluigi.Paganini@cyberdefensemagazine.com
P.S.  Congratulations to Kemal E. Cakinberk as this month’s contest winner!

mailto:Pierluigi.Paganini@cyberdefensemagazine.com
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Training the Cyber Defenders of Tomorrow

How one non-profit organization draws students to science and technology 

with innovation and fun!
By: Caity Rogowski, Communications Assistant, Air Force Association

When they heard in January that they had qualified for nationals the two teams from North 

Hollywood High School were overwhelmed with excitement. After months of preparation the 

students celebrated overcoming academic burdens and inexperience to make it to the final 

round of competition. 

“This was only the second year participating in the competition, so we didn't really know what to 

expect,” said team coach Jay Gehringer. 

Competitors from Chantilly Governor’s STEM Academy in Chantilly, Va. felt the same way. 

“Our team began the year as five young men with individual strengths in computer science, and 

applied information technology.  During the competition season, they worked to optimize their 

individual strengths – and meet each new challenge as a team.  The transformation to an 

effective team was amazing and incredibly rewarding for all,” said Joan Ozdogan, Chantilly 

Academy coach. 
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CyberPatriot is the premiere national high school cyber defense competition created by the Air 

Force Association to inspire high school students toward careers in cybersecurity or other 

science, technology, engineering, and mathematics (STEM) disciplines critical to our nation’s 

future.

Managed by the Air Force Association and with support from the presenting sponsor the 

Northrop Grumman Foundation, and other firms including CIAS, SAIC, AT&T, CISCO, 

Microsoft, Raytheon, USAF Today Education, URS, Splunk, Air Force Research Libratory, and 

University of Maryland University College, CyberPatriot was created to develop interest in a 21st

century field of great national need. Into its sixth year, and growing fast, it gives teenagers a 

chance to learn how to protect computer systems against malware, viruses and hackers while 

competing virtually against their peers.

Over 1,200 teams registered for the 2012-2013 CyberPatriot V competition season, with the top-

scoring teams winning all expenses-paid trips to the National Finals Competition in Washington, 

D.C.

Any high school – public, private, charter, magnet, or home – can field a team for the Open 

Division, while Junior ROTC units from any Service and Civil Air Patrol and Naval Sea Cadets 

Corps squadrons are eligible to field teams in the All Service Division. The educational 

experience and materials are identical for students in either division.

To reach the National Finals Competition, teams have to survive three preliminary rounds –

each comprising of virtual competitions in which students work from their home communities.  At 

the appointed time, teams download identical simulated computer networks pre-configured with 

intentional security problems. They then race to patch the holes and guard against further 

intrusions, while a central CyberPatriot computer keeps score in real time.

“I am continually impressed with the incredible growth and enthusiasm our program seems to 

generate each year,” said Bernie Skoch, CyberPatriot Commissioner. “We look forward to 

introducing a larger range of students to cyber defense, cyber careers and other aspects of 

operating in the cyber realm. With our nation facing an increased need for the next generation of 

cyber leaders in our workforce, CyberPatriot provides an environment where students work as a 

team to solve vulnerabilities in a network and defend computers from real-life computer threat 

scenarios.”

The competitive nature of CyberPatriot gives high school students who may not have even 

known they had interest in cyber systems a chance at the glory usually reserved for 

interscholastic athletes. It also pushes the members of the teams to reach beyond their 

information technology curriculums and learn as much as they can on their own.

“This program was created to inspire students and teachers to embrace STEM education in 

high schools throughout the country,” said George Muellner, Air Force Association Chairman of 

the Board. “Now, six competition seasons later, we have built a community of students, 

coaches, mentors, and sponsors that all support the belief that STEM and cybersecurity are 

critical to the future success of our country.”
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In many high schools there just are not many opportunities for technically-inclined students to 

join in group activities or compete in any way, said Gregory B. White, director of the Center for 

Infrastructure Assurance and Security at the University of Texas, San Antonio, one of the 

founding partners of CyberPatriot.

“There are a few events out there, like robotics competitions, but they are so expensive to get 

into,” said White. “CyberPatriot provides an opportunity for these students.”

Teams also benefit from the expertise of the competition’s sponsors, including the Northrop 

Grumman Foundation, CyberPatriot’s presenting sponsor, which has contributed mentors, 

internships and over $150,000 in scholarship money in the past three years to the competition. 

“We show gratitude to the educators, mentors, coaches, sponsors, and volunteers who have 

performed above their peers and have devoted countless hours to their teams’ success in this 

program, as well as their students’ success in life,” said Commissioner Skoch.

The majority of the teams consist of five members and one alternate; however some schools in 

this past year’s National Finals Competition consisted of as few as two teammates. “North 

Hollywood High School had two teams at Nationals: a team of three and a team of five. The 

team of three actually thought it was an advantage in many ways because they communicated 

so well and it would have been more difficult to work together if the team was bigger,” said North 

Hollywood Coach Jay Gehringer.

Throughout each round of competition the students assume the role of system administrators on 

virtual networks.  They are charged with securing their network and fending off intrusions by a 

team of industry professionals who were in the back of the room.  Teams are scored on how 

successfully they defend their networks.  Additional scoring is earned through a Cisco 

sponsored network configuration component of the competition and through a digital forensics 

segment.

The contest also forces them to expand their technical knowledge to include aspects of different 

generations of Windows operating systems, as well as Linux. "We simply must attract more 

bright young students to science, technology, engineering, and mathematics, and we believe we 

have hit on a unique way of doing that through an exciting high school cyber competition,” said 

Commissioner Skoch. 

In April of 2013 AFA announced the expansion of the CyberPatriot program to include a new 

initiative in middle schools across the country. The CyberPatriot Middle School Program, 

developed in cooperation with the Center for Infrastructure Assurance and Security at the 

University of Texas at San Antonio, will allow middle school students to benefit from 

cybersecurity experience similar to that which high school students have been experiencing 

since 2009.

The CyberPatriot Middle School program will begin with a lead pilot program in the Los Angeles 

Unified School District in late summer. The program will be expanded to more pilot areas in 
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October 2013, centering on CyberPatriot’s growing network of Centers of Excellence. It will be 

made available to school districts everywhere in 2014.

Registration for the sixth season of CyberPatriot is now open. Interested coaches can visit 

www.uscyberpatriot.org for more information on how to register their school. Practice Rounds 

begin on October 1, 2013 and the first round of competition will be held virtually in November.

About The Author

Caity Rogowski is the Communications Assistant for the Air Force 

Association.  The Air Force Association is a non-profit, independent, 

professional military and aerospace education association. Our mission is 

to promote a dominant United States Air Force and a strong national 

defense, and to honor Airmen and our Air Force Heritage. To accomplish 

this, we educate the public on the critical need for unmatched aerospace 

power and a technically superior workforce to ensure U.S. national 

security, advocate for aerospace power and STEM education, and 

support the Total Air Force family while promoting aerospace education. AFA has 200 chapters 

nationally and internationally representing more than 105,000 members. Caity can be reached 

online at (crogowski@afa.org, @AirForceAssoc and @CyberPatriot) and at our organization 

websites www.uscyberpatriot.org and www.afa.org. 

http://www.uscyberpatriot.org/
mailto:crogowski@afa.org
http://www.uscyberpatriot.org/
http://www.afa.org/
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CISOs, Your Biggest Threat to Cyber Attack is …. YOU!

A recent study by firewall management security vendor AlgoSec reports that the greatest 

business security risks and challenges come from insider threat. The report, The State of 

Network Security 2012: Attitudes and Opinions, a polling of 182 IT security and ops 

professionals, found that the greatest risk to IT security was internal threat, either by a user 

within the organization or by the user in collaboration with an external cyber-criminal. Simply 

put, your biggest threat to cyber-attack is those whom you have entrusted to access your 

organization’s network. When your parents used to say “you just can’t trust anyone anymore,” 

nearly 28 percent of the IT specialists in the survey agree that those entrusted to our 

organizations constitutes the biggest threat. 

According to the survey, there are a number of reasons insider threat is such a problem, but the 

main culprits are poor visibility and too many manual processes to go through to find that needle 

in the haystack that alerts you to a potential threat. So how to you become a proactive network 

security guru and hero and head the insider threat off at the pass? First you need the log data 

so you can have something to look at (visibility), and then you need some type of alerts-based 

methodology that looks at abnormalities in user behavior and tells someone or some system to 

do something about it (automated response). 

Sounds a lot simpler than it actually is but with the right approach you can secure your systems 

from internal threat for years to come. Still however, effective cyber threat management is a 

long journey that needs to be created and managed in stages. You will have much greater 

success if start small, shoring up a small portion of your network before a full-scale rollout. Take 

a few mulligans on a smaller scale and absorb a few punches before you go wide scale and 

attack the problem across your enterprise. 

TIP 1: Attack your IT security problem in small bites. Don’t try to do too much too 

soon. 

Log Management, Your System of Record and ‘Houston We have a Problem’

The first place to get a window of visibility for user behavior is a log file. As you know, every time 

a user gives your network an instruction (a mouse click) a log file is generated. Good IT security 

practice dictates that you collect a recorded log of each of those instructions and store them 

with the intent to do something with them. This is your IT security system of record, sometimes 
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called your IT security “console.” It is in this console that you matriculate the millions (in a large 

enterprise) of user instructions that happen every minute across your network.

As you have quickly deduced, you are going to very quickly have a big data problem. This is 

undoubtedly going to be a very large collection of data that you are going to be doing something 

with. If you are like most organizations that are prodded to do compliance things by acronym-

laden IT security orgs such as PCI DSS, HIPAA, FISMA, NERC, FERC, SOX and many others, 

you will be collecting, storing and encrypting these log files for years to come. And mind you, 

this is only the beginning of your compliance and IT security management juggling act. 

TIP 2: Be cognizant of future compliance considerations when collecting log data. 

Fuel for the Fire: IT Complexity

Forrester Research analyst J.P. Garbani professes that IT complexity doubles every two years. 

Just when you think you are taking a step forward and getting all the things in your network 

management job description under control, your procurement department sends you more 

hardware because someone high up believes more hardware that can be gotten cheaper is the 

solution. 

And this is where your log management problem balloons. Each of you has applications on 

distributed systems, mainframe systems, virtual drives, smart phones, tablets, and other 

systems I don’t even know about. Most of these applications are new but many of them are 

really old and you might not even know they are being used. Dousing this complexity fire with 

more fuel is the fact that most IT security “systems of record” reside on distributed platforms, 

and somehow, you need to get all of this disparate log data into a format that works on a 

distributed platform and that can also handle an enormous amount of data. 

Additionally, you need to be able to do this in real time, right? IT security works best now not 

last night when you have been hacked and you find out about it from a mainframe batch run. So 

your network access is wide and vast, your people and processes are many and the log data 

generated from all of this activity is ginormous. 

Furthermore, most of the major IT security consoles use Syslog to store data and look for cyber 

trouble. Because of your network complexity problem, you are also going to have a log data 

format problem. As if that weren’t enough complexity for you, think about this. IT security is not 
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management) console, would provide for a lot of clutter and consume a large quantity of data 

going to be very effective if you are monitoring only distributed systems that easily communicate 

with your distributed security console. You need user data from all points of access in your 

network if you are going to track all user activity. That being said, you are also going to need 

tools that can convert log files from all disparate sources into Syslog protocol for your IT security 

console to make sense of the data. 

TIP 3: Aggregate your user log data from any network point of entry – mainframe, 

distributed, mobile, and other. 

‘Okay, so what do we do with all of this data?’

As mentioned above, some industry watchdog organizations will require at a minimum that you 

archive and store (and in some cases encrypt) the log data for compliance and forensics. Next 

step? Now you have to do something with it that is meaningful and proactive at detecting 

internal cyber threat. This is where the IT security console comes in. Running your user log data 

through an effective security console that is connected to an alert system (i.e. a service desk 

system) is going to give you the biggest bang for your IT security budget and make you look like 

a hero every time you uncover a potential breach. 

Right now you might be asking yourself: How can you possibly run millions and millions of user 

logs through your security console without a disruption to system performance? But there are 

other questions you should also be asking:





What should I be looking out for in a user log? 

How will I know if something criminal is going on?

At what point does my security console alert me and my team?

 How fast and automated can the action-after-alert be?  

TIP 4: Look for signs in the data that indicate errant user behavior and link your 

response to an action within your service desk.

The Right Data and the Viable User Log

Running all your log data through your IT security or SIEM (security information and event 
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processing. Your best bet is to find the data that has the particular attributes that are indicative 

of insider (or any other) threat. Once you have identified this user log data, it is possible to 

correlate this data with other user data that has its own potential-threat attributes and suspect 

user behavior will emerge. For example, your IT security admin logging into the system from 

home is not necessarily indicative of threat. However, if you correlate other log attributes to his 

home log in – he logged in at midnight to a server he never goes to from an IP address that he 

has never used – you may find something amiss. 

It is important now to point out a major distinction on what we mean by viable log. There are 

user logs and then there are user event logs, and the success of your security initiative will in 

large part depend on your understanding of difference between the two. Differentiating “event 

data” from “log data” is marked by four main characteristics:

-

-

Is it pertinent?

Does it have context?

- Is it timely?

- Is it actionable?

Event log data is actually a highly specific subclass of log data. Event log data has various 

characteristics that distinguish it from other log data. Is it pertinent? By this we are asking how 

interesting is this event and how often does it occur?

Additionally, in what context is the data relevant? An event must have enough of a context to 

make it understandable. Saying “something happened today” is certainly pertinent but without 

more information, this is not much different than saying “nothing happened today.” In the right 

context – “At 2:00 p.m. today, they notified me that I won the lottery.” – the occurrence 

constitutes a possible event because of the context and timeliness of the statement (i.e. log). 

But you still need something else that follows an occurrence for it to be an event; you need it to 

be actionable. The logical follow up to winning the lottery would most certainly be actionable 

“…let’s go buy a Ferrari.” Now that’s an event!

With these particular characteristics, you can now identify what logs you might want to correlate 

that can help you identify potential cyber threat. Look at user logins and the times they are 
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perpetrator until additional help arrives.

accessing your network. Understand what locations they are accessing, from what IP 

addresses, and if any of the file or file structures in those locations have changed (File Integrity 

Monitoring). Any event outside of the norm for a user that has pertinence, context, timeliness, 

and a subsequent action, is certainly anomalous and worthy of immediate investigation/action. 

TIP 5: Know what to look for. You don’t have to pour through all the data to find 

the anomaly, just the most meaningful data.

Take Action!

Ultimately, your IT security and compliance initiative will wind up having an off-site archived 

repository (ideally encrypted) for all user logs and a SIEM console to run event log data through. 

Within the console you will have a correlation engine that looks at patterns of behavior to sniff 

out user behavior indicative of threat. Your next step is to take action, and preferably as quick 

and with as much automation as possible. 

Your service desk may be able to first detect a security event, perhaps from to a performance 

slow-down, automated system alert, or anomaly detection software if it is sending data in real 

time. In the latter case, there needs to be a clear path of action for those who are staffing the 

service desk, such as notifying a "security action response" team who can investigate the event 

and make a decision whether this is a false positive, an anonymous threat, or bad player within 

your organization.

The security action response team will take a look at the situation, weigh the evidence, and take 

necessary corrective action. The team will likely be staffed by security officers that have the 

responsibility and the power to immediately police a situation, and make the immediate 

decisions that can minimize the impact of the threat to your organization. 

Despite being someone on your team, be aware that you may have a criminal on your hands 

and you must be prepared for the due diligence and due process that will accompany the 

situation.  It will be very important to have a clear chain of evidence that will withstand scrutiny, 

such as past behavior, motive, and of course, tamper-proof log data (forensics) that justifies 

dismissal of the employee, and possible criminal prosecution. In some cases, the security 

response team may need to contact State or Federal law enforcement. In the most severe and 

dangerous circumstance, the security response team may need to physically restrain the 
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Mr. or Ms. CISO, it is now up to you!

Unfortunately Mr. or Ms. CISO, the biggest threat to the security of your most valuable asset –

–the bits and bytes that make up your organization’s DNA is you, because you hold watch over 

the people, processes and IT systems that operate your network. If you are thorough and have 

hired the right managers who get the most out of the resources in their charge, you have a great 

chance of not becoming an insider breach news headline. 

But there are many external factors that influence user behavior; the things that go on in users’ 

lives that you don’t know about and have absolutely no control over. What you DO have control 

over with this proactive approach is your understanding of user behavior as revealed through 

user event log correlation. Now you are participating in a proactive and practical IT security 

policy with adherence to organizational compliance. This best-practice approach starts at the 

event log file, and ends with a proactive and automated action taken by your service desk at the 

first sign of potential threat. The data is there. You just have to go make it happen with your 

people and the right systematic approach. 

About The Author
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volume of these transmissions grows, so does the opportunity for cyber incidents. To support 

The Cybersecurity Landscape in the FY 2014 Federal Budget

Cyber opportunities continue growing but vendors have to know the territory

Innovation, emerging technologies, strategic 

by Stephanie Sullivan and Lloyd McCoy

sourcing and shared services will be 

required to fulfill many of the requirements 

of the FY 2014 federal budget, released in 

April 2013. Mission needs will grow despite 

spending constraints, and protecting the 

nation's critical infrastructure will continue to 

be a top priority. As a result, the new budget 

includes major investments for securing 

federal IT networks, strengthening the 

cybersecurity workforce, and implementing 

continuous monitoring capabilities.

There is no shortage of cybersecurity 

opportunities across the federal landscape if the FY14 budget is our guide, but vendors must 

understand the mission-critical needs and challenges in these programs and deliver innovative 

solutions in a rapid and agile manner, especially given budget constraints. Doing so will enable 

them to work across government agencies to build requirements that will reduce operational 

costs in the design phase, while helping to guarantee short-term returns on investment.

In an era of tight budgets and workforce cuts, there is bipartisan support for more cybersecurity 

spending, which is good news for the technology industry. The increase comes amid growing 

concern by senior military and political leaders about the threat of cyber-attacks by both state 

and non-state actors. That concern was intensified last week after the Pentagon released its 

annual report to Congress on military and security developments in China. The report 

highlighted continued attacks focusing on the defense industrial base and other sectors of 

strategic importance to China.

This article presents a snapshot of some of the top funded civilian and defense cybersecurity 

opportunities in the FY14 budget to provide a starting point for pipeline development by 

commercial off-the-shelf IT product vendors.

FY14 Civilian Cyber Opportunities

Department of Veterans Affairs (VA)

In FY14, the VA will look at establishing a project that will meld big data analytics with a risk 

management approach to provide information on security risk evaluation and decision-making. 

This project will address privacy concerns regarding the transmission of health records. As the 



-

released a Request for Information (RFI) last November for re-competing the contract, in which 
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this new project, the VA has requested an increase of $16.7 million for its main cybersecurity 

line item in FY14, making the total request $189.4 million.

Department of Homeland Security (DHS)

DHS’s second largest overall program is dedicated entirely to cybersecurity efforts, including 

continuous monitoring, diagnosis, and mitigation activities to strengthen the security posture 

across federal .gov networks. The Continuous Diagnostics and Mitigation (CDM) program will 

assist DHS in overseeing the procurement, operations and maintenance of sensors and 

dashboards deployed to federal agencies. DHS has requested a total of $168.1 million dollars 

for this investment in FY14, most of which ($121.4 million) will go to development, 

modernization and enhancement (DME) purchases. DHS released a Request for Proposal 

(RFP) for this requirement in December 2012, though with no immediate award timeframe.

Department of Justice (DOJ)

DOJ has many cybersecurity initiatives that reach across the agency, in part due to the 

extensive networks DOJ has established with law enforcement organizations across the 

country. One of the most interesting of these initiatives is the FBI’s “Next Generation Cyber 

Initiative,” which is getting a substantial increase of $86.6 million in FY14. The initiative focuses 

on what the FBI considers the greatest cyber threat – intrusions into government and industry 

computer networks. The FBI will use the increase to improve its cyber collection and analysis 

capabilities, as well as beef up its investigative personnel staff.

Department of State (DOS)

DOS is requesting $26.8 million in DME funding for the Foreign Affairs Network (FAN), an 

increase of $10 million over FY13, and bringing total funding to $30.3M for the initiative. The 

FAN supports the Department’s business continuity/disaster recovery efforts by providing an 

enterprise solution for data off-shoring. This investment will look for products and solutions to 

assist in providing a secure, coordinated, consolidated and cost-efficient IT infrastructure and 

network platform for U.S. agencies operating overseas.

Federal Aviation Administration (FAA)

The FAA is requesting $23 million for the Information Systems Security Program to fund the 

Department of Transportation’s (DOT) Cyber Security Management Center (CSMC), which is 

responsible for identifying and remediating cybersecurity incidents across the entire DOT 

enterprise. Over $10 million of this request will be set aside for new purchases and systems in 

both FY13 and FY14. The DOT Office of Inspector General’s (OIG) November 2012 audit report 

of FISMA compliance by the FAA provides hints about where the agency will plan to spend its 

DME dollars. According to the audit, FAA information systems have significant weaknesses in 

the areas of continuous monitoring and incident remediation.

It should also be noted that the FAA’s current Information Systems Security Support Services 

contract, held by Metters Industries, Inc., is due to expire on December 28, 2013. The FAA 
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the agency declared its intent to make a single award to a service-disabled veteran-owned small 

business (SDVOSB); an RFP is likely as early as June.

FY14 Defense Cyber Opportunities

The FY14 Department of Defense (DOD) budget proposes $4.7 billion in spending on 

cyberspace operations, a 20% increase over prior year levels. Some of this increase will go 

toward expanding and consolidating the DOD cyber workforce, interagency cybersecurity 

centers, and increased network defense operations.

The FY14 budget also proposes the creation of cybersecurity teams that will specialize in critical 

infrastructure protection, cyber defense and cyber offensive operations. These units would 

operate under the U.S. Cyber Command (USCYBERCOM) and hopefully improve what has 

been a disjointed approach to cybersecurity. USCYBERCOM continues to move toward 

becoming a unified command, which would give it an equal seat at the table with the existing 

combatant commands.

U.S. Air Force

The FY14 budget proposes a total of $80 million for Air Force Intranet (AFNET) Increment 1 and 

2, a 7 percent increase over the FY13 budget. Its purpose is to eliminate security vulnerabilities 

within the network and enable Air Force cyber components to remotely defend and operate the 

Air Force enterprise.

DME spending will account for $21 million of the budget request, much of which will go towards 

security enhancements to the classified portion of the network, a vital component of the DOD 

Secret Internet Protocol Network (SIPRNet). The Air Force is also consolidating all of its 

individual or stand-alone networks into AFNET. Vendors should expect several AFNET-related 

RFPs this year for storage area networks, virtualization services and network management 

solutions.

U.S. Army

The Army is requesting $1.3 billion in FY14 for all three increments of the Warfighter Information 

Network - Tactical (WIN-T) program, a 46% increase over FY13 requested levels. The majority 

of the increase supports new investments in Increments (Inc) 1 and 2.

WIN-T is the Army’s tactical communications system, providing voice, video and data 

communications to the soldier, from the battlefront to the rear. WIN-T Inc 1 replaces older 

systems to provide the warfighter with a broad spectrum of information services including video, 

graphic data and imagery with an extended reach-back capability. WIN-T Inc 2 adds warfighter 

mobility and provides a communication network down to the tactical unit level. The Army hopes 

to leverage commercial technologies to improve network management and monitoring for WIN-

T Inc 2 enhancements as it begins equipping units later this year, which will include connecting 

select combat vehicles to the DOD SIPRNet.

U.S. Navy
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The Navy is requesting $409 million in FY14 for its Consolidated Afloat Networks Enterprise 

Service (CANES), which replaces existing shipboard networks and will feature improved 

information assurance and computer network defense capabilities. The request is about even 

with the FY13 request, but over 90 percent of the program’s budget is new procurement money 

as the Navy is expected to award full deployment contracts in early FY14. CANES is designed 

with embedded information assurance and computer network defense capabilities. Its systems 

and network management capabilities provide automated information assurance vulnerability 

alerts (IAVA), intrusion detection, detection of rogue access and the ability to command and 

control the network.

After much delay, the Navy is expected to award a five-year, $5 billion contract in May for the 

Next Generation Enterprise Network (NGEN), which will replace the Navy-Marine Corps Intranet 

NMCI). FY14 funding will go toward tech refreshes of fielded equipment and components 

required to support the network, and the Navy will begin to procure the backbone infrastructure 

for the network. As with CANES, there will be significant information assurance and computer 

network defense teaming opportunities.

U.S. Marine Corps

The Marine Corps hopes to spend approximately $50 million in FY14 year on its Marine Corps 

Network Operations and Security Center (MCNOSC), an “operational” command charged with 

directing global network operations and computer network defense of the Marine Corps 

enterprise network. MCNOSC is the Marine Corps' nucleus for enterprise data network services, 

network support to deploying forces and technical development of network-enabled information. 

It executes full spectrum network defense, including protection, detection, response and 

sustainment functions.
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Are You Inviting Hackers into Your Network?

It no longer requires high tech tools to hijack an imperiled network.

by Peter Martini, COO iboss Security

Are you using a traditional MDM solution?  You could be leaving the backdoor to your network 

swinging wide open for anyone to slip inside.  For example, when you set the traditional proxy 

settings on iOS devices to extend web filtering when users are off-premise and allow users to 

enter their directory credentials to authenticate, you could be exposing the credentials to the 

public. Even when utilizing HTTPS login on the mobile device, the data is sent in simple 

encryption. All the thief needs is a receiver, some free software, and about 15 seconds of 

patience.  

Recently, the iboss Mobile Security team identified a network vulnerability when securing tablets 

and mobile devices with MDM when off-premise. They showed how a hacker could access the 

network using nothing more than tools you can buy anywhere and free software on the web.  

They didn’t even have to download it!  How can this be you ask?





Tools are cheap - free even!



Takes less than one minute to gain access.

Anyone can do it!

It is horrifyingly simple. Once a 

user inputs his/her username and 

password, even if it is only once 

during initial authentication, that 

information is communicated every 

time the device connects to the 

internet and then again it is 

transmitted to each new site or 

page visited.  The proxy portion of 

the request to connect is never

encrypted even when accessing 

an https site because the device 

still has to handshake with the 

page in a brief communication.  

Usernames and passwords are 

easy to collect because that 

information is transferred during 

the handshake with each and 

every connection.  
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Hackers can also see IP addresses and then set themselves up on your network.  With very 

little patience and some testing, a hacker can find the credentials of your network management 

staff and with that can hijack the entire network.  The time has passed when this type of simple 

proxy setting secured a network from even the laziest hacker.  

To learn more about how to close this backdoor and secure your network, contact iboss Security 

at iboss.com.

About iboss Security:

iboss NxtGen SWG Web Security solutions are highly scalable providing layer 7 granular HTTP, 

SSL, Threat and Application control across on-premise and mobile devices with dynamically 

searchable user based reporting. Integrated directory aware Intelligent Bandwidth Management 

extends network access for BYOD and mobile devices while ensuring mission critical services 

remain uninterrupted.
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What to Look For in a Network Management System

by Brad Hale, Product Marketing Principal, SolarWinds

Business critical applications and services such as voice, video and business intelligence are 

becoming more and more of a competitive differentiator for businesses of all sizes.  Couple this 

with various mandatory regulations and protocols, stretched IT staffs, and complex, dynamic, 

virtualized network environments, and network management and monitoring software has 

become a necessity.   

As network administrators we are always on the lookout for the right network management 

system (NMS). We often find ourselves analyzing tradeoffs between functionality and budget, 

and trying to find the optimal solution that’s both affordable and effective.  Here are some key 

considerations that should help you create a short list of tools for evaluation.

Simple Interface

Whether you like to see your network data presented in a graphical or tabular format, everything 

you need to see should be easy to get to, should be customizable, and should be accessible by 

your entire team based on their access and roles. Look for a system with a web-based interface 

that provides out-of-the-box charts and graphs that can be customized and includes role-based 

access control.

Network Discovery

When you first install a network management system (NMS), you will need the ability to both 

discover all the devices on your network and map those devices and their connections. At a 

minimum, you will want to be able to map at layer 3, ideally you will want to map layer 2 and 

layer 3 so you can associate a MAC address with a specific switch port. In addition to 

discovering devices at the initial installation, you want the ability to automatically discover new 

devices as they are added to your network.

Multi-Vendor Capability

In today’s network environment, it is virtually impossible to find a network that does not include 

devices from multiple vendors. While all device manufacturers offer some kind of utility or 

package that supports their devices, more often than not they do not support devices from other 

http://www.solarwinds.com/network-management-software.aspx
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manufacturers. Make sure your NMS can support devices from multiple manufacturers out-of-

the-box.

Real-time Agentless Monitoring

You’ll want the ability to continually collect and monitor data in real-time to pinpoint network 

issues and take proactive measures to prevent network outages. Systems that use standard 

network protocols such as SNMP, ICMP, and WMI typically do not require the installation of 

agents on your network devices or servers.

Intelligent Alerting

Network alerts are a checkbox for any modern NMS.  An intelligent alert, however, goes one 

step beyond and is not just a notification triggered by a network condition. It consists of a series 

of components that use database queries to identify elements outside their threshold limits, trap 

reception, syslog reception, suppression, and other qualification logic. The alert may also 

include an alert action (such as an email), a reset condition, and a reset action. It is because of 

the many interactions involved in this process that alerting quickly becomes complicated. And 

this is where an NMS should be intelligent enough to customize and automate this process, and 

escalate network alerts through a variety of alert delivery methods.

Reporting

Network performance and availability reporting is a mandatory requirement for a strong NMS. It 

serves various purposes such as:  providing IT administration and the management teams with 

customized reports on network health status; projecting future network performance trends and 

capacity needs based on reports; data analytics and forensics of network events and 

performance issues; and historical reports to be used as audit trail for any compliance 

requirement.  

This can require much customization to create reports based on specific requirements. 

Additionally, look for a scheduler to automate generation of these reports.  For effective network 

performance and troubleshooting reports you need to be able to: access ready-to-use out-of-the 

box NMS reports; create new reports without much difficulty; and customize and tailor existing 

reports for specific audiences and needs.
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Extensibility & Scalability

It is likely that your NMS will be the foundation of your overall IT management system. As such, 

you should look for a modular system that can be extended across your infrastructure and 

include elements such as network traffic, network configuration, systems and applications, 

virtualization, and storage to name a few.  No doubt your infrastructure will also grow over time, 

therefore, you need to ensure that the system you choose can easily scale.

Quick & easy deployment

With some network management systems, you can spend as much on deployment and 

optimization as on the solution itself.  Look for an NMS that does not require expensive 

integration services or external consultants.

So, how do you know if a network management system will meet your needs? Simple.  

Download the software and try it for free.  If you can’t try it before you buy it, then you may be 

looking at the wrong system.
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ourselves with outdated defenses?

How to detect zero day attacks?

by Tal Klein, Senior Director of Products, Bromium

“How to detect zero day attacks?” is a trick question. One with roots going back to 1937, when 

Alan Turing, commonly known as the godfather of computer science, stated: “Given a 

description of an arbitrary computer program on a computer, it is impossible for that computer to 

decide whether the program finishes running or continues to run forever.” This statement is 

known as The Halting Problem, and it’s the reason that we’ll never be able to detect a true zero 

day attack.

Detection is a messy approach to fighting malware. It happened to be convenient in the early 

days of personal computing because there weren’t many places for malware to hide, making it 

acceptable to believe that one could detect the delta between good and bad bits. Back then, 

systems weren’t as tightly interconnected as they are today, so the idea of a cure arriving before 

the malware could strike was a realistic proposition.

A security tool that relies on signatures is only as good as its signature database, which limits 

protection only to those attacks that have already been detected or that have been successful in 

the past. Therefore, any attack that takes advantage of a zero day exploit cannot be blocked by 

a security method that looks for signatures of malware previously struck by or found. To further 

circumvent security tools, malware writers have created a malware with polymorphic (ever-

changing) binary signatures, making it much harder to detect.

On the other hand, heuristic tools look for behavioral signatures which, to put it simply, consider 

whether the software is “good” or “bad”. This might be a reliable mechanism if application 

behavior could be blueprinted, however as applications become more cloud-y, determining 

intent through behavior becomes impossible. How can someone tell if an IP in the cloud is a

necessary resource or a command-and-control server? Furthermore, the behavior of targeted 

malware awaiting a connection to a sub-system can be undetectably benign prior to striking.

It is said that chivalry met its demise at the end of a cannon. Less poetically: don’t bring a sword 

to a gunfight. And, don’t expect a suit of armor to protect you from a cannonball. These may 

seem obvious, yet, as we witness new paradigms in malware design that are utterly invisible to 

both signature and heuristic-based detection, why do we continue to insist on protecting 
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Another area to look at is white listing which aims to stop any code that is not white-listed from 

running on an endpoint. It is founded on the belief that we centrally control and classify 

applications that are known-good. There may be thousands of apps within an enterprise, but 

even with all of their versions they ought to be enumerable and sign-able, so perhaps a white 

listed catalog is possible. Nevertheless, are those applications actually known-good, or known 

non-malicious, or even known-safe? That is a much more complex problem – in fact it’s the 

same problem that the black listing vendors face in trying to decide if code is malicious.

More importantly, the intent of malware design has shifted from tomfoolery and one-upmanship 

to corporate sabotage and nation-state espionage. Advanced attacks come at us from 

unexpected vectors and exploit unknown vulnerabilities. For example, in 2010 Iranians could not 

protect themselves against the computer worm StuxNet, simply because they were unaware of 

the possibility of such an attack and therefore unprepared.

Our biggest vulnerabilities have become our assumptions. As the technological landscape 

changes, so must our approaches. Many battle upsets have been decided simply because one 

side changed the rules of combat.

We make decisions in our lives based on the relative trust we have for the people, devices, and 

applications we interact with. We don’t look at fingerprint records before we decide if we’re 

going to share a piece of information with someone else. Instead, we rely on decision making 

instincts, policies we’ve developed for ourselves. These same human decision making traits are 

integral to us, so they should be innate to our computing devices.

Lastly, there’s the friction problem: existing endpoint security technologies punish users for their 

organization’s inability to protect each device. Incremental security technologies and policies 

have introduced a great deal of friction to the end user experience in enterprise IT, leaving 

employees feeling handicapped by them. A Government Business Council report, 

“Cybersecurity in Government: Balancing Access, Functionality and Mobility,” concluded that 

employees often circumvented information security tools and policies when time or location-

sensitive tasks arose because they believed cybersecurity was making it more difficult to work, 

most saying timely access to information and the basic performance of their computers were the 

biggest obstacles.
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It should go without saying that when employees deliberately disable or circumvent IT security 

and policy controls, the return on investment in those solutions deteriorates.

So, how do we solve for the zero day problem?

1. Reduce endpoint attack surface and make it very expensive for anyone to hack the 

company.

2. Use endpoint performance impact as a metric for evaluating a company’s security 

coverage.

3.

Now is the time not only to update strategy but to also change the

Get rid of signatures and lists.

very essence of how we 

compute. This will allow us to protect our computing environments without being bogged down 

by outdated detection methods, while also allowing us to isolate and introspect each user task 

uniquely rather than blocking and detecting monolithically. It is time to implement a system of 

relative trust. 
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Top 3 Myths About Antivirus Software

by AntivirusTruth.org

http://www.antivirustruth.org/
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(Source: CDM, www.AntiVirusTruth.org, www.privacyrights.org, and nvd.nist.gov) 
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Twenty Critical CSIS Security Controls: Part One

Inventory of Authorized and Unauthorized Devices and Software

by Adam Montville, Security and Compliance Architect at 

Synopsis: 

Tripwire Inc.

CISOs are faced with a daunting challenge: Ensuring that all efforts are effective in 

improving security and maintaining compliance. The key word isn’t ‘security’ or ‘compliance’ 

here though; the key word is ‘effective,’ which means maximizing the value and impact for 

resource outlays that are aligned with organizational risk tolerance. If you want to ensure that 

you’re security program is moving in the right direction, this series on the top twenty security 

controls is for you.

The Center for Strategic and International Studies (CSIS) recently released Version 4 of the 

Twenty Critical Security Controls (here) as was determined by a consortium which included 

representatives from the NSA, US CERT, the DoD’s JTF-GNO and Cyber Crime Center, the 

DoE, the State Department, and some top commercial forensics experts and pen testers from 

the banking and critical infrastructure sectors.

The critical controls identified by the workgroup focus on four basic tenets:

 Offense Informs Defense: Using knowledge from actual attacks to build effective 

defenses





Metrics: Establishing metrics standards to measure the effectiveness of security

Continuous Monitoring: Continuous monitoring/auditing to validate whether 

security measures in a timely manner

 Automation: To achieve reliable, scalable, and continuous measurements of 

controls

Implementing these Controls will take you on an eye opening journey through your enterprise 

and its critical networks, and it will help you plan for improvements over time. Because the 

Controls are so expansive and highly detailed, I organized this series so you can refer back to 

this digest as a roadmap for identifying the primary actors, processes and tools involved.

http://www.tripwire.com/
http://www.sans.org/critical-security-controls/
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The articles are intended to highlight the specific requirements you need to understand, and can 

later be used as a checklist. Links to a more expansive examination of each Control identified 

are also provided. Here are the key points for the first two Controls we will be examining:

Control 1: Inventory of Authorized and Unauthorized Devices

In a Nutshell:

 Don’t do it all at once: This Control involves the orchestration of several business 

processes and is proportional to the size of the organization

 Take these requirements to your vendors: If your tool vendors aren’t aware of these 

requirements, the data integration between business processes will be your burden

 Look for standard data formats to be supported in tools: The tools you have today 

and in the future should support standard data formats, in particular the Asset 

Identification specification

 Start Small And Basic: This Control is process heavy and will benefit from automation. 

Start by getting the discovery and inventory maintenance down pat and integrating that 

with the incident detection and response

Areas for Improvement:

 Use terminology consistently: The term “system” is a great example, as it can mean a 

tool or component or can encompass people, process, and technology

 Level of Abstraction. T this Control really assumes an IP-based network, but some of 

the more critical problem domains may not use IP-based networks exclusively and may 

have different requirements. It would be nice to see some level of abstraction to cover 

these fringe cases

 Explain Why: In a couple of instances recommendations are made without any real 

explanation as to why. Clarification would be helpful

 Dependencies: Throughout this Control there are allusions to processes that must exist 

for the implementation to be successful
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For more details on this Control - including a numbered list containing each requirement, its 

description, and my notes pertaining to the requirements – refer to the full analysis here.

Control 2: Inventory of Authorized and Unauthorized Software

In a Nutshell:

 Don’t do it all at once: A repeat from Control 1. Asset inventory is hard, and the software 

piece of that is no exception

 Start Small and Basic. Another repeat from Control 1. There’s too much that can go 

wrong if you try to go big too soon. Understand that there are some obvious ‘edge’ cases 

that will need to eventually be covered

 Take Control 1 and Control 2 together: There are too many similarities between Control 

1 and Control 2 to not treat them as ‘one Control.’ Why make the distinction from a 

process perspective? Computing devices and software are assets from a business 

perspective, so tracking both with a degree of accuracy is important

 Take these requirements to your vendors: This too is likely to be a trend. This Control is 

full of requirements you should bring to your vendors, especially those related to 

interoperability features and functionality

Areas for Improvement

 Combine Control 1 and Control 2: It’s pretty easy to see that computing devices are the

same as software if we look at the world from the perspective of what an “asset” is –

they all have value to an organization. When we get to the tenth requirement, you’ll see 

what I mean

 Dependencies: There are many allusions to a menagerie of processes and procedures 

throughout this Control, so it makes some sense that having a succinct  list of these 

dependencies would be helpful for interpreting control frameworks

 Rethink Today’s Organizational Needs: There are always exceptions, so there is no way 

a single Control framework can address everything for all types of organizations. I 

recognize this as a fact, and I think some of the requirements here are stuck somewhere 

http://www.tripwire.com/state-of-security/it-security-data-protection/security-controls/20-critical-security-controls-control-1-inventory-of-authorized-and-unauthorized-devices/
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in the last decade. For example, what organization is going to subject a R&D 

organization to a change management process for installing software? The majority of 

give developers admin rights because they need them to regularly install software on 

their systems, which presents a dilemma from a security perspective, but it’s the reality 

of the situation

For more details on this Control - including a numbered list containing each requirement, its 

description, and my notes pertaining to the requirements – refer to the full analysis here.

In conclusion, I recommend that you consider treating physical/virtual and software assets the 

same and use a single Asset Management system to manage them. If your first thought was, 

“What Asset Management system!?” then you should spend a significant portion of your time 

planning to implement one and remember to start at the most basic level – computing device 

and operating system seems like a good start – and to iterate from there.  Document your 

processes and procedures along the way and keep them up-to-date (you’ll thank me for this 

later, I promise you).

In the next article in this series, we will examine Secure Configurations for HW and SW on 

Mobile Devices, Laptops, Workstations, and Servers as well as Continuous Vulnerability 

Assessment and Remediation.
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Malware Analysis and the Cyber Threat Landscape
by Thomas Quinlan, Malware Analyst, Norman A.S.

Introduction

Enterprise IT organizations face a cyber-threat landscape that is constantly changing, and rarely

for the better. The complexity of attacks on IT systems grows exponentially as the number of 

systems and interconnections between them increases.  Additionally, the types of attacks from 

malicious software (malware) are changing, ranging from the more ‘traditional’ (viruses/worms) 

to newer targeted attacks such as spear-phishing and advanced persistent threats (APT). With 

no technology immune to attack, and with many ways to break into a network, enterprise IT 

organizations face an uphill battle in attempting to keep their systems and data safe from 

outside attack.

Malware analysis has been part of this attempt to keep IT entities safe for more than a decade.  

An organization can reverse engineer any sample(s) they obtain so as to get an idea of what the 

attacker is trying to accomplish, and by what methods.  This has long been the purview of the 

highly technical, requiring arcane computer knowledge and high levels of patience and 

exactitude.  Such difficulties may not be insurmountable with the proper people and equipment, 

and the benefits to the organization are numerous: indication of what vulnerabilities were 

exploited in the attack, an idea of what a particular attacker was attempting to do (theft, 

disruption, etc.), and a complete blueprint of the cyber-weapon(s) used in the attack.  By 

examining these indicators of compromise (IoC), the enterprise IT organization can gird their 

defenses against this attack and attacks of a similar nature.  

Problem Statement

While many enterprise IT organizations feel that they have a solution for malware analysis, the 

solutions in use today are actually a significant source of risk and it is important to understand 

the risks involved.

Malware Analysis Is a Niche Specialty

Analyzing and/or reverse engineering malware requires a highly specific skill-set, and while the 

number of people with this talent is increasing as the field matures, that increase currently does 

not reflect the ever-growing number and complexity of attacks, and rarely meets the existing 

needs, to say nothing of future growth.  Without the right type and number of staff, enterprises 
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face the risk of being unable to even address the issue at its most basic level, and certainly not 

as it advances.  This risk is especially onerous, as being unable to investigate incidents or 

respond properly to attacks leaves the organization open to a host of issues.  Additionally, when 

it is discovered that a particular firm is vulnerable, this information may be shared publicly, 

thereby compounding the initial problem.

Increasing Threat Landscape and the Internet of Things

More and more computers are being connected to each other, and to networks and the Internet, 

in increasing ways. With servers increasingly virtualized, and more software functions being 

consolidated onto fewer physical machines, exploitable software layers may increase in number 

while organizations shrink their data centers.  With the proliferation of netbooks, mobile devices, 

and tablets in the enterprise, group-forming networks increase exponentially the number of 

avenues for potential attack as individuals seek new ways of connecting (4).  With a growing 

emphasis on telecommuting, workers are also connecting more from their home or other 

networks, endpoints which enterprise IT organizations can’t hope to secure, leaving those 

connections as additional attack vectors for those who would attempt to take advantage.  

The problem of malware itself is not just limited to the threat landscape: the number of malware 

samples that are found continues to rank in the tens of thousands per day (5).  While many of 

these are variants of previously known malware (6), a significant number of these samples are 

still previously unknown, typically known as “zero day” attacks.  Aside from toolkits that exist to 

make the creation of malware easier, there is now a burgeoning market in which previously 

unpublished attacks are sold to the highest bidder, increasing the likelihood that these will grow 

in number as well as usefulness to the attacking parties (7).   Enterprises face the increasing 

risk of being overwhelmed by the amount of samples, and additionally face the difficult task of 

properly prioritizing those samples for analysis.  Assuming a qualified malware analyst can 

reasonably handle one sample per half hour, in an eight-hour workday that analyst can only 

analyze 16 samples per day.  With 250 workdays per year, a perfectly efficient human analyst 

can analyze 4,000 samples a year.  The scalability to handle more than that is linear - you get 

only 4,000 samples per year times the number of perfectly efficient human analysts that you can 

employ.  This is not a sustainable model over time, because of the first two risks outlined above, 

a risk in itself.
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Malware Authorship Has Become More Mature

While ‘script kiddies’ still exist, malware authors today are typically much more mature and more 

well organized than they were even just a few years ago.  With criminal enterprises and nation 

states comprising a larger percentage of malware authorship, attacks are less about defacing 

web sites for bragging rights and more about stealing money and/or intellectual property (5).

Malware authors no longer need to find vulnerabilities the way they used to. Often they can 

simply wait for published reports from software vendors as they patch their software.  Once a 

patch is released for a vulnerability, a malware author can identify how the patch fixes the 

problem, and write malware to take advantage of that flaw with the published information as a 

guide.  That author will still have time for his exploit to be useful insofar as many organizations 

will delay patching while they test the patches in their environment (8).

As nation states get further into the realm they call “cyber warfare”, malware authorship will 

mature further and continue to take advantage of the software development life cycle, to include 

things like testing, versioning, and even software-as-a-service development methods (9, 10).

Finally, malware authors are aware of the fact that organizations will attempt to constantly thwart 

their attacks, either directly or through the analysis of the mechanism of attack (though it is often 

both.)  They make every effort to delay this process for as long as possible, and often use a 

number of anti-forensic techniques to increase the time in which their attacks are effective.  This 

can be done in a variety of ways (such as using a packing software that obfuscates the internals 

of a sample, or causing the software to branch in such a way as to make analysis difficult, to 

name just two) and this leads to an ‘arms war’ in which the attacking side and the defense side 

are each trying to outdo the other in their attempts to be successful.

Who will win?  That remains to be seen.  Based on the reported 

outbreaks it would appear the malware authors are winning, but how 

much more malware has been stopped this year over last?  No one 

knows for sure.  What is certain is that incidents of malware are 

increasing, are more professionally developed, and are coming from a 

much wider group of sources.  To keep up, organizations are going to 

have to continue to invest in manpower and automated solutions.
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Securing Your Messaging Network with People, Not Just 

Technology

At this very moment, your messaging infrastructure is being used against you. It is both under 

attack and being used to attack—not just by hackers outside the enterprise, but by both 

malicious and well-meaning employees within the enterprise.

For all the talk around the growth of social media and the security issues that follow that growth, 

email is still the favored means of pulling a fast one on your employees. And as we’ve seen with 

the recent high profile spear phishing attacks, email can be highly effective in duping even the 

most sophisticated of users.

To combat these threats, security vendors long relied upon a mix of anti-virus/spam, enforceable 

control policies and technologies, URL filtering applications, encryption, authentication, and 

more. Lately, with the rise of Big Data, vendors are also incorporating real-time threat data from 

a variety of sources to head off the latest security threats as and even before they occur.

While all of these email security technologies should be used by all enterprises,  there are a few 

things that trump all of them, and they’re still underutilized. They are: the proper education and 

training for users

With highly targeted or spear phishing attacks replacing conventional phishing attacks as the 

technique of choice among government, activist and rogue hackers, your email security 

ultimately lives and dies with your employees. Whereas phishing is the process of casting wide 

nets with clever but often sloppy attempts at tricking users into giving up user names, 

passwords, financial and other info, spear phishing attempts are custom-crafted for a much 

smaller, select group of targets. The result? Emails that not only look legitimate, but seem to 

contain information that truly matters to the receiver. In many cases, the information is urgent. 

Your credit card denied an order you just placed. Your shipping company needs to get a 

package to you. Your HR department is missing a critical piece of info needed for an insurance 

policy.

Even the sharpest of email users can easily fall prey to a clever, well-timed email. That’s why 

even the sharpest of email users must be on their toes at all times. Hackers are constantly 

evolving in which defenses they go after, and the techniques they use to go after them. The 

technologies security vendors provide are also highly adaptable, but they’re not as adaptable as 

people. And since it’s people hackers are targeting, it’s the people that we must rely on. They 

are, after all, the ones who sit on the front line. They need to be educated on and constantly 

reminded of the ways hackers will try to pull a fast one by them.

But how can this be accomplished?
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When IT security professionals are tasked with defending our networks, there is clear 

responsibility and accountability. The same can’t be said for end users themselves, because 

they value productivity over security. For all we do in securing confidential documents, providing 

first-class security infrastructure, developing security policies and providing top-notch education 

and training, people still fail to comply. Why? Because they were not hired to be security-

minded.

This must change.

Whether you’re a CSO or small business owner, you must train your employees to be security 

professionals, and you must hold them accountable. Consider:

 Tapping outside consultants for monthly (for large enterprises) or quarterly (for 
small businesses) training sessions that update users on all the latest threats 
they can expect to encounter now and over time

 Creating and instilling mandatory reading of Security Threat Watch memos that 
copy users on the latest scams

 Instilling clear disciplinary action for failure to identify, rebuff, and inform the 
organization of attacks as they’re discovered

 Gamifying behavior modification by sending inventive phishing attacks of your 
own—reward those who rebuff your attacks, require additional training sessions 
from those who are duped by them

 Working with your HR department to incorporate computer security into the 
required skill sets of those being hired

Of course, the time and resources invested in creating and executing on well thought out 

security policies for your workforce will come at a cost. There is the expense of hiring security 

training consultants or tasking current employees with the education of employees, forcing 

employees to take time away from their work, and so on. But the cost of a successful attack can 

be much more devastating, compromising not only a company’s private financial, upcoming 

product, and other sensitive data, but its reputation among customers, partners, investors, and 

potentially, the world at large. It can mean a public relations fall-out. It can result in the loss of 

jobs.

If workers aren’t incentivized to be more security-minded, your new user-centric security policies 

shouldn’t have to do much convincing to make them so.

About The Author
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Protecting Data-at-Rest through Full Disk Encryption 
by Michael Kummer, President of 

Business-

SECUDE Americas

critical data that used to be stored in filing cabinets and inside of corporate offices has 

made a fast transition to electronic media. It is now carried around on mobile devices such as 

laptops, tablets or smart phones. We’re currently seeing yet another transition of data, from 

mobile devices to the cloud. That transition transforms many mobile devices from storage 

solutions to access points. As a result, it’s imperative to protect end-point devices from 

unauthorized access and to protect its data through data-at-rest encryption technologies.

In this article, we’ll take a closer look at common use cases of data-at-rest (DAR) protection, 

such as Full Disk Encryption and it’s attack vectors.

What is Full Disk Encryption (FDE)?

Full Disk Encryption is one of the most popular DAR protection solutions for mobile devices 

because of its simplicity and high effectiveness. Dr. Heiner Kromer, CEO and Chairman of 

SECUDE, a leading vendor of endpoint data encryption solutions, points out: “Our customers 

consider Full Disk Encryption as the base layer of their data protection efforts, since it’s very 

cost-effective to implement and also provides protection against the most common cause of 

data-loss - lost or stolen devices.”

FDE, in contrast to file/folder or container encryption, traditionally refers to sector-by-sector 

encryption of whole hard drives or partitions. The advantage of encrypting every single sector of 

a hard drive, as opposed to specific files and folders, is that there is no risk of certain data being 

left unprotected unintentionally. With file/folder-based encryption solutions, the decisions of what 

to encrypt and when is often left up to the end-user--and whenever humans are allowed to make 

decisions, there is the possibility of human error. Additionally, traditional file/folder-based 

solutions often require extensive training and involvement of both end-users and IT 

administrators.

Components of an FDE solution

An FDE solution can consist of multiple components, including:

http://www.secude.com/
http://www.secude.com/
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● High performance encryption engine: The encryption engine is typically implemented as 

a file system driver that handles the automatic encryption and decryption of sectors that 

are written to and read from the hard drive (commonly referred to as software-based 

FDE). Alternatively, some hard disk drives (HDD’s) are equipped with an encryption chip 

(ASIC) and thus provide a more secure and better-performing alternative to a software 

implementation (commonly referred to as hardware-based FDE).

● Pre-boot authentication (PBA): A PBA handles the secure authentication of authorized 

users before unlocking the hard drive, and, in the example of software-based FDE, 

loading the encryption key into memory, ensuring that the driver has access to it. 

What does data-at-rest protection mean?

DAR, also sometimes referred to as power-off protection, means data is only secure when the 

device is powered off (including hibernation mode). Once the device is up and running, and the 

operating system (OS) is loaded, all data is accessible in clear-text. That is because the 

encryption driver transparently and automatically decrypts all the data that the OS reads from 

the disk. Vice-versa, all data written to the disk is automatically encrypted and stored encrypted 

on the disk. As a result, data stored on mobile devices, such as laptops, is secure in case the 

device is lost or stolen. However, data-in-use and data-in-transit (sometimes referred to as data-

in-flight or data-in-motion) is not protected by DAR protection technologies such as Full Disk 

Encryption.

Common Attack Vectors

Modification of the PBA system (aka Evil Maid Attack)

On a device protected by software-based FDE, the PBA partition is normally writable and can 

theoretically be modified by an attacker. Full Disk Encryption solutions can detect changes by 

introducing layers of checksums, which compare the fingerprint of various files inside the PBA 

against known values. The known values are obfuscated and hidden in random sectors of the 

hard drive. That makes it extremely difficult, but not impossible, to successfully modify the PBA 

(i.e. in an attempt to lure the user into entering his or her password into a fake login screen).

Upon detection of any modification, the PBA stops executing and locks itself.
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For an attack like this to be successful, an attacker would have to steal your computer, by-pass 

the checksum system, install a fake login screen, return the computer to you, wait for you to log 

in at least once and then steal the system again to extract the password. Only then could the 

attacker log in to the real PBA and get access to the data. While theoretically possible, such an 

attack is not very likely.

To make attacks like this even less likely, some FDE solutions can store checksums and other 

critical information in a so-called Trusted Platform Module (TPM), with which most modern 

computers are already equipped.

The PBA on a hardware-based FDE system cannot be modified without prior authentication to 

the drive. Thus the above attack would not be feasible on systems equipped with hard drives 

that have a built-in encryption chip (so-called self-encrypting drives, or SED’s).

Key Extraction through Direct Memory Access (DMA)

With software-based FDE, the encryption key has to reside in the computers memory (RAM). 

Consequently, it is possible to extract the key from memory through various methods. The most 

obvious method is accessing memory from within the OS, while the user is logged in to the 

computer. But it is also possible to access memory through certain computer interfaces, such as 

the FireWire or Thunderbolt ports, which both allow DMA. To prevent stealing the encryption 

key through such methods, various FDE solutions try to hide or obfuscate the key or to put it 

into memory areas that are harder to access. Unfortunately, those methods make it only slightly 

harder to extract the key. In fact, various documented attacks1 (including the tools to execute 

them) can be found to extract the encryption keys from Microsoft Bitlocker and Apple’s FileVault 

2 in less than 1h. It’s important to note, however, that FDE provides power-off protection, and 

the above-mentioned attack requires the computer to be running.

The only secure solution is offered by hardware-based FDE, where the encryption key never 

leaves the secure boundaries of the encryption chip (ASIC) built into the hard disk. 

Cold Boot Attack

A cold boot attack describes the extraction of sensitive (encryption) key material from the 

device’s memory after it has been shut down. It requires a well-prepared attacker who is able to 

decryption.htm1 http://www.lostpassword.com/hdd-
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time the theft or access of a specific laptop to 35 seconds or less of the laptop being powered 

down, before the memory contents and encryption keys will not be recoverable. This period of 

vulnerability can be as low as 2.5 seconds. During this time period of 2.5 to 35 seconds, the 

attacker must steal the computer, open it, access the memory and cool it using an air spray or 

other methods which may include transplanting the memory into liquid nitrogen. The attacker 

must perform these actions while the owner of the PC or laptop remains unaware of the attack -

or else risk the owner preventing the attack via physically restricting access. Since the memory 

data recovery or cooling must occur immediately after power off and the power off sequence is 

extremely likely to be initiated by the owner of the laptop, the computer owner is likely to be in 

the immediate vicinity if the attack. Consequently, such an attack is not very practical, and it is 

impossible on systems equipped with SED’s, since on such systems the encryption key is never 

stored in memory.

Conclusion

Data security is a vital component of business success. Regardless of the size and nature of 

their business, companies around the world possess sensitive data. Protecting business-critical 

data that is stored electronically requires a comprehensive approach. Data-at-rest protection in 

the form of Full Disk Encryption is considered the base layer of any data protection effort, and 

for full protection, it should be implemented in concert with other encryption solutions that 

protect data while the system is powered on.
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Patch Management Test Beds - SMEs Need them Too!

by Scott Calonico, Editor, MSP Business Management

If you were to visit any large company and inspect their IT department, you would invariably find 

a substantial, segregated testing environment. This would usually include a number of servers 

and computers. These environments are used for everything from trialing new software away 

from the production network, to ensuring that new patches and updates don’t cause 

compatibility issues on the existing infrastructure.

If you were then to look at the IT departments of small and medium businesses, you would 

probably find that test environments of this nature are much less common. This is a shame, as 

they are no less important.

The average SME would probably cite budget constraints as the reason for not providing a test 

bed. It’s fair to say that this is perhaps a shortsighted attitude. After all, causing a network 

outage by installing an incompatible and untested patch will have an equally significant effect on 

a small business as it would on a large one.

As an IT support provider, it is you who will have to deal with the aftermath of any problem 

caused by failing to test patches. It is therefore in your interests to convince your clients of the 

importance of prioritizing patch management and providing you with a test environment.

Here’s a simple five-step strategy:

1. Identify a quality patch management solution to help you mange update processes 

across the network with minimal manual intervention. 

2. Explain to clients, in non-technical terms, the possible business implications of failing to 

take patch management seriously.

3. Establish the equipment you would need to set up an inexpensive test bed. This needn’t 

mean a requirement for vast amounts of hardware. Virtualization technology can help 

minimize spend, and you may be able to make use of kit that is no longer required.
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4. Where it’s not possible to recreate every type of machine in use of the network, work 

with management to establish one or more test groups of users, to whom you can 

deploy new patches prior to their full implementation.

5. Build comprehensive patch management into your MSP offering, either as part of your 

standard service, or as a bolt-on offering.

A key part of convincing clients of the importance of providing a test bed is moving them away 

from the mindset of considering it to be a luxury. In large firms, the IT department is often issued 

with one of every device in use across the infrastructure for testing and training purposes. While 

you cannot expect SME clients to have a similar level of resource, it’s not unreasonable to 

expect to test changes in a safe environment.  

About The Author 
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Looking Beyond the Attack

Organizations are constantly being attacked, but how do they know if they 

have been breached?

by Chris Petersen, CTO and co-founder, LogRhythm

In today’s world, it’s no longer a question of if a breach will occur, but rather when. No matter 

what industry you are in – government, banking, retail, etc. – the reality is anyone can be a 

target in today’s rapidly evolving global cyber threat landscape. Increased sources of motivation, 

ranging from disgruntled employees to cyber espionage and terrorism, have led to an increase 

in the number of companies falling victim to network attacks. 

Why this shift in attitude? 

The cybercrime economy and supply chain has evolved substantially over the last few years, 

which has forced even the most advanced IT teams to rethink their approach to information 

security. Cybercriminals have ready access to the resources needed to perpetrate virtually any 

cyber attack. Whether the attack is carried out by a single malicious insider or carefully 

coordinated and executed by an enemy nation, any undetected breach can have a devastating 

and lasting impact on an enterprise. 

Media attention has played a big role in forcing organizations to face their own vulnerabilities. 

Rarely do a few days pass without another high profile breach. Media scrutiny on these 

breaches has forced many organizations to question their cyber threat readiness capability –

often at boardroom level. For many, if not most, the realization is stark – they are not ready or 

able to defend themselves against today’s rapidly evolving threat landscape.

Threats and breaches go undetected

right technologies and software 

Many IT administrators, CSOs and other C-level decision makers have learned the hard way 

that no matter how much money – be it thousands or even millions of dollars – they put into their 

security plans, there is no “perfect” or “full proof” network defense.

Even those responsible for securing the most advanced networks, especially those dealing with 

military and critical infrastructure, hope they are investing in the
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Security Information and Event Management (SIEM) platforms have become an important and 

necessary part of a company’s overall threat management plan. These platforms enable IT 

to enhance their threat and breach detection capabilities. Once a cybercriminal successfully 

enters a network, credentials can be compromised and additional hosts breached. The hacker 

can bury digital fingerprints amidst the massive volume of log and activity data generated 

through normal activity, working silently for weeks, months and in some reported cases even 

years. 

For mid-sized and large enterprise organizations, the volume of log data generated throughout a 

network is massive - usually tens or hundreds of millions of logs each day. The volume grows 

when you add important independently generated forensic activity logs from monitored hosts 

and networks for visibility into local data access and data traversing the wire (e.g., files being 

moved to DropBox). 

As the volume of log information grows, so do the headaches for IT administrators trying to 

identify attackers. To ease some of the angst and trepidation, administrators need insight into 

what is normal behavior across their networks so abnormal behavior can be addressed in a 

timely manner. Another key aspect of threat detection is having the necessary knowledge to 

determine the sophistication level of an attack and whether it’s coming from internal or external 

sources. 

SIEM plays a critical role 

security professionals to look deep into their organization’s log data, which provides a recording 

of all activity across the IT infrastructure and a means by which review of that activity can occur. 

With deep awareness and visibility into all layers – including network, host, application, data and 

user - anomalies can be identified quicker and more accurately than ever before, and perhaps 

most importantly, security issues can be solved in a more timely fashion. 

SIEM solutions offer a central point of collection, analysis, monitoring and reporting for

enterprise log data. If a company has been attacked, organizations can swiftly respond with 

multiple resolution options (whether manually or automatically) to a threat. 

Some key aspects of a SIEM solution include:
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 Dashboard: A dashboard provides central real-time visibility into high risk threats and 

incidents impacting the organization.

 Behavioral Analysis: As logs are being collected, SIEM adds context and analyzes 

current activity against established baselines, identifying behavioral anomalies that pose 

risk to the organization.

 Alerting: Once an anomaly has been detected, a SIEM platform notifies appropriate 

personnel so an event can be analyzed, and if necessary, action can be taken. 

 Incident Recognition: After an alert has been raised, a SIEM platform can help the user 

determine its validity by combining the alert with forensic log data from the affected 

system. This capability provides for quick and effective identification of incidents 

requiring further analysis and response.

 Compliance: Many industries have regulatory requirements for log data collection. Not 

only can a SIEM product meet the necessary requirements, it can also simplify the audit 

process.

Identifying anomalies and reducing risk

Organizations have a lot to gain with a SIEM platform. Whether they are battling a zero

Understanding normal network behavior is the first step in identifying anomalies and reducing 

risk. Only then will IT and security staff be able to sleep a little more comfortably. 

-day 

attack, trying to discover the impact of activity from a recently terminated disgruntled employee, 

or investigating an HR complaint against a user, log data provides invaluable insight into 

nefarious behavior, potential risks and imminent threats. 

About The Author
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Big Security Breaches at Small Businesses – UTMs to Rescue

y b Jake Sailana, Marketing and Communications Manager, ZyXEL Communications 

Independent research firm Ponemon Institute recently surveyed 1,200 businesses with $10 

million revenue or less and found that a whopping 55 percent reported at least one data 

breach*. What’s more – about half of those questioned said they were hacked multiple times 

during the year prior to the survey.  However here's the kicker – 67 percent of the compromised 

businesses did not inform their customers of the breach, which is against the law. “We're too 

small to matter...” was the common rationalization. 

As network demand and usage rapidly increase for businesses, network threats also become an 

unavoidable problem that organizations must deal with appropriately. As with large companies, 

small businesses cannot afford to put their customers’ records, financial information, intellectual 

property and other critical resources at risk in a network environment.  

UTMs (Unified Threat Management systems) offer small to mid-size businesses a Swiss-knife 

approach to network security. These all-in-one security devices sit on the network perimeter, 

monitoring all the data traffic that comes into or leaves the corporate network.  More than 

firewalls, UTMs offer multiple security features and services that help businesses fight a variety 

of threats and also protect against resource drain from personal or illicit use.  These devices are 

easy to own and maintain without requiring an army of software engineers. What’s more, the 

latest devices come linked to the cloud so they keep evolving, as do the threats they are 

protecting against. 

BYOD: That Was Then, This Is Now 

Mobile devices have changed everything, including how businesses manage their network’s 

security. Things were challenging enough when employees began to use the Internet for their 

job. Then they found reasons they needed access to dubious sites that presented potential 

threats including viruses and malware, which offered a conduit to malicious individuals that 

could steal confidential material faster than you can say “China APT1.”

And now that personnel have essentially bridged the gap between work and play by bringing 

office projects to their personal laptops, smart phones, tablets, and other gizmos, the security 

landscape is even more daunting.
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The 2012 Aberdeen survey of US companies indicated that more than 80 percent have allowed 

employees to use their personal devices for work. A similar upward trend exists outside the US. 

Big names like Kraft, Whirlpool and some divisions of IBM are among the large organizations 

that have established BYOD guidelines for their employees. The BYOD phenomenon is a result 

of employees being more productive with preferred devices. In addition, with personal devices 

and 24/7 remote access, employees gain the ability to fit work around their lifestyles – which, for 

the individual, is a great incentive. With this flexibility, users are in a better position to produce 

high quality work. 

So rather than fight this new phenomenon, businesses can embrace this trend with proper 

security policies. Among the most important are:

1. Devices must be password protected. For further security, businesses can use one-

time passwords and alternate notification methods (e.g. text messages).

2. Secure remote access via SSL VPN (Secure Socket Layer Virtual Private Network), 

which is a standard feature of most UTM devices. Once a user has been 

authenticated, companies must secure the network connection. SSL VPN gives 

employees enormous flexibility to access the network securely from any location or 

device. Furthermore, unlike IPSec (Internet Protocol Security), SSL VPN provides 

secure remote connectivity without the need for software to be installed on each 

device.

3. Applications may only be downloaded from sites that have been deemed trustworthy 

by the IT organization.

4. Mobile devices must support the ability to be remotely wiped clean of all data in the 

event they are lost or stolen. Also once an employee leaves the company, network 

access should leave with them. A security set-up with an effective and central 

Access Control mechanism is vital.

App Patrol and Content Control

For businesses, Internet access without some sort of filtering or control is cyber criminals 

dream. And catching viruses is not the only danger here: Applications like P2P (Peer-to-Peer) 

sharing, Instant Messaging and video streaming can be a huge drain on both resources and 

business productivity. While individual employees might be involved in illegal P2P file sharing, 
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the businesses could be ultimately liable. This is evident from the increase in the number of 

“Cease and Desist” letters being given to businesses by their ISPs.

Social media is another trend businesses have to contend with. When used effectively, it can be 

an invaluable tool to manage customer relationships. But it has been increasingly misused by 

employees who, research shows, can spend upwards of two hours per day on Facebook and 

other social media sites during work hours. Non work-related use of social media at the 

workplace not only drains productivity and network bandwidth, but also increases security 

threats.

Spam Control 

Mobile devices are quickly taking over as the preferred way for employees to read their email. 

This actually can be of benefit to businesses. 

Spam may be eliminated at the network perimeter rather than after it has permeated the 

network, which offers greater network security. Also, catching spam at that point reduces waste 

of corporate bandwidth, and with new pay per byte mobile data plans, it will also reduce costs.  

Malware may also be nullified, so malicious threats such as the deadly “I love you” email virus 

can’t reach the network. Finally, the cloud offers state-of-the-art filtration from the most 

trustworthy hardware and software security vendors. 

Usual Suspects

Malware and distributed DDos (Denial of Service) attacks are common network threats from 

which businesses need protection. Deep Packet Inspection firewalls, Intrusion Detection and 

Prevention services and Anti-Virus services are an extremely effective deterrent against these 

threats. 

Businesses must implement these measures to ensure the viability of their business and the 

integrity of their data. A major – or even a minor – breech can eviscerate any size business. 

Secrecy is not an answer. As these data breaches become more frequent, law enforcement is 

cracking down on this lack of disclosure. And if a business or law enforcement does not inform 

the clients, the competition or media will.
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Of even greater concern, businesses risk losing customers once they are directly or indirectly 

informed, especially since network security has been made more affordable and easier to 

manage with all-in-one UTM devices. Proactivity is the only answer.
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Biggest threat vectors for mobile communications

by: J.D. Jack, KoolSpan

Part 1, Identifying the Threats

In a world of continuous connectivity, dangers posed by electronic surveillance are a way of life. 

The rapid emergence of smartphones has accelerated the threats facing mobile device security. 

These threats were once resource intensive efforts targeting very select individuals. Now, it is 

easy and cheap for virtually any nefarious actor to threaten the full spectrum of the mobile 

population. These threats can be categorized in three main areas: state actors, organized 

crime/drug cartels, and corporate/industrial espionage.  

State Actors

State actors have the means and inclination to perform electronic surveillance of their own 

individuals and on communications involving foreign entities or foreign SIM cards. State actors 

have an abundance of technology and financial resources at their disposal for this. As a result, 

assume that each time you cross a border you will likely be a target of electronic surveillance.  

One common method of state-sponsored electronic surveillance is the use of international 

mobile subscriber identity (IMSI) catchers and stingray devices to secretly track someone’s 

location. The catcher mimics a cell phone tower while stingrays track the locations of all mobile 

devices in a given area, including those that not targeted.  

As modern smart devices become more capable and take over many traditional data-related 

functions of desktop computers, state actors are turning their focus toward surveilling mobile 

devices as a means to target the data residing on them. Obtaining this data is often the primary 

objective in state-on-state cyber attacks, as well as the frequent goal in state surveillance efforts 

targeting commercial actors.  

This is often done by data mining the communications of foreign SIM cards using speech-to-text 

software. This software intercepts the communications of selected mobile devices, tracks them 

using geolocation, or infects them via an SMS message with malware that has the capability of 

remotely turning on the cameras and microphones of the mobile devices. 
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Organized Crime/Drug Cartels

Organized crime and drug cartels demonstrate a familiarity with the techniques, tactics, and 

procedures of electronic surveillance that previously were utilized only by state actors. This is 

due to the confluence of larger operating budgets with the increase of commercially available 

surveillance technologies.   

Criminal groups can set up mobile relay stations that mimic the characteristics of cell towers for 

only a few hundred dollars. This passes all traffic though a device they control and gives the 

perpetrators the ability to monitor and “sniff” the traffic. 

For the same cost, criminal enterprises can purchase commercially available programs that 

perform the same malware functions commonly utilized by state actors. These include activating 

“roving bugs,” forwarding text messages, and remotely displaying contact or deleted 

information.  

One of the earliest documented cases of criminal groups engaging in these types of activities 

was the infamous Cali Cartel. In 1995, during a raid of the cartel offices, it was discovered that 

the cartel had been using Israeli laptops to monitor all phone calls made in and out of Bogota 

and Cali, including calls from the U.S. Embassy in Bogota and the Columbian Ministry of 

Defense. 

Technology used by criminal organizations has only improved since 1995. U.S. Customs and 

Border Protection officers report watching cartel-operated mobile electronic eavesdropping 

command posts identify and fix the locations of its agents on the borders. 

In 2011, officials announced the takedown of a private cell network that relied on repeaters and 

antennas to cover over 2,000 square miles in along the U.S.-Mexico border. Law enforcement 

agents believed this network was used to conduct surveillance of police and military units for the 

purpose of aiding drug smuggling, human trafficking, and weapons running.

Corporate/Industrial Espionage

State actors or criminal enterprises want to obtain data of their enemies. Commercial entities 

have a vested interest in acquiring sensitive information on their competitors or customers. 
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Many of the same techniques utilized by state actors or criminal organizations (mobile 

interceptors, speech to text software, cell tower repeaters, etc.) are commonly employed in 

corporate/industrial espionage. Other methods, such as tracking cookies, caller ID spoofing, 

Botnet-capable SMS worms that attack mobile operating systems, use of Near Field 

Communications to remotely operate/program mobile devices, and applications to monitor and 

acquire Bluetooth communications are more prominently witnessed in the corporate intelligence 

arena.  

While there have been cases of corporate related electronic surveillance across the full 

spectrum of industries (financial, aerospace, hi-tech, health, security) journalism seems 

specifically susceptible. 

The case involving British tabloid News of the World covered the full spectrum of electronic 

surveillance. In targeting virtually everyone from the Royal Family to the families of deceased 

soldiers, News of the World demonstrated a mastery of electronic surveillance that would make 

a state actor or well financed drug cartel proud.   

Part 2, Defeating the Threats, will demonstrate how to protect your mobile communications from 

these three threat vectors.
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Continuous Monitoring and Automated Analytics & Incident 

Response

by David Amsler, President and CIO of Foreground Security, 2 foregroundsecurity.com

Traditional security practices are a dying art. With the influx of available data, network speeds 

and sophistication of today’s attacks, the old way of doing things is no longer able to scale to the 

environments in which we work. Signature-based monitoring, “magic bullet” security tools, 

vulnerability scanning, manual investigations and once-a-year certification & accreditation 

inspections cannot keep pace with today’s attackers. These practices, once hailed as 

innovative, are dead. Because of rapidly-changing attack vectors, we no longer have the luxury 

of looking at our security gaps and vulnerabilities by using point-in-time or manually-intensive 

methods. The solution is a combination of “true” continuous monitoring, integration and 

automated analysis & incident response.

Certification & Accreditation Pitfalls

The Federal Information Security Management Act (FISMA) originally required managers of 

federal computer systems to perform a review of security controls once every three years as 

part of their certification and accreditation (C&A) process. When testing was done manually and 

there was a real likelihood that even basic vulnerability testing could crash the system, it was 

difficult to do more. But as a result, if a system was deficient in some area, it could be years 

before the system was tested again.

As the risk from unprotected systems increased and testing processes improved, the C&A 

timeframe was shortened from three years to one year, and then to quarterly. But because 

systems could still receive accreditation with known and glaring security holes, C&A was mostly 

a paper-based exercise and findings typically ended up sitting on a shelf in a binder. The more 

often systems are tested, the more quickly vulnerabilities can be identified. More testing also 

makes it easier to develop a baseline of normal system activity, which in turn makes it easier to 

identify suspicious activity. In other words, more measurement allows for more precise control.

However, the roadblock for C&A was that it was always a snapshot in time. The evolving 

spectrum of threats and vulnerabilities within products makes even quarterly testing ineffective. 

republish.

2 NOTE – Author retains copyright in this essay and grants Cyber Defense Magazine a nonexclusive right to 
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For instance, over the past year, there have been ten Java 6 updates and eleven Java 7 

updates that fixed over 100 security vulnerabilities. These vulnerabilities have caused havoc 3

across many organizations.

Continuous Monitoring: Theoretically Sound, Fundamentally Flawed

Continuous monitoring was meant to provide near real-time security status information to upper-

level management in order to make effective mitigation decisions and take appropriate actions 

against emerging threats and vulnerabilities. When properly implemented and maintained, 

continuous monitoring can be a major success and significant win against the tireless efforts of 

attackers. But continuous monitoring became just another check box in an already long list of 

useless check boxes because it was a snapshot requirement and not an everyday process that 

was scrutinized as it should have been.

Federal agencies have been required to perform “continuous monitoring” for years now but the 

term has mostly referred to monitoring security controls, not the systems those controls are 

meant to protect. For example, control CA-7 in NIST Special Publication 800-53 requires that 

agencies “establish[] a continuous monitoring strategy and implement[] a continuous monitoring 

program that includes:

a) A configuration management process for the information system and its constituent 

components;

b) A determination of the security impact of changes to the information system and 

environment of operation;

c) Ongoing security control assessments in accordance with the organizational 

continuous monitoring strategy; and

d) Reporting the security state of the information system to appropriate organizational 

officials.”4

Too much emphasis on security controls can be a waste of time and money. To quote Ron 

Ross, Project Leader for the FISMA Implementation Project at NIST, “You can check a broken 

3 http://en.wikipedia.org/wiki/Java_version_history#Java_6_updates
4 http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/sp800-53-rev3-final_updated-errata_05-01-
2010.pdf#page=110
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lock on the front door of your house once a day or every hour, but the lock is still broken.”5

Unfortunately, continuous monitoring became a broken lock.

“Say hello to my little friend”

Imagine that just before you’re about to head home for the weekend you receive an alert from 

one of your threat intelligence feeds indicating a new variant of an old piece of malware that 

almost crippled your environment the last time it struck. Normally, that would end your weekend 

plans right there. Now envision an automated intelligence platform kicking into active defense 

mode, identifying the systems on your network that are vulnerable to the exploit, creating a 

control to stop the new malware (whether by firewall rules, URL proxy blocks, host configuration 

changes, etc.), and distributing the control to the environment to automatically protect against 

this new malware. It would take only a few minutes to confirm everything is in place before you 

go home. Or, imagine an automated platform that instantly identifies every instance of a new 

indicator of compromise that already exists within your environment and enacts a set of 

automated incident response procedures that protects those systems, mitigates the damage to 

the rest of the network and collects all necessary forensics information needed for analysis.

Continuous monitoring and automated analysis & incident response systems don’t just make for 

more happy security staff, the more quickly you can identify and respond to a security incident, 

the more limited the damage. And by integrating and automating your security architecture 

tools, continuously running vulnerability and configuration scans, and incorporating threat 

intelligence feeds and advanced security analytics, your automated intelligence and analytics 

system just replaced your tier one security analysts, saving you money in the long run.

A Vision for the Future

Security monitoring is always a balance between not having enough insight into your systems 

and drowning in a flood of unimportant alerts. Continuous monitoring and automated analysis & 

incident response are powerful new tools for maintaining this balance, but security will never be 

a “set it and forget it” function. I anticipate the next wave of security analysts will not be 

superstar investigators who perform a vast amount of manual inspection. Instead, they will know 

how to quickly take the data presented by an automated analytics and threat intelligence system 

and make adjustments on the fly. The ever-growing landscape of threats is too vast for manual 

5 http://csrc.nist.gov/groups/SMA/fisma/ron_ross_continuous_monitoring_article_july2012.pdf
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responses. As the good guys, we must learn to combine automated security analytics & threat 

intelligence with the skill set of a good security analyst. By combining both worlds, 

organizational security will no longer be viewed as a hopeless endeavor.
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Cyber Warnings Newsflash for May

2013

Highlights of CYBER CRIME and CYBER 

WARFARE Global News Clippings

Get ready to read on and click the titles below to 

read the full stories – this has been one of the 

busiest months in Cyber Crime and Cyber 

Warfare that we’ve tracked so far.  Even though 

these titles are in BLACK, they are active 

hyperlinks to the stories, so find those of interest 

to you and read on through your favorite web 

browser…

Twitter Stepping Up Security After Hackers Send False Tweet

04/25/2013 05:23 (WBIW.com - 1340 AM) 

Dutch DigiD e-signature system under DDoS attack

04/25/2013 04:45 (Help Net Security) 

Cyber attacks on trust expose companies to millions in losses

04/25/2013 04:23 (Help Net Security) 

Secured privileged accounts reduce APT exposure

04/25/2013 03:53 (Help Net Security) 

Adults taking online password security risks

04/25/2013 03:50 (Help Net Security) 

http://service.meltwaternews.com/mnews/redirect.html?docId=2763547446&userId=2470803&agentId=623805&type=2&s=172969&url=http%3A%2F%2Fwww.wbiw.com%2Fstate%2Farchives%2F2013%2F04%2Ftwitter_stepping_up_security_a.php
http://service.meltwaternews.com/mnews/redirect.html?docId=2763480067&userId=2470803&agentId=623805&type=2&s=19164&url=http%3A%2F%2Fwww.net-security.org%2Fsecworld.php%3Fid%3D14816
http://service.meltwaternews.com/mnews/redirect.html?docId=2763444537&userId=2470803&agentId=623805&type=2&s=19164&url=http%3A%2F%2Fwww.net-security.org%2Fsecworld.php%3Fid%3D14814
http://service.meltwaternews.com/mnews/redirect.html?docId=2763388414&userId=2470803&agentId=623805&type=2&s=19164&url=http%3A%2F%2Fwww.net-security.org%2Fsecworld.php%3Fid%3D14813
http://service.meltwaternews.com/mnews/redirect.html?docId=2763384577&userId=2470803&agentId=623805&type=2&s=19164&url=http%3A%2F%2Fwww.net-security.org%2Fsecworld.php%3Fid%3D14812


60 Cyber Warnings E-Magazine – May 2013 Edition 
Copyright © Cyber Defense Magazine,  All rights reserved worldwide  

04/24/2013 17:22 (Isssource.com) 

McAfee Delivers Enterprise Class Security to the Cloud

04/25/2013 03:36 (Fort Mill Times) 

DARPA Outlines Plans To Develop Cyber Weapons

04/25/2013 02:45 (DoD Buzz) 

Recently patched Java flaw already targeted in mass attacks, researchers say

04/24/2013 23:56 (Computerworld Malaysia) 

Researchers advise users to upgrade to Java 7 Update 21 as soon as possible if they haven't 

already A recently patched Java remote code execution vulnerability is already being exploited 

by cybercriminals in mass attacks to infect computers with scareware, security researchers 

warn.

More malware discovered from drone cyberattacks

04/24/2013 21:58 (Computer World Singapore) 

Researchers following a cyberespionage campaign apparently bent on stealing drone-related 

technology secrets have found additional malware related to the targeted attacks.

Hacked Twitter Account Moved Stock Market $136B

04/24/2013 21:42 (Yahoo! Finance Canada) 

Vulnerable terminal servers could let bad guys hack stoplights, gas pumps

04/24/2013 19:37 (ComputerWorld) 

Thousands of older systems, including those used to manage traffic lights, fuel pumps, point-of-

sale terminals and building automation can be tampered with because they're insecurely 

connected to the Internet.

PAS: Security a Productivity Enhancer

http://service.meltwaternews.com/mnews/redirect.html?docId=2763359809&userId=2470803&agentId=623805&type=2&s=83928&url=http%3A%2F%2Fwww.fortmilltimes.com%2F2013%2F04%2F25%2F2644126%2Fmcafee-delivers-enterprise-class.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2763260774&userId=2470803&agentId=623805&type=2&s=112885&url=http%3A%2F%2Fwww.dodbuzz.com%2F2013%2F04%2F25%2Fdarpa-outlines-plans-to-develop-cyber-weapons%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2763013644&userId=2470803&agentId=623805&type=2&s=48977&url=http%3A%2F%2Fwww.computerworld.com.my%2Fresource%2Fsecurity%2Frecently-patched-java-flaw-already-targeted-in-mass-attacks-researchers-say%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2762804953&userId=2470803&agentId=623805&type=2&s=34810&url=http%3A%2F%2Fwww.computerworld.com.sg%2Fresource%2Fsecurity%2Fmore-malware-discovered-from-drone-cyberattacks%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2763177556&userId=2470803&agentId=623805&type=2&s=85618&url=http%3A%2F%2Fca.finance.yahoo.com%2Fnews%2Fhacked-twitter-account-moved-stock-214235824.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2762596063&userId=2470803&agentId=623805&type=2&s=2947&url=http%3A%2F%2Fcomputerworld.co.nz%2Fnews.nsf%2Fsecurity%2Fvulnerable-terminal-servers-could-let-bad-guys-hack-stoplights-gas-pumps
http://service.meltwaternews.com/mnews/redirect.html?docId=2762429818&userId=2470803&agentId=623805&type=2&s=167808&url=http%3A%2F%2Fwww.isssource.com%2Fpas-security-a-productivity-enhancer%2F
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04/25/2013 17:04 (Federal Times) 

WordPress Sites Targeted by Hackers; Strong Password Myths

04/24/2013 14:08 (FindLaw Legal Blog Network) 

US urges China collaboration on cyber intrusions

04/24/2013 11:19 (Newstalk 1460 AM KZNT) 

It's privacy versus cybersecurity as CISPA bill arrives in Senate

04/26/2013 05:16 (Computerworld Malaysia) 

InfoSec: Understanding business goals is key to embedding company-wide security 

practices

04/26/2013 04:48 (ComputerWorld) 

Phishing attacks skyrocketing

04/26/2013 04:17 (Help Net Security) 

New data breach report generates more questions than answers

04/26/2013 03:04 (Examiner.com - California) 

How to recover from a Twitter hack

04/25/2013 23:10 (Computer World Singapore) 

Over 2,400 threats blocked per second in first quarter of 2013

04/25/2013 22:16 (Computer World Singapore) 

Cardin: ‘Eyes wide open’ during cyber talks with China

http://service.meltwaternews.com/mnews/redirect.html?docId=2762171822&userId=2470803&agentId=623805&type=2&s=153570&url=http%3A%2F%2Fblogs.findlaw.com%2Ftechnologist%2F2013%2F04%2Fwordpress-sites-targeted-by-hackers-strong-password-myth.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2761905283&userId=2470803&agentId=623805&type=2&s=166457&url=http%3A%2F%2Fwww.newstalk1460.com%2Farticle.aspx%3Fid%3D46a4a1a3-1361-409f-8d15-a225c285c8e4%26catid%3D1
http://service.meltwaternews.com/mnews/redirect.html?docId=2765866513&userId=2470803&agentId=623805&type=2&s=48977&url=http%3A%2F%2Fwww.computerworld.com.my%2Fresource%2Fit-governance%2Fits-privacy-versus-cybersecurity-as-cispa-bill-arrives-in-senate%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2765816252&userId=2470803&agentId=623805&type=2&s=2947&url=http%3A%2F%2Fcomputerworld.co.nz%2Fnews.nsf%2Fsecurity%2Finfosec-understanding-business-goals-is-key-to-embedding-company-wide-security-practices
http://service.meltwaternews.com/mnews/redirect.html?docId=2765816252&userId=2470803&agentId=623805&type=2&s=2947&url=http%3A%2F%2Fcomputerworld.co.nz%2Fnews.nsf%2Fsecurity%2Finfosec-understanding-business-goals-is-key-to-embedding-company-wide-security-practices
http://service.meltwaternews.com/mnews/redirect.html?docId=2765762684&userId=2470803&agentId=623805&type=2&s=19164&url=http%3A%2F%2Fwww.net-security.org%2Fsecworld.php%3Fid%3D14827
http://service.meltwaternews.com/mnews/redirect.html?docId=2765628230&userId=2470803&agentId=623805&type=2&s=148723&url=http%3A%2F%2Fwww.examiner.com%2Farticle%2Fnew-data-breach-report-generates-more-questions-than-answers
http://service.meltwaternews.com/mnews/redirect.html?docId=2765255099&userId=2470803&agentId=623805&type=2&s=34810&url=http%3A%2F%2Fwww.computerworld.com.sg%2Fresource%2Fsecurity%2Fhow-to-recover-from-a-twitter-hack%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2765160885&userId=2470803&agentId=623805&type=2&s=34810&url=http%3A%2F%2Fwww.computerworld.com.sg%2Fresource%2Fsecurity%2Fover-2400-threats-blocked-per-second-in-first-quarter-of-2013%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2764727128&userId=2470803&agentId=623805&type=2&s=90941&url=http%3A%2F%2Fwww.federaltimes.com%2Farticle%2F20130425%2FIT01%2F304250005%2FCardin-8216-Eyes-wide-open-8217-during-cyber-talks-China%3Fodyssey%3Dnav%257Chead
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Steganography and the Insider Threat: Backbone Security Explains Why the IT Security 

Community Should Take Notice

04/25/2013 17:03 (FOX5 Vegas - KVVU) 

Cybersecurity strikeback will strike out in the private sector

04/25/2013 16:44 (ComputerWorld) 

Markets watchdog: AP Twitter hack shows need for new oversight

04/25/2013 15:00 (The Hill - Blog) 

Easy ways to protect yourself from hackers

04/25/2013 13:54 (KING 5 TV (AP)) 

McAfee offers one-time passwords for single sign-on cloud service

04/25/2013 13:43 (ComputerWorld) 

Fake "New incoming fax" notification carries malware

04/25/2013 12:27 (Help Net Security) 

How to Report a DDoS Attack

04/25/2013 11:59 (Internet Corporation for Assigned Names and Numbers) 

Facebook used as billboard for malware

04/29/2013 06:03 (Computer World Singapore) 

Study: HK has less malware infections but more phishing sites than global average

04/29/2013 06:03 (Computer World Singapore) 

http://service.meltwaternews.com/mnews/redirect.html?docId=2764845750&userId=2470803&agentId=623805&type=2&s=93108&url=http%3A%2F%2Fwww.fox5vegas.com%2Fstory%2F22079948%2Fsteganography-and-the-insider-threat-backbone-security-explains-why-the-it-security-community-should-take-notice
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SpamHaus DDoS suspect arrested in Spain

04/29/2013 05:57 (Help Net Security) 

Hackers increasingly target shared Web hosting servers for use in mass phishing attacks

04/29/2013 05:02 (Computerworld Malaysia) 

Australian Bureau of Statistics subject to "growing number" of cyber attacks

04/29/2013 04:20 (Computer World Singapore) 

Intrusion Prevention Systems fail to spot AET attacks, University study finds

04/29/2013 04:17 (Computer World Singapore) 

Military Grooms New Officers for War in Cyberspace

04/29/2013 02:12 (Claims Journal) 

Reported DDoS attacks up 200 percent

04/29/2013 01:03 (Help Net Security) 

Locked and loaded, online gamers draw phishing attackers

04/29/2013 00:40 (Computer World Singapore) 

In battle against cyber attacks, these Seattle hackers wear the ‘white hats’

04/28/2013 23:10 (The Seattle Times) 

Crowd-sourced attack data now key to web application defence

04/28/2013 17:14 (ComputerWorld) 
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Cyberwar risks calamity, Eugene Kaspersky warns UK Government and spooks

04/28/2013 17:13 (ComputerWorld) 

Cyberattackers hack into LivingSocial, 50 million customers impacted

04/27/2013 22:27 (News - MSN CA) 

Trojan Malware Targets Macs on the Web By Jennifer LeClaire

04/27/2013 13:15 (E-Channel News) 

Cyber crime spotlighted during symposium

04/30/2013 03:33 (Santa Maria Times) 

Electronic Fingerprints

04/30/2013 03:06 (San Diego Source (AP)) 

FAQ: Phishing tactics and how attackers get away with it

04/30/2013 00:38 (Computerworld Malaysia) 

Why changing your LivingSocial password won't save you

04/30/2013 00:36 (Computerworld Malaysia) 

Twitter Tells News Organizations to Expect Even More Hacks in the Future

04/29/2013 20:27 (Yahoo! Canada Finance) 

Port Scans Find Insecure Devices

04/29/2013 19:04 (Isssource.com) 
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Apache Backdoor Leads to Blackhole

04/29/2013 15:57 (Isssource.com) 

Mobile Security Threats To Escalate, Experts Say

04/29/2013 15:46 (CIO Today) 

U.S. Urges Finance Industry to Form Cyber Threat Clearinghouses

04/29/2013 15:19 (Bloomberg) 

Cyber-security is a growing field for IT job-seekers

04/29/2013 14:17 (Disys) 

Spammer had hacking van, bunker, say police

04/29/2013 13:44 (The Guardian) 

Hottest Field in Warfare: Cyberspace

04/29/2013 12:37 (CIO Today) 

Should cyber warfare be elevated to highest command structure?

04/29/2013 11:37 (Stars and Stripes) 

How cybercriminals can target you on public networks

04/29/2013 11:27 (Help Net Security) 

Self-updating apps are now banned from Google Play

04/29/2013 09:24 (Help Net Security) 
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How secure is your confidential data?

04/29/2013 08:21 (Help Net Security) 

Scambook's Top 3 Scams to Avoid for Mother’s Day 2013

05/01/2013 06:35 (Digital Journal) 

Combat phishing attacks from all email domains

05/01/2013 02:43 (Help Net Security) 

Q & A: Do USB drives carry viruses?

04/30/2013 23:46 (Shreveporttimes (AP)) 

Cybercrime Morphs Into Cyberwar

04/30/2013 20:57 (Creators.com) 

Splunk Adds Statistical Analysis to Enterprise Security App

04/30/2013 20:30 (ComputerWorld) 

Arrest in ‘Largest’ DDoS Ever

04/30/2013 17:06 (Isssource.com) 

Trojan can Compress Files

04/30/2013 16:32 (Isssource.com) 

White House program targets IT jobs for service members

04/30/2013 14:28 (ComputerWorld) 
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Web browser password management

04/30/2013 13:48 (HelpLine - Chron) 

New Cyber Command HQ Opens

04/30/2013 12:31 (KABB Fox San Antonio) 

Fake PayPal "Reset your password" request leads to malware

04/30/2013 11:33 (Help Net Security) 

New Splunk App for Enterprise Security released

04/30/2013 09:56 (Help Net Security) 

UK banks targeted with Trojans and social engineering

04/30/2013 06:49 (Help Net Security) 

Poor password practices put UK businesses at risk

04/30/2013 06:18 (Help Net Security) 

Google Play changes bring cautious optimism on Android security

05/02/2013 05:28 (Computerworld Malaysia) 

Apache web servers targeted by stealthy 'Cdorked' malware

05/02/2013 04:50 (Computer World Singapore) 

Mozilla moves to stop spyware company from spoofing Firefox

05/02/2013 03:20 (Computerworld Malaysia) 
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New mobile security practice from Trustwave

05/02/2013 01:09 (Help Net Security) 

Vulnerabilities in third-party applications cause 75% of cyber attacks: Maxim Mitrokhin

05/02/2013 01:03 (Computer World Singapore) 

How to build a bulletproof cloud backup system without spending a dime

05/02/2013 01:01 (Computer World Singapore) 

Twitter warns media companies: Watch out for hackers

05/01/2013 23:48 (The Daily Planet) 

Army Corps database on dams compromised

05/01/2013 23:16 (Computer World Singapore) 

Online monitoring scheme bad news for security, opponents say

05/01/2013 23:06 (Computer World Singapore) 

Software piracy threatens Singapore’s businesses: Microsoft

05/01/2013 23:04 (Computer World Singapore) 

One in Four US Firms Exposed to Trade Theft: Cyber Expert

05/01/2013 21:27 (CNBC) 

Printers, routers used as bots in DDoS attacks

05/01/2013 20:37 (ComputerWorld) 
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05/01/2013 10:51 (Bloomberg) 

China Cyberspies Outwit U.S. Stealing Military Secrets

05/01/2013 18:27 (Bloomberg) 

More Than Discussion, Security is Vital

05/01/2013 18:23 (Isssource.com) 

U.S. Department of Labor website infected with malware

05/01/2013 18:23 (Computerworld) 

Shamoon Mitigation Strategies

05/01/2013 17:01 (Isssource.com) 

In an age of hacks, PA Senate addresses data breach security

05/01/2013 16:48 (Pennsylvania Independent) 

Dealing With Social Media Hacking

05/01/2013 15:30 (WWLP.com) 

PDF Hole Used in APT Attacks

05/01/2013 14:45 (Isssource.com) 

Consumer Reports: 58.2 Million Americans Had A Malware Infection On Their Home PC 

Last Year

05/01/2013 12:17 (WSMV Channel 4) 

Why Your Phone's Airplane Mode Isn't Just for the Airplane
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Websites compromised as Apple ID phishing emails attempt to steal credit card details

05/03/2013 05:23 (Computer World Singapore) 

457 visas vital for cyber security talent pool: experts

05/03/2013 05:11 (Computer World Singapore) 

Connellsville candidates discuss security, cyber schools

05/03/2013 02:00 (Heraldstandard.com (AP)) 

New security standard to boost agency trust, use of mobile devices

05/03/2013 01:46 (FederalNewsRadio.com) 

Cyberstalking: Issue on the Rise

05/02/2013 23:45 (WCTV (AP)) 

Companies explore self-detonating data as security control

05/02/2013 23:32 (Computer World Singapore) 

iOS app contains potential malware

05/02/2013 21:32 (Computer World Singapore) 

Scammers Using Facebook To Target Students

05/02/2013 20:12 (NewsChannel5.com) 

FBI reminds computer users about scam that tries to take your money, take over your 

web camera

http://service.meltwaternews.com/mnews/redirect.html?docId=2778164479&userId=2470803&agentId=623805&type=2&s=34810&url=http%3A%2F%2Fwww.computerworld.com.sg%2Fresource%2Fsecurity%2Fwebsites-compromised-as-apple-id-phishing-emails-attempt-to-steal-credit-card-details%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2778143195&userId=2470803&agentId=623805&type=2&s=34810&url=http%3A%2F%2Fwww.computerworld.com.sg%2Fresource%2Fsecurity%2F457-visas-vital-for-cyber-security-talent-pool-experts%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2777833684&userId=2470803&agentId=623805&type=2&s=95145&url=http%3A%2F%2Fwww.heraldstandard.com%2Felection%2Fconnellsville-candidates-discuss-security-cyber-schools%2Farticle_3e49a960-8ce5-5cb4-9523-ec77f9e81360.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2778046981&userId=2470803&agentId=623805&type=2&s=89618&url=http%3A%2F%2Fwww.federalnewsradio.com%2F550%2F3309210%2FNew-security-standard-to-boost-agency-trust-use-of-mobile-devices-
http://service.meltwaternews.com/mnews/redirect.html?docId=2777655529&userId=2470803&agentId=623805&type=2&s=84884&url=http%3A%2F%2Fwww.wctv.tv%2Fhome%2Fheadlines%2FCyberstalking-issue-on-the-rise-205909111.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2777614643&userId=2470803&agentId=623805&type=2&s=34810&url=http%3A%2F%2Fwww.computerworld.com.sg%2Fresource%2Fsecurity%2Fcompanies-explore-self-detonating-data-as-security-control%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2777419547&userId=2470803&agentId=623805&type=2&s=34810&url=http%3A%2F%2Fwww.computerworld.com.sg%2Fresource%2Fsecurity%2Fios-app-contains-potential-malware%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2777302598&userId=2470803&agentId=623805&type=2&s=3619&url=http%3A%2F%2Fwww.newschannel5.com%2Fstory%2F22147521%2Fscammers-using-facebook-to-target-students
http://service.meltwaternews.com/mnews/redirect.html?docId=2777207593&userId=2470803&agentId=623805&type=2&s=86364&url=http%3A%2F%2Fwww.newsnet5.com%2Fdpp%2Fnews%2Flocal_news%2Fcleveland_metro%2Ffbi-reminds-computer-users-about-scam-that-tries-to-take-your-money-take-over-your-web-camera
http://service.meltwaternews.com/mnews/redirect.html?docId=2777207593&userId=2470803&agentId=623805&type=2&s=86364&url=http%3A%2F%2Fwww.newsnet5.com%2Fdpp%2Fnews%2Flocal_news%2Fcleveland_metro%2Ffbi-reminds-computer-users-about-scam-that-tries-to-take-your-money-take-over-your-web-camera


71 Cyber Warnings E-Magazine – May 2013 Edition 
Copyright © Cyber Defense Magazine,  All rights reserved worldwide  

Report: Chinese hackers access Redstone military defense secrets

05/02/2013 17:15 (MyFoxAL.com) 

Malware Costs Consumers $4B a Year

05/02/2013 16:49 (Isssource.com) 

Spear Phishers Want Your Info

05/02/2013 16:20 (Yahoo! News) 

Langevin: Cyber threats growing exponentially

05/02/2013 16:11 (Boston.com) 

‘Cyber Risk Intelligence’ for Total Security

05/02/2013 16:03 (Isssource.com) 

AP Hack Demonstrates the Power of 140 Characters #Twitter

05/02/2013 15:11 (Martindale.com) 

9 Scary Ways Criminals Use Facebook

05/02/2013 13:59 (WalletPop) 

Mother’s Day Scams To Avoid

05/02/2013 13:30 (CBS Miami) 

Trend Micro looks to bolster cloud security

05/02/2013 12:35 (SecurityInfoWatch.com) 
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Über stealthy malware infects Apache webservers

05/02/2013 11:01 (USA Today) 

Mozilla hot under the collar over Firefox spoofing

05/02/2013 10:28 (IT World Canada) 

Malware you can "live with", but shouldn't

05/06/2013 05:19 (Help Net Security) 

Amazon launches Android app store in China

05/06/2013 02:38 (Yahoo! News) 

Smart Passwords 101: Cyber Safety Advice from Intel and McAfee

05/06/2013 01:53 (Her Campus) 

Happy (almost) Password Day

05/06/2013 00:31 (Her Campus) 

Accused SpyEye creator extradited to the US

05/06/2013 00:19 (Computer World Singapore) 

Week in review: Google Glass hacked, Bitcoin risks, and why we need security 

awareness training programs

05/06/2013 00:00 (Help Net Security) 

Pentagon nod shows Android can be as secure as BlackBerry

05/05/2013 22:20 (Computer World Singapore) 
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24% data breach targets retailers

05/05/2013 22:14 (Computer World Singapore) 

Microsoft admits zero-day bug in IE8, pledges patch

05/05/2013 22:14 (Computer World Singapore) 

Is Free Antivirus Too Weak To Protect You?

05/05/2013 14:47 (AZFamily.com - Blogs) 

Another cyber ‘intrusion’: Is an attack next?

05/05/2013 09:00 (Tribune-Review (AP)) 

Hackers pose a serious threat to U.S. small business

05/05/2013 08:30 (The Baltimore Sun) 

Malware now spreads mostly through tainted websites

05/05/2013 04:45 (Daily Record (AP)) 

Computer whiz kids are on the front lines against cyberattacks

05/05/2013 02:00 (Omaha.com) 

DoL Site Spreads PoisonIvy

05/03/2013 19:06 (Isssource.com) 

New TDL Malware Releases

05/03/2013 15:29 (Isssource.com) 
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Senior citizens need cyber safety protection: Human Rights Commission

05/07/2013 05:49 (Computer World Singapore) 

Evernote Says Cyber Breach Which Cost Millions Wasn’t From China

05/07/2013 05:05 (Bloomberg) 

Malwarebytes backup service prevents malware uploads

05/07/2013 04:48 (Help Net Security) 

U.S. names China as source of cyberattacks

05/07/2013 04:25 (Yahoo! Canada Finance) 

A brief history of mobile malware

05/07/2013 02:13 (Luxury Daily) 

Do I Need to be Concerned About Cybercrime?

05/07/2013 00:28 (Examiner.com - Massachusetts) 

Google left heating, cooling system open to hackers

05/06/2013 23:58 (Computer World Singapore) 

Old Java exploit kit taught new tricks

05/06/2013 22:36 (Computer World Singapore) 

Cyber-attack could target Ohio banks, credit unions May 7, 2013

05/06/2013 17:20 (News Channel 5) 
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What is email spoofing all about?

05/06/2013 14:44 (Massachusetts Institute of Technology) 

Microsoft Warns of Zero-Day Bug in Internet Explorer 8

05/06/2013 14:26 (CIO Today) 

SpyEye Suspect Facing Charges in U.S.

05/06/2013 13:21 (Isssource.com) 

Federal Security Guidelines Reworked

05/06/2013 11:11 (Isssource.com) 

Tag team: Jihadis, hackers join forces to launch cyberattacks on United States

05/06/2013 10:42 (The Washington Times) 

Stealthy Web server malware spreads further

05/08/2013 02:50 (Computer World Singapore) 

KSA faces highest rate of cyber threats worldwide

05/08/2013 02:43 (Delayed Quotes - CBOE) 

China State Media Calls U.S. ‘Hacking Empire’ After Allegations

05/08/2013 02:20 (Bloomberg) 

Beware of fake AV and ransomware combo

05/08/2013 02:12 (Help Net Security) 
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Good-guy hackers defend companies

05/08/2013 00:03 (Tribune-Review (AP)) 

Cyberattack highlights software update problem in large organizations

05/07/2013 23:53 (Computer World Singapore) 

Cyber-spies use phone, computer cameras to watch unsuspecting victims

05/07/2013 23:04 (KTVB.com (AP)) 

Cell phone warning: Is deleted information really deleted?

05/07/2013 22:12 (WPTV NewsChannel 5) 

AutoIt scripting increasingly used by malware developers

05/07/2013 22:09 (Computer World Singapore) 

Cybercrime booming in Latin America and Caribbean, Trend Micro finds

05/07/2013 22:09 (Computer World Singapore) 

Malware program found in senior-living center's computer

05/07/2013 20:38 (WGAL) 

Pentagon Retracts Statement on Probe of QinetiQ Hacking

05/07/2013 19:23 (Bloomberg) 

Senators propose law to combat cyber theft

05/07/2013 17:48 (Yahoo! News Canada) 
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Fed Should Lead Cyber Defense for Financial Industry, Banks Say

05/07/2013 16:52 (San Diego Source (AP)) 

Banks Say Fed Should Lead in CyberSecurity for Industry

05/07/2013 16:14 (Bloomberg) 

Email + Phishing: Separating Scams from the Real Thing Can be Tough

05/07/2013 15:46 (The Magill Report) 

OVERNIGHT TECH: Senate to examine cyber crime

05/07/2013 14:52 (The Hill - Blog) 

Cyber attacks on the rise as best way to rob banks

05/07/2013 14:28 (Oroville Mercury Register) 

Quantum Internet Has Big Security Hole

05/07/2013 14:04 (Geeks Are Sexy) 

Why Would China Want to Hack Our Media?

05/07/2013 13:31 (Yahoo! News) 

Anonymous threatens to take the U.S. ‘off the cyber map’

05/07/2013 13:23 (Yahoo! News) 

Cybersecurity: See Who's On This Latest Hacker Hit List

05/07/2013 11:57 (Cincinnati.com) 
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Microsoft fixes Internet Explorer 8 vulnerability

05/09/2013 04:20 (Computer World Singapore) 

America faces rising threat from malware weapons

05/09/2013 03:36 (The Bellingham Herald (AP)) 

2 Sense: How strong is your cybersecurity?

05/09/2013 02:48 (Daily Herald (AP))

Smartphones: Wildly popular devices one of biggest OPSEC threats

05/09/2013 01:19 (Fort hood sentinel) 

Update your antivirus software

05/09/2013 00:25 (Computer World Singapore) 

Welcome sign for hijackers on 24-7 for 30% of social networkers

05/08/2013 22:10 (Computerworld Malaysia) 

Interop network squares off against controlled 70G bit/sec DDoS attack

05/08/2013 22:06 (Computerworld Malaysia) 

Data security could cost state $15 million

05/08/2013 22:04 (GreenvilleOnline.com (AP)) 

U.S.: China Using Cyber Attacks

05/08/2013 21:59 (Isssource.com) 
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Malwarebytes adds antivirus scanning to cloud backup software

05/08/2013 21:22 (Computer World Singapore) 

The FBI's reported new plan to read your emails

05/08/2013 17:48 (Yahoo! News) 

Homeland Security Working to Fight Cyberattacks, Napolitano Says

05/08/2013 17:03 (Bloomberg) 

FBI warns of telecommunication phishing attack

05/08/2013 14:57 (Examiner.com - California) 

Nearly 70% of Canadian businesses hit by cyber attacks, says year-long survey

05/08/2013 14:05 (CTV News) 

Espionage, Cyberattacks: Pentagon Blunt on China

05/08/2013 12:31 (CIO Today) 

Quantum Network Secretly Running for 2 Years

05/08/2013 11:43 (Yahoo! News) 

Backdoor targeting Apache servers spreads to nginx, Lighttpd

05/08/2013 10:01 (Help Net Security) 

Advanced Cyber Attack Tools Seen Available to Hackers

05/08/2013 09:27 (Bloomberg) 
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Eight indicted in $45M cybercrime campaign

05/10/2013 05:48 (Help Net Security) 

India has a new National Cyber Security Policy

05/10/2013 04:16 (Help Net Security) 

Anatomy of a global cyber bank theft: How the worldwide gang of ATM thieves did it

05/10/2013 04:09 (Yahoo! Canada Finance) 

The Onion explains how its Twitter account was hacked

05/10/2013 03:49 (Computerworld Malaysia) 

U.S. warns of cyberattacks on water, power

05/10/2013 03:20 (HeraldNet.com) 

Are you Hackable or Uncrackable? “Password Day” is Today!

05/10/2013 00:57 (Examiner.com - Massachusetts) 

9WTK: Hackers behind some 'free Wi-Fi' hotspots

05/10/2013 00:06 (9News.com) 

What to do when you can't boot from an external source

05/09/2013 22:28 (Computer World Singapore) 

Users of Internet Explorer 8 at risk of 'water hole attack,' urged to take security measures

05/09/2013 22:18 (WFSB Channel 3) 
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House arrest imposed on suspected hacker

05/09/2013 20:47 (The Columbus Dispatch) 

Advance Planning Reduces Companies' Risk of Cyber Catastrophe

05/09/2013 20:42 (WSMV Channel 4) 

Latest phishing scam targets Apple customers

05/09/2013 19:35 (GA Daily News) 

FBI issues cyber security warning to Microsoft Explorer 8 users

05/09/2013 17:33 (KCBD NewsChannel 11) 

Israel to Open 'Cyber Gym' for Training Against Hackers

05/09/2013 16:26 (Bloomberg) 

Hacking, Cyberspying Damaging U.S.-China Relations

05/09/2013 12:41 (CIO Today) 

Hackers sell out and go corporate as cyber crime becomes shift work

05/09/2013 12:00 (The Washington Times) 

Webcams open your home to prying eyes

05/09/2013 09:43 (WDAM - Channel 7) 

World grapples with rise in cyber crime

05/13/2013 01:00 (The Detroit News) 
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Malware authors’ hard-fought “professionalism” impressive, frightening: researcher

05/13/2013 00:42 (Computerworld Malaysia) 

Can mobile devices be more secure than PCs?

05/13/2013 00:31 (Help Net Security) 

What's old is new again: Spammers revived old schemes in March quarter

05/12/2013 22:41 (Computerworld Malaysia) 

Microsoft rushes IE8 zero-day fix into this week's Patch Tuesday

05/12/2013 21:35 (Computerworld Malaysia) 

Latest online scam is alarming computer experts

05/12/2013 20:16 (The News & Observer) 

Law enforcement agencies grappling with spike in multi-million-dollar cyber scams

05/12/2013 12:51 (News - MSN CA) 

Fresh wave of cyberattacks aimed at US

05/12/2013 11:25 (The Guardian) 

Deleted Cell Phone Text Messages, Photos, Videos Easy for Thieves to Steal

05/12/2013 11:09 (NBC Los Angeles) 

You can wave goodbye to passwords

05/12/2013 11:02 (The Columbus Dispatch) 
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‘Careful where you click’ still the best advice

05/12/2013 03:21 (The Norman Transcript) 

Facebook Phishing Scheme: Montco Residents Beware

05/11/2013 23:44 (Abington Patch) 

Indian companies at centre of global cyber heist

05/11/2013 23:32 (Reuters.co.uk) 

Obama’s Cyber Focus Fuels Check Point Advance: Israel Overnight

05/11/2013 23:10 (Washington Post - Bloomberg) 

Android Malware On Google Play Downloads Spyware To Monitor Texts, Call Logs, 

Location

05/11/2013 09:32 (Mobile & Apps) 

Chinese hackers pose a growing threat

05/11/2013 04:56 (The Boston Globe) 

Uncle Sam shares blame for Chinese espionage

05/14/2013 05:30 (Computer World Singapore) 

...ranks of the Obama Administration and the U.S. military about cyber espionage by China. 

Barely a week goes by without a withering assessment...

VMWare wants software defined data centres for better security

05/14/2013 05:29 (Computer World Singapore) 

...detection system, the intrusion prevention system, anti-virus/anti-malware, storage and 

systems management. With the hypervisor at the centre of the...
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Android malware continues to rise

05/14/2013 04:45 (Help Net Security) 

Android malware continues to rise The first quarter of 2013 was marked by firsts for Android 

malware that add complexity to the Android threat...

BLOG: Cyber control now a debate for the ages

05/14/2013 03:39 (Computer World Singapore) 

waged by a conspiracy of western governments and their sinister national security instruments, 

which promote "cyber hysteria" as a trojan horse...

Intel's McAfee brings biometric authentication to cloud storage

05/14/2013 03:37 (Computer World Singapore) 

...which a security layer on Intel's chips allows McAfee's malware protection software to identify 

and block threats such as rootkits, or analyze...

It's better to call ahead before sending malware, Symantec finds

05/14/2013 01:45 (Computer World Singapore) 

...invoice sent by email. The style of attack, known as "spear phishing," has been used against 

French organizations, including subsidiaries in...

Using security skills for charitable cause

05/13/2013 22:09 (Computerworld Malaysia) 

...help sorting out computer problems. As Long soon discovered, computer viruses and 

security holes were the most pressing problem he would encounter.

Labor Department hackers more sophisticated than most

05/13/2013 22:09 (Computerworld Malaysia) 
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...compromising theweb server that ran the site and then inserting a malware payloadthat would 

be decoded when a visitor's browser attempted torender...

Presbyterian Anesthesia reports data breach affecting nearly 10,000

05/13/2013 19:36 (CharlotteObserver.com) 

...at its Randolph Road location may have had personal information compromised. After 

upgrading computer software, the hospital system found that...

REUTERS SUMMIT: Power group more worried about physical than cyber threats

05/13/2013 19:35 (Reuters.co.uk) 

...Finkle WASHINGTON May 13 (Reuters) - Downplaying warnings about the potential for 

hackers to sabotage U.S. power plants at the click of a mouse,

Top U.S. admiral puts cyber security on Navy's radar

05/13/2013 17:01 (The News-Herald) 

Top U.S. admiral puts cyber security on Navy's radar Chief of Naval Operations Adm. 

Jonathan Greenert SINGAPORE - Cyber security and warfare...

FBI says more cooperation with banks key to probe of cyber attacks

05/13/2013 16:09 (Yahoo! News Canada) 

Malware Backdoor in Targeted Attacks

05/13/2013 15:47 (Isssource.com) 

Malware Backdoor in Targeted Attacks There is a new backdoor from the Winnti family 

malware that possibly focuses on targeted attacks. The threat,

Report: Mobile Devices More Secure

05/13/2013 15:15 (Isssource.com) 
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05/15/2013 03:45 (Help Net Security) 

...of the devices, the January 2013 study said. SMS-based malware Zitmo, and its variants, 

demonstrate how SMS redirection can exploit Android-based...

U.S. government tops list of malware buyers

05/13/2013 13:18 (Help Net Security) 

U.S. government tops list of malware buyers While vocally and repeatedly tying all kinds of 

discovered cyber attacks to Chinese hackers, the...

Access to Federal News Radio website restored after hacking attack

05/13/2013 12:13 (Federal Times) 

...advised that all users who accessed the websites from any web browser during the cyber

attack, which occurred from May 5 to May 7, update and run...

Scammers combine fake AV and bogus support calls

05/13/2013 07:26 (Help Net Security) 

...simulating the alert - that notify the victims about a slew of malware they have on their 

computers. But instead of directly offering the solution...

Font apps on Google Play deliver spyware

05/13/2013 07:25 (Help Net Security) 

...safe as we all would like. Admittedly, the probability of downloading malware is much smaller 

than on third party online Android markets, but it...

US under constant cyber attack threat: General

05/15/2013 05:37 (Computer World Singapore) 

US under constant cyber attack threat: General The top US general in charge of cyber

security warned that the United States is increasingly vulnerable...

Belkin releases secure switch for government agencies
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...prevent peripherals from being used to leak information from one computer system to 

another. Additional security features of Belkin s Advanced...

Apple, Samsung Devices Seen Raising Pentagon’s Cyber Risk

05/15/2013 03:03 (Bloomberg) 

...promoted the Defense Department s security endorsement to commercial and government

customers. The Pentagon s plan would eventually give employees...

Five Things Every Organization Should Know about Detecting and Responding to 

Targeted Cyberattacks

05/15/2013 00:26 (Reuters US News) 

...landscape, information security professionals need to adopt the mindset that their network is 

already compromised or soon will be. In a detailed look...

Companies, government unprepared for new wave of cybersabotage

05/14/2013 22:09 (Computer World Singapore) 

...companies and government are still struggling to protect the nation's critical infrastructure, 

experts say. The New York Times reported on Sunday...

McAfee LiveSafe integrates cloud and Intel chip security in one product

05/14/2013 22:09 (Computer World Singapore) 

...mixture of encryption, cloud storage, password management, authentication and malware

defence for PCs, Macs, tablets and smartphones. LiveSafe is...

Facebook attacked with credential-harvesting malware

05/14/2013 22:02 (Computer World Singapore) 

Facebook attacked with credential-harvesting malware A new variant of the Dorkbot malware

was discovered spreading through Facebook's internal...
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North African countries hit hard by security threats on continent, Symantec says

05/14/2013 21:56 (Computer World Singapore) 

...Africa, Morocco and Algeria top the African countries ranking in 2012 for phishing attacks. 

"This year's ISTR shows that cybercriminals aren't...

White House cites progress in cyber talks with China, Russia

05/14/2013 20:08 (Yahoo! News Canada) 

Scrapping internet filter saves government $4.5m

05/14/2013 19:24 (Computer World Australia) 

...Computerworld's Business & Government newsletter ] In a move to enhance cyber security, 

the government is pushing head with establishing the new Australian...

Napolitano says ATM heist sign of cyber crime scope

05/14/2013 19:08 (Yahoo! News Canada) 

Old Java Bugs Catch Attackers’ Eye

05/14/2013 18:06 (Isssource.com) 

...patches. Research from Microsoft shows there has been a spike in malware targeting Java 

vulnerabilities since the third quarter of 2011, and much...

Domain Registrar Hacked

05/14/2013 17:03 (Isssource.com) 

...order to proceed with a password reset. This is the same tactic a phishing email would use. 

Name.com does remind its users if they use their...

Microsoft can Read Skype IM’s

05/14/2013 16:49 (Isssource.com) 
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identify URLs that have been previously flagged as spam, fraud, or phishing links. A 

spokesman for the company confirmed it scans messages to filter...

Iran-Based Hackers Traced to Cyber Attack on U.S. Company

05/14/2013 15:53 (Bloomberg) 

Iran-Based Hackers Traced to Cyber Attack on U.S. Company A previously unknown hacking 

group believed to be based in Iran has started cyber attacks...

7 steps to securing Java

05/14/2013 15:45 (ComputerWorld) 

...compromise vulnerable systems., the U.S. Department of Homeland Security's Computer

Emergency Readiness Team (CERT) has issued multiple security...

IE 10 Tops at Malware Blocking

05/14/2013 15:31 (Isssource.com)

IE 10 Tops at Malware Blocking Internet Explorer 10 continues to outperform the other 

browsers with a block rate against malware of 99.96 percent,

Android Malware Trending Up Again

05/14/2013 15:00 (Isssource.com) 

Android Malware Trending Up Again This year s first quarter was difficult for Android as the 

operating system saw its first threat distribution...

Experts: Smartphones another avenue for hackers

05/16/2013 04:02 (Computer World Singapore) 

...Reserve Bank of Atlanta said threats are proliferating, ranging from "phishing" where 

consumers click a phony email or text message and are tricked...

How to keep the feds from snooping on your cloud data
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Mobile adware networks given 45 days to stop misbehaving by security firm

has been beta testing SafeMonk, largely in a bid to thwart to malware and cybercriminals. He 

was able to take part in the initial beta testing...

University of Alabama Launches Cyber Threat Detection Company

05/16/2013 01:11 (Claims Journal) 

...chief technologist. He says his group fills a void in the cyber security marketplace. We 

provide real-time intelligence data that identifies...

Chinese military unit said to resume cyber spying

05/16/2013 00:12 (Stars and Stripes) 

...WASHINGTON A Chinese military unit that a private U.S. computer security company 

accused of launching more than 115 cyber attacks against American...

Large cyberfraud operation targeting Australian bank customers uncovered

05/15/2013 23:48 (ComputerWorld) 

...have uncovered a cyberfraud operation that uses specialised financial malware to target the 

customers of several major Australian banks Security...

Researchers develop industrial systems that watch for security breaches

05/15/2013 23:48 (ComputerWorld) 

...said. SCADA and PLC systems are used in industries comprising critical infrastructure, 

which includes power generation facilities, oil and gas...

Malware is dangerous because it is invisible and persistent: Trend Micro

05/15/2013 22:23 (Computerworld Malaysia) 

Malware is dangerous because it is invisible and persistent: Trend Micro The problem with the 

sophistication of malware is that it tries to be...
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05/15/2013 21:56 (Computer World Singapore) 

...the more extreme abuses of adware networks by publicising the BadNews mobile malware, a 

sort of mobile botnet that has recently sneaked on to...

Google tells Microsoft to shut down its YouTube app for Windows Phone

05/15/2013 20:47 (ComputerWorld) 

...World. Twitter: http://twitter.com/johnwcoxnww Email: john_cox@nww.com Read more about 

anti-malware in Network World's Anti-malware section.

What is malware and why should I be concerned?

05/15/2013 20:13 (Examiner.com - Massachusetts) 

What is malware and why should I be concerned? Malware is a shortened version of the words 

malicious software. It is defined as: a generic term...

DoL Attack Hits Others

05/15/2013 16:48 (Isssource.com) 

DoL Attack Hits Others Cyber criminals behind the U.S. Department of Labor (DoL) watering 

hole attack also targeted employees of the U.S. Agency...

Timely Patch: Microsoft Closes Holes

05/15/2013 16:17 (Isssource.com) 

...programs. This week a site in Cambodia was also serving malware exploiting IE 8 

vulnerabilities targeting workers for the United States Agency...

Phishing Scams Continue To Plague Consumers

05/15/2013 15:52 (Seattle Times - Mediawebsite.net) 

Phishing Scams Continue To Plague Consumers New Consumer Tips and Video Keep 

Consumers from Getting Hooked /PRNewswire-USNewswire/ -- Today,
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Florida #2 In Nation For Cyber Scams

05/15/2013 15:51 (CBS Miami) 

...more and more in daily lives. And we re not alone. The latest cyber crime figures from the 

U.S. Department of Justice s Computer Crime s Task...

Adobe in Patch Mode

05/15/2013 15:46 (Isssource.com) 

...the media player to crash and allow attackers to gain remote control over a compromised

computer. Version 11.7.70.202 for Windows received the...

Study: Smartphone Threats Spreading, Personal Info Increasingly At Risk

05/15/2013 12:44 (CBS Atlanta) 

...Reserve Bank of Atlanta said threats are proliferating, ranging from phishing where 

consumers click a phony email or text message and are tricked...

LulzSec hackers "at cutting edge" of cyber crime, court told

05/15/2013 10:40 (Yahoo! Canada Finance) 

Hackers use social media to bedevil advertisers

05/15/2013 10:26 (USA Today) 

...on ads and driving traffic. With the alarming progression of computer hacking and virus

creation, consumers and the advertising industry at large...

Hackers' heist shows bank vulnerability

05/17/2013 02:22 (NorthJersey.com) 

...one of the most common hacking methods, phishing, or its close cousin spear-phishing, 

said Waller. "That same process happens every day in the...

Booming mobile industry spawning global criminal marketplace
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05/17/2013 02:09 (Computer World Singapore) 

...activity aimed at those devices, according to a report released on Wednesday by the Anti-

Phishing Working Group (APWG). "In a 'post-PC era,' mobile...

Four hackers in high-profile cyberattacks are sentenced

05/17/2013 01:31 (The Portland Press Herald) 

...hacking group LulzSec, which flaunted its ability to break into the high-security computer

networks of targets such as the U.S. Senate. In 2011,

Pushdo botnet is evolving, becomes more resilient to takedown attempts

05/16/2013 23:38 (Computerworld Malaysia) 

...evolving, becomes more resilient to takedown attempts A new Pushdo malware variant uses 

domain generation techniques to call home if normal communications...

Walmart Issues Warning About New Email Scam

05/16/2013 22:47 (CBS Pittsburgh) 

...address is spelled Wallmart. Clicking on a link could allow a virus onto your computer, which 

can allow thieves to steal personal information.

Internet Explorer 10 blocks more malware than Chrome or Firefox, test finds

05/16/2013 22:24 (Computer World Singapore) 

Internet Explorer 10 blocks more malware than Chrome or Firefox, test finds Microsoft's Internet 

Explorer 10 is better at blocking malware downloads...

Botnet Comes Back with DGA Gusto

05/16/2013 19:55 (Isssource.com) 

Botnet Comes Back with DGA Gusto The PushDo malware and Cutwail spam botnet keep 

getting knocked offline, but it just keeps coming back for more.
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computer virus attacked Iran's nuclear enrichment facilities...

Why the Shamoon virus looms as destructive threat

05/16/2013 18:07 (Thespectrum.com (AP)) 

...servers at the oil company. The U.S. Departmentof Homeland Security's National Cyber

Security Division has updated its standing alert, specifically...

LulzSec Hackers Jailed for as Long as 32 Months for Attacks

05/16/2013 17:39 (Bloomberg) 

...e-mailed statement. He hacked and installed or altered files on U.S. Air Force computers. 

Ryan Ackroyd, 26, was sentenced to 30 months for attacks...

DDoS Alert: Taiwan and the Philippines Exchanging Digital Blows

05/16/2013 17:06 (FOX5 Vegas - KVVU) 

...third-party security providers accelerate the process of isolating the compromised system

and resolving service disruption. What Should You Do?

Building Human Firewalls Critical for Protecting against Cyber Threats

05/16/2013 15:00 (SFGate) 

...Island Networks releases new white paper to help address human element of Cyber Security

Portland, Oregon (PRWEB) May 16, 2013 Security intelligence...

Phone scammer asked about computer virus, Dedham cops say

05/16/2013 12:21 (Boston.com) 

Phone scammer asked about computer virus, Dedham cops say class="byline"By Dave 

Eisenstadter, Town correspondent A Chickering Road resident reported...

Stuxnet virus might have improved Iran's nuclear capabilities: report

05/16/2013 12:15 (New York Post) 

Stuxnet virus might have improved Iran's nuclear capabilities: report When the Stuxnet
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Application vulnerabilities still a top security concern

05/16/2013 12:03 (Help Net Security) 

...60 percent of detected security breaches in 2011. Application security, malware, and mobile 

threats top the list of external concerns. Without...

Cyber experts fear escalation of attacks

05/20/2013 05:02 (Computer World Singapore) 

...day. Photo: Reuters Cybersecurity professionals know a myriad ways hackers can try to 

wreak havoc on critical infrastructure or infiltrate corporations...

The CSO perspective on healthcare security and compliance

05/20/2013 04:47 (Help Net Security) 

...only have federally mandated security requirements; the NYS Office of Cyber Security also 

has stringent policies on the access and use of protected...

Large cyber espionage emanating from India

05/20/2013 03:50 (Help Net Security) 

...filed a criminal police case for an unlawful computer intrusion. Spear phishing emails 

targeting upper management appeared to be the source of...

Bank trojan targets users of Bitcoin exchange Mt Gox

05/20/2013 01:15 (Computer World Singapore) 

Bank trojan targets users of Bitcoin exchange Mt Gox Brazilian hackers on the hunt for 

banking credentials are now targeting Bitcoin owners with...

Computer crimes go way back

05/20/2013 01:04 (Chicago Sun-Times) 

...we all seem to dream about in our secret hearts. The tales of computer crime that we know 

of are wild enough there must be stories that never...
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control of the Italian branch of Anonymous Italian...

Hackers from China target U.S. operations

05/20/2013 01:00 (HeraldTribune.com) 

...appear to have resumed their attacks using different techniques, according to computer

industry security experts and U.S. officials. The Obama...

Week in review: Human sensors, IT security jobs, and hacking car charge stations

05/19/2013 23:59 (Help Net Security) 

...simulating the alert - that notify the victims about a slew of malware they have on their 

computers. But instead of directly offering the solution...

Nation's critical infrastructure cyber defenses weak, DHS tells hearing

05/19/2013 23:15 (Computer World Singapore) 

Nation's critical infrastructure cyber defenses weak, DHS tells hearing The nation's critical

infrastructure is vulnerable to cyber attacks and...

Researchers uncover new global cyberespionage operation dubbed SafeNet

05/19/2013 23:15 (Computer World Singapore) 

which Trend Micro has dubbed SafeNet, targets potential victims using spear phishing emails 

with malicious attachments. The company's researchers...

New Mac spyware found on Angolan activist's computer

05/19/2013 21:35 (Computerworld Malaysia) 

...at the Oslo Freedom Forum earlier this week. The activist's computer was compromised as 

a result of a spear phishing attack, Appelbaum said Thursday...

Police arrest Anonymous suspects in Italy

05/19/2013 21:35 (Computerworld Malaysia) 

Police arrest Anonymous suspects in Italy The four suspected hackers are accused of taking 
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Govt asks industry for help to stem security breaches

05/19/2013 17:25 (ComputerWorld) 

...assurance; source code and application review; network and application security testing; and 

computer forensics, investigation and security incident response.

Pentagon Partners With NATO To Create Global Cyber Warfare System

05/19/2013 12:33 (GlobalResearch.ca) 

U.S. Could Use Cyberattack on Syrian Air Defenses

05/19/2013 11:23 (CIO Today) 

...methods to disable enemy air defense systems include the injection of malware into the air-

defense network via computer attack or by electronic...

A Google search turns up private data

05/19/2013 04:00 (Times Record News) 

Cybersecurity education starts in high school

05/19/2013 03:22 (HeraldNet.com) 

...a hotel conference room near Washington, decrypting codes, cleaning malware and fending 

off network intrusions to score points in the finals...

Bit9, FireEye, Palo Alto Networks team to hit zero-day malware

05/21/2013 04:49 (Computer World Singapore) 

Bit9, FireEye, Palo Alto Networks team to hit zero-day malware Bit9 has teamed with FireEye 

and Palo Alto Networks, which each have sandboxing...

Sourcefire goes beyond the sandbox

05/21/2013 02:43 (Help Net Security) 

http://service.meltwaternews.com/mnews/redirect.html?docId=2808147082&userId=2470803&agentId=623805&type=2&s=2947&url=http%3A%2F%2Fcomputerworld.co.nz%2Fnews.nsf%2Fnews%2Fgovt-asks-industry-for-help-to-stem-security-breaches
http://service.meltwaternews.com/mnews/redirect.html?docId=2808113309&userId=2470803&agentId=623805&type=2&s=82803&url=http%3A%2F%2Fwww.globalresearch.ca%2Fpentagon-partners-with-nato-to-create-global-cyber-warfare-system%2F21366
http://service.meltwaternews.com/mnews/redirect.html?docId=2807888873&userId=2470803&agentId=623805&type=2&s=17339&url=http%3A%2F%2Fwww.cio-today.com%2Fnews%2FCyberattacks-Could-Help-Syrian-Raids%2Fstory.xhtml%3Fstory_id%3D1030096M5ZIO%26full_skip%3D1
http://service.meltwaternews.com/mnews/redirect.html?docId=2807719869&userId=2470803&agentId=623805&type=2&s=90502&url=http%3A%2F%2Fwww.timesrecordnews.com%2Fnews%2F2013%2Fmay%2F19%2Fgoogle-search-turns-private-data%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2807531748&userId=2470803&agentId=623805&type=2&s=81126&url=http%3A%2F%2Fwww.heraldnet.com%2Farticle%2F20130519%2FNEWS02%2F705199905
http://service.meltwaternews.com/mnews/redirect.html?docId=2811151758&userId=2470803&agentId=623805&type=2&s=34810&url=http%3A%2F%2Fwww.computerworld.com.sg%2Fresource%2Findustries%2Fbit9-fireeye-palo-alto-networks-team-to-hit-zero-day-malware%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2810931615&userId=2470803&agentId=623805&type=2&s=19164&url=http%3A%2F%2Fwww.net-security.org%2Fsecworld.php%3Fid%3D14933
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Sourcefire goes beyond the sandbox Sourcefire introduced malware trajectory capabilities 

across its Advanced Malware Protection portfolio, giving...

Wi-Fi client security weaknesses still prevalent

05/21/2013 02:43 (Help Net Security) 

...Wi-Fi networks that has the potential for exploitation by skilled cyber-attackers says security

expert Raul Siles. The vulnerability is dependent...

Officials say Chinese hackers gained access to sensitive data on Google’s servers

05/21/2013 00:26 (Richmond Times-Dispatch (AP)) 

...targeted the company s servers about the same time Google s system was compromised. 

The official said Microsoft concluded that whoever was behind...

Chinese hackers resume attacks on U.S. targets

05/20/2013 21:17 (Computer World Singapore) 

...U.S. targets For the last three months or so, the U.S. government and some of its defense

contractors have engaged in a war of shame on China to...

Peculiar malware trail raises questions about security firm in India

05/20/2013 21:17 (Computer World Singapore) 

Peculiar malware trail raises questions about security firm in India Security firm Norman, 

investigating cyber-espionage-related to a Norwegian...

Attack on Telenor was part of large cyberespionage operation with Indian origins, report 

says

05/20/2013 21:13 (Computer World Singapore) 

...cyberespionage operation with Indian origins, report says A recent intrusion on the 

computer network of Norwegian telecommunications company Telenor was...

http://service.meltwaternews.com/mnews/redirect.html?docId=2810933171&userId=2470803&agentId=623805&type=2&s=19164&url=http%3A%2F%2Fwww.net-security.org%2Fsecworld.php%3Fid%3D14934
http://service.meltwaternews.com/mnews/redirect.html?docId=2810724462&userId=2470803&agentId=623805&type=2&s=63411&url=http%3A%2F%2Fwww.timesdispatch.com%2Fnews%2Fnational-world%2Farticle_930a3d1a-dff0-56d6-af17-cc491c839204.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2810412443&userId=2470803&agentId=623805&type=2&s=34810&url=http%3A%2F%2Fwww.computerworld.com.sg%2Fresource%2Fsecurity%2Fchinese-hackers-resume-attacks-on-us-targets%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2810412216&userId=2470803&agentId=623805&type=2&s=34810&url=http%3A%2F%2Fwww.computerworld.com.sg%2Fresource%2Fsecurity%2Fpeculiar-malware-trail-raises-questions-about-security-firm-in-india%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2810404501&userId=2470803&agentId=623805&type=2&s=34810&url=http%3A%2F%2Fwww.computerworld.com.sg%2Ftech%2Fsecurity%2Fattack-on-telenor-was-part-of-large-cyberespionage-operation-with-indian-origins-report-says%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2810404501&userId=2470803&agentId=623805&type=2&s=34810&url=http%3A%2F%2Fwww.computerworld.com.sg%2Ftech%2Fsecurity%2Fattack-on-telenor-was-part-of-large-cyberespionage-operation-with-indian-origins-report-says%2F
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discovered a new, massive cyber espionage campaign that...

Ransomware that Steals Passwords

05/20/2013 17:51 (Isssource.com) 

...and instead find a way to clean up their system. That only means malware developers will 

end up turning it up a notch as they are trying a new...

Cloudy Days Ahead: Business App Risks

05/20/2013 17:21 (Isssource.com) 

...by the cloud provider and its ability to keep up with trends in cyber crime. Demand the 

information you need to monitor your business on the...

Mac Malware with Developer ID

05/20/2013 14:14 (Isssource.com) 

Mac Malware with Developer ID A new piece of Apple OS X malware is now floating around. 

Uncovered at the annual Oslo Freedom Conference, where...

LulzSec Members Sentenced

05/20/2013 13:19 (Isssource.com) 

...sentences Thursday for their roles in cyber attacks launched against corporate and 

government sites in 2011. Ryan Cleary, 21, Jake Davis, 20,

4 clues that your smartphone has been hacked

05/20/2013 11:06 (WBALTV.com) 

...intent," he said. A recent study by security firm NQ Mobile found malware threats to Android 

phones have increased 163 percent in the past year. The...

Cyber espionage campaign uses professionally-made malware

05/20/2013 08:53 (Help Net Security) 

Cyber espionage campaign uses professionally-made malware Trend Micro researchers have 

http://service.meltwaternews.com/mnews/redirect.html?docId=2810140253&userId=2470803&agentId=623805&type=2&s=167808&url=http%3A%2F%2Fwww.isssource.com%2Fransomware-that-steals-passwords%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2810107381&userId=2470803&agentId=623805&type=2&s=167808&url=http%3A%2F%2Fwww.isssource.com%2Fcloudy-days-ahead-business-app-risks%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2809880999&userId=2470803&agentId=623805&type=2&s=167808&url=http%3A%2F%2Fwww.isssource.com%2Fmac-malware-with-developer-id%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2809815788&userId=2470803&agentId=623805&type=2&s=167808&url=http%3A%2F%2Fwww.isssource.com%2Flulzsec-members-sentenced%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2810628356&userId=2470803&agentId=623805&type=2&s=92719&url=http%3A%2F%2Fwww.wbaltv.com%2Fnews%2Fmaryland%2Fi-team%2F4-clues-that-your-smartphone-has-been-hacked%2F-%2F10640252%2F20222458%2F-%2Fa47a5v%2F-%2Findex.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2809420784&userId=2470803&agentId=623805&type=2&s=19164&url=http%3A%2F%2Fwww.net-security.org%2Fmalware_news.php%3Fid%3D2500
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Telenor cyberespionage attack has Indian origins

05/20/2013 07:49 (Computerworld) 

...started several years ago IDG News Service - A recent intrusion on the computer network

of Norwegian telecommunications company Telenor was the...

Report: China renews hacking attacks despite Obama administration's warnings

05/20/2013 06:59 (The Hill - Blog) 

...Liberation Army has resumed its attacks on U.S. companies and government agencies after 

going silent for the past three months amid heightened U.S.

http://service.meltwaternews.com/mnews/redirect.html?docId=2809833239&userId=2470803&agentId=623805&type=2&s=3337&url=http%3A%2F%2Fwww.computerworld.com%2Fs%2Farticle%2F9239396%2FTelenor_cyberespionage_attack_has_Indian_origins
http://service.meltwaternews.com/mnews/redirect.html?docId=2809623640&userId=2470803&agentId=623805&type=2&s=82050&url=http%3A%2F%2Fthehill.com%2Fblogs%2Fglobal-affairs%2Fasia-pacific%2F300693-report-china-renews-hacking-attacks-despite-obama-administrations-warnings
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Advanced Mobile Security in the Age of Consumerization

By Bruce Gilley President, Fixmo US

The new age of mobile computing is upon us and it reminds me of a good horror film: both 
exhilarating and frightening at the same time, with the chance for an unsuspecting victim to 
emerge as an unlikely hero.

Smartphones and tablets have quickly emerged as must-have tools for our business and 
-personal lives, offering unprecedented access to information, applications and real time 

collaboration. They are now full-blown endpoint computing devices that fit in the palm of our 
hand, and not only match the storage and processing power of their wired equivalents, but are 
outpacing them when it comes to network connectivity, motion and location sensors, external 
media capture and machine-to-machine communications. We’ve witnessed the mobile app 
revolution and incredible advancements in user experience, screen technology and I/O 
capabilities.

Put it all together, and gone are the days of thinking about these as wireless email devices or 
mobile browsers. These are the next generation of personal computing devices that will forever 
change the way we work, play and collaborate. But from an IT security point of view, it is 
important to understand that these are not simply smaller, more portable personal computers 
that we can control and manage in the same way as we did traditional desktops. Because 

employees will carry these devices with them 
wherever they go, they will inherently rely on 
them for both business and personal use, and 
they will not tolerate highly complex 
authentication policies and tight restrictions on 
which features can be used.

Whether you like it or not, employees will take 
personal photos, access social media sites, 
configure simple passcodes to unlock the device, 
and run a mix of personal and business apps 
side-by-side. And for the foreseeable future, the 
majority of these devices will be built on 
consumer-grade operating systems that prioritize 
personal user experience over system-level 
security. Scared yet?

The good news is that this brave new world is 
already resulting in unprecedented business 

productivity and innovation by employees. But if not managed correctly and in a strategic 
manner, it could also result in very serious security gaps that could cast a dark shadow over 
enterprise IT. So how do we approach security and compliance in this new age of mobile 
computing and consumerization where we are quickly losing the capacity to say ”no you cannot 
do that”? How do we empower employees to access both the business and personal services 
they need, on the devices they want, without compromising security or compliance? This is a 
key challenge that is now facing many IT organizations across the public and private sector, 
specifically in highly regulated industries.
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impacting the personal side of the device or requiring a complex device-level password. With a 

Before thinking about the right technical approach to solving this challenge, you need to 
consider the inherent risks in mobile computing and what the actual vulnerabilities and threats 
are that you are trying to defend against. As with any connected computing device, 
smartphones and tablets expose organizations to the risk of private data leakage as well as 
remote cyber attacks. If we are going to embrace mobile devices as business tools, we need 
ways to protect against unauthorized access to sensitive information, accidental data leakage, 
targeted data theft, and network intrusion. Potential exposure to these kinds of risks are 
heightened on mobile devices since they are frequently used outside of a physically controlled 
office environment, they may connect to unknown wireless networks or unsecured Bluetooth 
devices, they can be easily lost or stolen, and they typically have unverified third party apps 
installed.

We also need to consider that these devices have microphones, cameras, and sophisticated 
sensors that, if compromised, can expose an organization to serious corporate espionage 
attacks. It is exceedingly simple to develop an application for a smartphone – even a BlackBerry 
– that runs periodically in the background and records audio information or captures GPS 
location data without the device user’s awareness.

In a ‘command-and-control’ corporate setting these risks would be mitigated by disallowing the 
installation of third party apps, disabling certain hardware features through IT policies, enforcing 
strong password controls and limiting what kind of data can be stored locally on the device. But 
in the age of consumerization and high-powered mobile computing, this may no longer be the 
right approach. In fact, it may not even be an option if you want to retain your employees.

What much of this 
comes down to is the 
fact that modern mobile 
devices being used in 
the workplace are built 
on vulnerable consumer-
grade operating 
systems, will be used for 
a range of unverified and 

unmanaged personal apps and services, but cannot be locked down to the point where the 
user experience and the potential productivity gains will suffer. This is becoming a classic 
exercise in risk management where organizations need to understand the business 
requirements, the associated risks, and technology solutions that can help them address them 
both to an acceptable level.

So how we do maintain security and compliance in this new world? Is it possible to satisfy end 
users, enterprise IT and business owners? The good news is that the technology industry is 
paying close attention to this problem and new solutions are now coming to market to help IT 
strike the right balance with end-users without sacrificing security or usability. Secure container 
technology, for example, has emerged as a viable approach to address this challenge on 
today’s mobile devices.

They offer a solution for creating a secured and controlled ‘sandbox’ environment on 
smartphones and tablets (including Apple iOS devices) that keep all business apps, email and 
documents tight access controlled, encrypted, and managed by the IT department without 



103 Cyber Warnings E-Magazine – May 2013 Edition 
Copyright © Cyber Defense Magazine,  All rights reserved worldwide  

secure container, IT controls the business assets while the user controls the personal assets, 
and we start to move toward a world where it no longer matters who owns the device, what 
version of the operating system it is, or what personal services are enabled. If IT can secure and 
control a consistent business workspace environment on each device without having to worry 
about what’s happening on the personal side, we may end up with a solution that actually 
increases the level of security and data integrity while decreasing the control and support 
required by IT. And when coupled with the right integrity monitoring and threat detection 
software, you can also ensure that the business workspace is locked down or proactively wiped 
from the device when tampering, anomalies or malicious threats are detected in the personal 
space.

However you look at it, this new age of mobile computing 
and consumerization will be a paradigm shift for many IT 
security professionals. 

But if you take the time to understand the underlying 
risks, the needs of the business and the wants of the end 
users – and are willing to embrace new approaches to 
protecting corporate assets on increasingly personal 
devices – you just may end up being the protagonist hero 
of this otherwise frightening horror film.

About The Author
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Certification Training

CCCure.org Leads the Pack for CISSP® and CEH® Training Support

We’re really pleased to be 

working with CCCure.org.  Did 

you know that more than 

150,000 people have used the 

CCCure’s resources over the 

past 12 years to reach their 

certification and career goals.

CCURE.org offers some of 

the most complete and 

relevant quizzes for the 

CISSP® and the CEH® 

certifications.

CCCure.org also has over 

1600 questions for the 

CISSP® and many hundreds 

of questions for the CEH®. 

You can track your progress 

and they also offer the ability to review questions you have missed.  You 

can compare your score with others taking tests.  They also have 

thorough explanations with each question.  You can also drill down on 

your weak topics and identify what you don’t know.

The CCURE.org quizzes are constantly being updated, revised, with 

new content added almost daily.   Like CCCURE.org, we at CDM do not 

believe in static quizzes that are updated only once every few years.  

This makes them one of ourstanding picks for the month.  Being online 

you can access with the platform of your choice and you are not 

restricted to only one operating system.  All you need is a browser to 

access.  So what are you waiting for and go check ‘em out…Click here.

NOTE: Send an email to clement.dupuis@gmail.com mentioning you saw CCCURE.org in 

CDM’s Cyber Warnings newsletter and Clement will send you a copy of his Scenario Based 

questions practice test for FREE.    This is a value of $59.99    The real exam contains many 

scenario based question,  get ready for this special format,  CCCURE.org is the only vendor 

providing such type of quizzes.

(Sources:  CDM and CCCure.org)

http://www.cccure.org/
https://www.freepracticetests.org/quiz/index.php?page=register
mailto:clement.dupuis@gmail.com
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Top Twenty INFOSEC Open Sources

Our Editor Picks His Favorite Open Sources You Can Put to Work Today 

There are so many projects at sourceforge it’s hard to keep up with them.  However, that’s not 
where we are going to find our growing list of the top twenty infosec open sources.  Some of 
them have been around for a long time and continue to evolve, others are fairly new.  These are 
the Editor favorites that you can use at work and some at home to increase your security
posture, reduce your risk and harden your systems. While there are many great free tools out 
there, these are open sources which means they comply with a GPL license of some sort that 
you should read and feel comfortable with before deploying.  For example, typically, if you 
improve the code in any of these open sources, you are required to share your tweaks with the 
entire community – nothing proprietary here.  

Here they are:

1.

2.

TrueCrypt.org – The Best Open Encryption Suite Available

–OpenSSL.org The Industry Standard for Web Encryption

–OpenVAS.org3. The Most Advance Open Source Vulnerability Scanner

NMAP.org4. – The World’s Most Powerful Network Fingerprint Engine

–WireShark.org5. The World’s Foremost Network Protocol Analyser

–Metasploit.org6. The Best Suite for Penetration Testing and Exploitation

OpenCA.org7. – The Leading Open Source Certificate and PKI Management -

–Stunnel.org8. The First Open Source SSL VPN Tunneling Project

–NetFilter.org9. The First Open Source Firewall Based Upon IPTables

ClamAV10. – The Industry Standard Open Source Antivirus Scanner

11. PFSense.org – The Very Powerful Open Source Firewall and Router

12. OSSIM – Open Source Security Information Event Management (SIEM)

13. OpenSwan.org – The Open Source IPSEC VPN for Linux 

14. DansGuardian.org – The Award Winning Open Source Content Filter

15. OSSTMM.org – Open Source Security Test Methodology

16. CVE.MITRE.org – The World’s Most Open Vulnerability Definitions

17. OVAL.MITRE.org – The World’s Standard for Host-based Vulnerabilities

18. WiKiD Community Edition – The Best Open Two Factor Authentication

19. Suricata – Next Generation Open Source IDS/IPS Technology

20. CryptoCat – The Open Source Encrypted Instant Messaging Platform

Please do enjoy and share your comments with us – if you know of others you think should 
make our list of the Top Twenty Open Sources for Information Security, do let us know at 
marketing@cyberdefensemagazine.com. 

(Source: CDM)

http://www.truecrypt.org/
http://www.openssl.org/
http://www.openvas.org/
http://www.nmap.org/
http://www.wireshark.org/
http://www.metasploit.org/
http://www.openca.org/
https://www.stunnel.org/index.html
http://www.netfilter.org/
http://www.clamav.net/lang/en/
http://www.pfsense.org/
http://communities.alienvault.com/
https://www.openswan.org/projects/openswan/
http://dansguardian.org/
http://www.isecom.org/research/osstmm.html
http://cve.mitre.org/
http://oval.mitre.org/
http://www.wikidsystems.com/community-version
http://www.openinfosecfoundation.org/index.php/download-suricata
https://project.crypto.cat/about/
mailto:marketing@cyberdefensemagazine.com
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National Information Security Group Offers FREE Techtips

Have a tough INFOSEC Question – Ask for an answer and ‘YE Shall Receive

Here’s a wonderful non-profit 

organization. You can join for free, 

start your own local chapter and so 

much more. 

The best service of NAISG are 

their free Techtips. It works like 

this, you join the Techtips mailing 

list. 

Then of course you’ll start to see a stream of emails with 

questions and ideas about any area of INFOSEC. Let’s say 

you just bought an application layer firewall and can’t figure 

out a best-practices model for ‘firewall log storage’, you 

could ask thousands of INFOSEC experts in a single email 

by posting your question to the Techtips newsgroup. 

Next thing you know, a discussion ensues and you’ll have 

more than one great answer. It’s the NAISG.org’s best kept 

secret.

So use it by going here: 

http://www.naisg.org/techtips.asp

SOURCES: CDM and NAISG.ORG

SIDENOTE:  Don’t forget to tell your friends to register

for Cyber Defense Magazine at:

http://register.cyberdefensemagazine.com

where they (like you) will be entered into a monthly drawing

for the Award winning Emsisoft anti-malware and our new

favorite system ‘cleaner’ from East-Tec called Eraser 2013.

http://www.naisg.org/
http://www.east-tec.com/
http://www.naisg.org/techtips.asp
http://register.cyberdefensemagazine.com/
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Free Monthly Cyber Warnings Via Email

Enjoy our monthly electronic editions of our Magazines for FREE.

This magazine is by and for ethical information security 

professionals with a twist on innovative consumer products and 

privacy issues on top of best practices for IT security and 

Regulatory Compliance.  Our mission is to share cutting edge 

knowledge, real world stories and independent lab reviews on 

the best ideas, products and services in the information 

technology industry.  Our monthly Cyber Warnings e-

Magazines will also keep you up to speed on what’s happening 

in the cyber crime and cyber warfare arena plus we’ll inform you 

as next generation and innovative technology vendors have 

news worthy of sharing with you – so enjoy.  

Click here to signup today and within moments, you’ll receive 

You get all of this for FREE, always, for our electronic editions.

your first email from us with an archive of our newsletters along 

with this month’s newsletter.

By signing up, you’ll always be in the loop with CDM.
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