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RSA Conference is Right Around The Corner – Don’t Miss Out 
 

Friends, 

Every year, for the past 4 years, and we hope to continue this tradition 

for a very long time, Cyber Defense Magazine produces our annual Print 
Edition exclusively for the RSA Conference in the United States.  This 
year, the conference takes place a bit earlier than last year, however, the 

weather will be warm and sunny in one of the nicest cities you could ever 
visit on earth – San Francisco, CA.  From the Pacific Ocean to the 
Golden Gate Bridge, the views are stupendous.  The food is great.  The 

people are great.  It’s just a great place.  It’s so scenic, one must see it and experience it for 
themselves to believe it.  Add the RSA Conference to the mix, and we bring to the Silicon Valley 

area, the best and brightest INFOSEC professionals on earth. 

So, we turn a corner entering 2016 with a well timed event – the Biggest INFOSEC show on earth, 

starting February 28th, through March 3, 2016.  Meanwhile, we see, as I predicted, more breaches, 
more Remote Access Trojan (RAT) attacks, more sophisticated spear phishing and too many 

Cryptolocker victims to list.  

Isn’t it time we get our “C” level execs to take INFOSEC more seriously?  Do we have to try to prove 

to them that just a firewall and antivirus alone is not enough?  Do we have to explain why full disk 
encryption and frequent backups are so important?  Or how about why we want to test the 
BCP/DRP plan and make sure there’s still fuel in the diesel backup generator and it actually still 

works?  Let’s make our voices heard and convince the “C” levels that if they don’t start taking 

INFOSEC seriously, then if and when we fall victim, the possibility of NO RECOVERY from a 
breach – that is – going out of business – is a real threat to consider. 

Take time to come to RSA, gather new ideas and innovative tools, techniques and products to help 

us in our battle against spear phishing, RATs, denial of service, malicious insiders, rogue devices 

and the plethora of the barrage of new attack methodologies used by cyber criminals who 
understand the value of personally identifiable information (PII).  Let’s learn more on how to stop 
them and get one step ahead of them this year.  Then, let’s share our findings with our “C” level 
execs so they can make more intelligent buying decisions and understand why training employees 
is so important.   If you are joining us at RSA, you’ll find us in our press room interviewing cyber 

luminaries or on the Expo floor at our kiosk – handing out free copies of the print edition and helping 
folks subscribe to our free monthly cyber warnings.  If you have the time, please come see us at 
RSA. 
 
To our faithful readers, Enjoy 

Pierluigi Paganini 
Pierluigi Paganini, Editor-in-Chief, Pierluigi.Paganini@cyberdefensemagazine.com  

mailto:Pierluigi.Paganini@cyberdefensemagazine.com


4 Cyber Warnings E-Magazine – January 2016 Edition 
Copyright © Cyber Defense Magazine,  All rights reserved worldwide   

 
 

http://www.rsaconference.com/cdm


5 Cyber Warnings E-Magazine – January 2016 Edition 
Copyright © Cyber Defense Magazine,  All rights reserved worldwide   

 

WHAT IS NEXT FOR U. S. NATIONAL CYBERSECURITY? 

Robert B. Dix, Jr. 

Vice President, Global Government Affairs & Public Policy 

Juniper Networks 

 
Now that legislation intended to improve bi-directional cybersecurity information sharing between 

government and industry has been passed by the Congress and signed by the President as part of 

the Consolidated Appropriations Act, 2016, what are the next steps that should be addressed to 

improve overall national cybersecurity?  While improving the exchange of cybersecurity related 

information between industry and government is important, it must be understood that sharing alone 

is not the end game.   

The real objective must be establishing a national capability that can generate timely, reliable, and 

actionable situational awareness to help inform the cyber risk management decision making effort 

across the stakeholder community.  Much work lies ahead to address cyber and physical security 

necessary to achieve and maintain secure and resilient critical infrastructure.  The proliferation and 

reliance on mobile devices and the explosion of the Internet of Things (IoT) provides clear and 

compelling evidence about how this issue will continue to present an enormous challenge to 

national and economic security. 

A concern by some is that some legislators and even some in the Administration may conclude that 

the cybersecurity protection job is done.  Those that engage these issues every day know much 

different.  There are a number of basic, common sense measures that are long overdue and should 

be prioritized immediately if we are truly serious about meeting the cybersecurity challenge and 

helping make our nation safer and more secure. 

Actionable cyber situational awareness can only be accomplished through information sharing, 

analysis, and collaboration necessary to improve the detection, prevention, mitigation, and 

response to cyber events that may become incidents of national or even global consequence.  

Simply pushing large volumes of threat indicators without context or analysis necessary to identify 

patterns and trends of abnormal, anomalous, or even malicious behavior, is simply driving numbers, 

not results.   

While numbers might be impressive to the uninformed or under-informed, just pushing numbers 

from the government absent that analysis necessary to identify the most frequent attack vectors and 

separate noise from impact, will just continue the huge gap that exists today in the ability to meet 

the growing and increasingly dangerous cybersecurity challenge. 

In addition, as a nation we must move beyond the over-classification of information and threat 

intelligence that could assist industry and other stakeholders in making informed cyber risk 

management decisions.  The government owns and has access to the majority of cyber threat 

intelligence; however, very little is shared in a timely manner with industry partners.  Identifying and 

understanding the tactics, techniques, and procedures being utilized by the adversaries… not the 
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sources and methods that typically cause material information to be classified and largely outside of 

access to industry and other stakeholders… is critical.   

To be clear, industry is interested in detecting, preventing, and mitigating cyber attacks.  

Government is often also interested in investigating and identifying perpetrators which causes a lot 

of information to be classified… often over-classified.  The “need to know” culture across 

government  must be replaced by “need to share” in order to provide critical information to those 

that actually make risk management decisions regularly and need access to timely and actionable 

intelligence that can inform those decisions.  As in physical security, it is not possible to protect 

everything all of the time.  The same is true in cybersecurity. Therefore, access to actionable threat 

intelligence is an important arrow in the quiver of security and resilience. 

One way to accomplish improvement in this effort would be to immediately follow through on the 

establishment and commitment to the concept of a Joint Threat Intelligence Engagement Working 

Group that is populated by industry leadership and subject matter experts from across the critical 

infrastructure sectors such as energy; communications; financial services; communications; and 

information technology to name a few, working collaboratively with leaders and subject matter 

experts from the Department of Homeland Security, the FBI, and others across the intelligence 

community.   

This group would be convened regularly and as needed to develop, review, and produce products 

such as Joint Intelligence Bulletins and Threat Activity Reports with actionable information to be 

shared across the stakeholder community in a regular and sustained manner.  This type of 

coordinated effort is an important component to making informed cyber risk management decisions 

and taking affirmative steps to interrupt, disrupt, or prevent malicious cyber activity.  Such a 

collaborative initiative was proposed by the Partnership for Critical Infrastructure Security ( PCIS ) in 

2012 and initially embraced by the Department of Homeland Security, although follow up by DHS 

and implementation of this important approach has lingered for more than three years. 

Committing and then following through on producing a National Cyber Incident Response Plan 

(NCIRP) that provides a predictable and sustainable strategic approach and set of dynamic 

operational playbooks that articulate roles and responsibilities for government, industry, and other 

stakeholders during various thresholds of escalation for a cyber event with national or even global 

consequences, is an essential requirement that regrettably does not exist today. 

In 2008, a talented and dedicated group of knowledge and experienced public and private sector 

subject matter experts embarked on an effort to create a first-ever NCIRP.  That coordinated and 

collaborative effort produced a draft strategic blueprint that outlined the framework for an effective 

approach to incident response in the event that the nation should be confronted with a cyber event 

of national consequence.  In 2009 that draft document was forwarded to the White House for review 

and approval.  Following an interagency government review process, the document has remained in 

a draft interim status since 2010.    

Building on the good work of that collaborative approach, it is way past time to move forward with 

publishing a National Cyber Incident Response Plan and the accompanying operational plans that 

describe various roles and responsibilities, procedures and protocols that are predictable and 
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sustainable, throughout various thresholds of a cyber event that may have national or even global 

consequence.  Such a plan should be periodically tested through a national level exercise that 

identifies operational and capability gaps, lessons learned, and areas for improvement.  A Plan of 

Action and Milestones should be develop to measure progress and then tested in a succeeding 

exercise.   These steps are critical to improving our national capability to detect, prevent, mitigate, 

and respond to cyber events with national consequence. 

We have learned that there is currently an effort wholly within government to create a successor 

NCIRP-type document.  It would be a huge mistake and missed opportunity for the government to 

exclude the non-governmental stakeholder community from such an effort which they have 

continued to do on other cyber-related matters.   

Given that the prevailing majority of our nation’s critical infrastructure is owned, operated, or 

controlled by the private sector, it is essential and only makes good public policy sense to include 

those that actually operate networks and systems every day in building a predictable and 

sustainable set of procedures and protocols that will be implemented during a cyber event of 

national consequence.  

Many relevant and unanswered questions come to mind when considering the importance of such a 

critical effort.  Who will be in charge of the decision-making process through various thresholds of 

escalation?  How will real time or near real time situational awareness be achieved?  How will 

ground truth be gathered, evaluated, de-conflicted, and shared to inform the decision making 

process?  When does an event cross an escalation threshold of impact from one that is under the 

jurisdiction and purview of the Department of Homeland Security or the FBI…to one that has 

national and economic security ramifications that is appropriate for the jurisdiction of the 

Department of Defense?   

Where are the opportunities and through what path does the private sector and the owners and 

operators of this nation’s critical infrastructure get plugged into the process?  What is the role of the 

NCCIC;  NICC;  UCG;  CRG; the DRG; the SCC’s; the ISAC’s; the Deputy’s Committee; and so 

many others?  What are the indemnification procedures for industry should there be a government 

request to a particular company or group of companies for an intervention as a protective measure 

that could have global ramifications for the private sector entity? 

As publicity around more and more data breaches is reported, folks of all levels of cyber 

sophistication are increasingly concerned about protecting their identity;  bank account;  credit 

cards;  business secrets; and even their intellectual property and business operations.  

Unfortunately many people and business of all sizes simply do not know how best to protect 

themselves.  Accordingly, it is way past time to implement Item #6 from the list of Near Term Action 

Items included in the President’s Cyberspace Policy Review that was released in 2009 that calls for 

the Administration to initiate a national public awareness and education campaign to promote 

cybersecurity. 

Such an effort is long overdue and should draw on the good work and content of the US Stay Safe 

Online and the UK Get Safe Online that provide a wide range of information for cyber users of all 

levels of sophistication that can help improve their cyber protection profile by implementing 
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measures that will reduce the risk of cyber intrusions.   Managing passwords, installing software 

updates and not opening links and attachments contained in unrecognized or untrusted emails will 

help us all move to a culture of cybersecurity.  While basic measures of cyber hygiene alone will not 

solve the entire cybersecurity challenge, implementation of such measures will raise the bar of 

protection and contribute to improved security and resilience. 

In addition, continuing the examination of the economics of cybersecurity is a key topic that remains 

relevant and important.  Two white papers prepared by the AFCEA Cyber Committee explain the 

factors influencing cybersecurity investment across different threat levels:  

 

The Economics of Cybersecurity: A Practical Framework for Cybersecurity Investment and 

The Economics of Cybersecurity Part II: Extending the Cybersecurity Framework 

Many consider cost to be a significant impediment to greater investment in cybersecurity.  A 

thorough and comprehensive examination of these matters including economic incentives as 

previously referenced by the Administration is an important public policy discussion.  In August, 

2013, the White House Cybersecurity Coordinator published a blog identifying efforts to consider a 

wide range of incentives.   

https://www.whitehouse.gov/blog/2013/08/06/incentives-support-adoption-cybersecurity-framework    

Since that time, little additional progress has been made around those discussions. 

So as many celebrate the passage of cybersecurity information sharing legislation, we must 

recognize that there remains much work to do.  A number of common sense, pragmatic initiatives 

that can make a significant difference in improving cybersecurity and critical infrastructure protection 

can and should be undertaken immediately. 

Working together collaboratively with government, industry, and other stakeholders, we can truly 

make a meaningful difference in efforts to make our nation more secure and resilient.  Let’s get to 

it…! 

About the Author 

Bob Dix is Juniper’s Vice President for Global Government Affairs and  
Public Policy. He was Chair of the Partnership for Critical Infrastructure  
Security from 2011–2014 and chaired the Information Technology Sector  
Coordinating Council from 2008–2009. He has been an active industry leader in 
efforts to improve cybersecurity and critical infrastructure protection for more than 
10 years. He served as Staff Director for the House Subcommittee on 
Technology & Information Policy during the 108th Congress. 
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2016 Predictions: The Evolving State of Cyber Security  

We Will See a Significant Shift in the Attack Surface and How Organizations 

Handle Data Protection 

by Andrzej Kawalec, CTO for HPE Security Services at Hewlett Packard Enterprise  

 

In 2015 the size and scope of cyber attacks continued to evolve as the average cost of cyber crime 

per organization increased to more than $15 million in the United States. This year we will see 

adversaries align with advancing technology to become even more sophisticated, targeting new 

attack vectors, new and old applications and the emerging digital landscape. They will also continue 

to outclass the defenders in their ability to share information, strategies and services to deliver 

coordinated larger scale attacks. To combat these concerns, I predict organizations will also shift 

their data protection strategy, and make security an even higher priority in 2016. Below are some of 

the biggest cyber security trends we’ll see this year as the attack surface continues to expand.  

1. Hackers will truly embrace the ‘Internet of Things’ 

We’ve been talking about the ‘Internet of Things’ (IoT) for some time, but in 2016, IoT will rapidly 

expand the attack surface and present a very real threat to individuals, businesses and 

governments. Everything from watches to cars to critical national infrastructure will have an internet 

connection, with the UK government estimating that the number of connected devices could be 

anywhere from 20 billion to 100 billion by 2020. The personal information attainable through an 

individual’s watch or the potential to control a power grid are too valuable for malicious adversaries 

to ignore. IoT represents the next battleground as we move towards smarter environments and 

adversaries advance their tactics to take advantage of new vulnerabilities that arise.  

2. Criminals will expand their “networks”   

Not only will new technologies expand the attack surface, but criminals will embrace them for their 

own purposes as well. Criminal syndicates will use mobile, digital, social and cloud-enabled 

technologies to communicate and coordinate attacks. Having built a sophisticated underground 

marketplace for malware, information, technical expertise and service brokers, cyber criminals are 

increasing their community focus, global reach and sophistication. They are leveraging their 

networks to find new vulnerabilities in mobile devices, operating systems and applications, which 

will outstrip more traditional areas of focus, such as the network perimeter. Furthermore, these 

sophisticated attackers are mastering encryption technology and techniques not only for attack 

purposes, but also to protect their own assets and communication streams.  It’s important to 

remember that the tools and technologies that deliver convenience to us at home and in the 

workplace, also bring that same convenience to cyber criminals with malicious intent. 

3. Organizations will find new tools to protect their data and mitigate risk  

As the adversary landscape evolves and criminals’ methods alongside it, companies must stay one 

step ahead and implement innovative tools to combat the new risks. While organizations still spend 

http://www8.hp.com/us/en/hp-news/press-release.html?id=2097584
http://www8.hp.com/us/en/hp-news/press-release.html?id=2097584
http://www.ironpaper.com/webintel/articles/internet-things-market-statistics-2015/
http://www.eweek.com/security/chinas-underground-cyber-crime-economy-grows-in-size-sophistication.html
http://www.eweek.com/security/chinas-underground-cyber-crime-economy-grows-in-size-sophistication.html
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a large portion of their budget on traditional perimeter ‘blocking’ security technologies such as 

firewalls and malware protection, mobile platforms have transformed the network so that the new 

perimeter is essentially in your pocket. To keep pace with the changing network, I predict that we 

will see a shift in how organizations protect their digital enterprise, focusing on the data attackers 

are after, rather than the network. As the network perimeter is no longer easily defined, new 

cybersecurity tools and techniques will focus on applying big data analytics and automation to the 

threat landscape, as well as internal users and operations to detect malicious insiders. Additionally, 

new methods for managing user identity will cross into biometrics and across cloud platforms, and 

we will see the increasing adoption of advanced consumer security and identity products and 

services.  

4. CEOs will take the hot seat when it comes to security 

In light of the frequent and destructive data breaches we’ve seen over the last two years, in 2016 

CEOs will be at the forefront in leading the response to a cyber breach. Enterprises will increasingly 

be held responsible for the information security of consumer data, as they risk significant financial 

and reputational damage should a breach occur. As such, cyber risk will be top-of-mind for boards, 

elevating the CISO beyond traditional IT with the realization that it is no longer if they will be 

breached, but when. Instead of focusing on a perfect strategy to block every attack, there will be a 

shift in focus to adding and fixing resources to improve detection times and rapid response led by 

the C-suite. Technological advances in connected devices, mobile and the cloud have many 

benefits including greater efficiency, productivity and overall convenience in both our personal and 

professional lives. However, they also present new security challenges for large organizations 

looking to empower an innovative workforce that’s equipped with the latest applications and 

devices. As the attack landscape shifts, organizations must implement new tools and increase 

collaboration to combat the growing sophistication of data breaches. With the estimated global 

spend on cyber security in 2015 at $75 billion, security will remain a priority for organizations this 

year and beyond.  

About The Author 

Andrzej Kawalec is the Chief Technology Officer for HPE Security Services, 

Hewlett Packard Enterprise. In this role, he is responsible for HPE's Information 

Assurance strategy, propositions and market-facing activity. He leads research 

and innovation for the group, with a particular focus upon cloud, 

consumerization, cybersecurity and the business risks surrounding information 

security systems, policies, users and processes. 

Prior to this, Kawalec spent 15 years at some of the world's largest IT 

companies, including Compaq, Digital and Siemens, and has worked in board-

level positions across the public and private sectors to help define and promote information 

strategies.  

Kawalec has degrees in international business and German from Ottawa and Bradford Universities. 

The company website is: http://hpe.com.  

http://www8.hp.com/us/en/software-solutions/ponemon-cyber-security-report/
http://www8.hp.com/us/en/software-solutions/ponemon-cyber-security-report/
http://www8.hp.com/us/en/software-solutions/siem-big-data-security-analytics/
http://www.crn.com/slide-shows/security/300077563/the-10-biggest-data-breaches-of-2015-so-far.htm
http://www.gartner.com/newsroom/id/3135617
http://www.gartner.com/newsroom/id/3135617
http://hpe.com/


12 Cyber Warnings E-Magazine – January 2016 Edition 
Copyright © Cyber Defense Magazine,  All rights reserved worldwide   

 

Are Firewalls Still Relevant to Security? 
 

“The firewall is dead”, “Data is the new perimeter”, “Cloud will make the firewall obsolete” – these 

are just some of the quotes you hear every now and again in the information security community. 

But I would like to counter them with a quote from (renowned cybersecurity expert) Mark Twain – 

“The reports of my death have been greatly exaggerated”. 

Admittedly, firewalls have been around for 20 years, which is an eon in the world of technology.  

Any security pro will also rightly tell you that firewalls do not provide sufficient defense in today’s 

threat landscape. But I argue that firewalls are more relevant to security than ever. Here’s why. 

 

#1 The Basics Matter 

Despite the APT media hype, most of the successful attacks exploit known vulnerabilities. 

Advanced network security technologies such as sandboxing and IPS are important elements of a 

defense in depth strategy, but limiting the attack aperture, which is a firewall’s core function, still 

contributes greatly to your security posture.  

I like comparing the firewall to the basic lock on your door. You may decide, based on the threat 

landscape and the value of the assets in your house, that your front door lock is not enough to stop 

attackers,  and therefore choose to install an alarm system and a safe. But does this mean that you 

leave your front door open and not lock it when you leave the house? I would hope not. 

It’s also worthy to take into account that in some cases, such as your shed (or in the business 

world, a remote branch with no crown jewels) a simple lock may still suffice. 

 

#2 Segmentation is Key 

Determined attackers have a good chance of breaking your defenses and gaining access to your 

network, which is why network segmentation is so important in limiting the lateral movement of 

attackers once they are in. The firewall is the ideal device for network segmentation (and for those 

of you segmenting using VLANS, may the gods of good fortune be with you). In fact, with modern 

firewalls including so many additional capabilities beyond just.. well …firewalling, some people like 

our good friends at Forrester Research have opted to call them “Network Segmentation Gateways”. 

Segmentation has become so strategic that the buzz word du jour is micro-segmentation. At its 

extreme, it involves a (virtual) firewall on every server in the data center which segments it from all 

other servers. This really means adding more firewalls (the same ones that are not relevant 

anymore, remember?) that need to be managed. Which is why I feel the success of these initiatives 

relies heavily on the ability to automate security policy management, and it will be interesting to 

monitor how micro-segmentation will play out over time. 
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#3 A firewall by any other name would filter just as many packets 

The firewall has certainly evolved in the 20 odd years it has been around – but despite marketing 

departments’ best attempts to coin new terms that will make it to next year’s budget – the fact 

remains that the need for basic filtering of network traffic has not gone away. 

“Next-Generation” firewalls include a slew of advanced features such as application and user 

awareness, intrusion-prevention, URL filtering and sandboxing, but the core “old-generation” 

firewalling functionality in case you wondered, is still there.  

And what about the cloud? There are no firewalls in the cloud right? Amazon Web Services, by far 

the leading cloud provider, offers “security groups”. This is software-based functionality that enables 

you to set a policy on incoming and outgoing traffic from each AWS instance based on IPs, ports 

and protocols. Does this functionality remind you of something? 

 

#4 The numbers don’t lie 

Depending on which analyst market research you go by, the firewall market is boasting a 7-10% 

annual growth rate. Impressive growth for a multi-billion, 20 year old market.  

And I would like to leave you with one last number – as part of my role at AlgoSec, I am fortunate 

enough to discuss network security with hundreds of companies, including many of the fortune 50. 

How many of these companies have plans to root out their firewalls since they are no longer 

relevant? You might have guessed it – a big fat zero. 

Pretty impressive for a dead guy. 

 

About the Author 
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Building a Quality Workplace within the IT Industry 

By Larry Letow, CEO and President of Convergence Technology Consulting LLC 

In the growing information technology (IT) industry, companies need to focus not only on providing 
quality services to their customers, but also on attracting and retaining top talent.  

Successful companies don’t just look at ways to boost revenue and increase their client base— they 
also create a work environment where employees know they are valued. In doing so, IT companies 
can stay competitive in finding and keeping highly skilled IT professionals.  

In considering what benefits best suit a company, affordable healthcare and 401(k) options are 
often the first things that come to mind. But sometimes the most appealing and useful benefits exist 
within a company’s daily operations.  

Here are some essential first steps to ensure your company can establish a quality, dependable 
and trustworthy workforce. 

Start with Employee Morale 

How can organizations focusing on IT and cybersecurity services accomplish the critical work 
needed to safeguard data? A surprising answer to that question is maintaining a high level of 
employee morale for a high-spirited workplace. Employee morale increases productivity, resulting in 
good business practices essential for the IT sector.  

Achieving a high-spirited workplace can be done in a variety of ways, including: workplace culture, 
positive physical atmosphere and a relaxed work environment. And be sure to mix in some fun: 
encourage team building by holding company-wide social events or corporate social responsibility 
activities.  

Also make sure employees are recognized for their achievements and let them know that their 
contributions are critical to the company’s success.  

Hire Talented People 

A company’s workforce is the foundation for running a successful business and reflects 
organizational health.  

During the hiring process, companies should look for talented individuals who want to be 
collaborative members of the team, contribute to the company’s mission and add value to the 
organization. In order to hire top talent, offer a competitive salary.  

While salary isn’t the only factor in retaining personnel, it does deter employees from looking for 
better paying opportunities.  

In addition, companies should promote employee growth and encourage a respectful work 
environment, making it clear they want their employees to succeed. 
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Offer Unique Benefits 

Another key to building a quality workforce is providing uniquely tailored benefits and encouraging 
employees to take advantage of them. Actively participate in employees’ professional development 
with education reimbursement, giving them the opportunity to pursue advanced degrees with 
financial support.  

Consider a relaxed workplace environment, where employees can dress down, feel less stress and 
enjoy focusing on their work, comfortably.  

Keep in mind that the tech experts you’re looking for might have competing offers from startups or 
companies already implementing a relaxed environment. Encourage healthy living through a 
lifestyle fund, or through different forms of medical, dental and disability benefits.  

Companies can even provide a cell phone fund, through which employees can receive financial 
assistance in paying for their cell phone bills, especially if they use their phone for work purposes.  

At Convergence, we offer each of these benefits to our employees, and believe these are key 
reasons why we’ve been named a 2015 ‘Top Place to Work’ by the Baltimore Sun for the third time.  

Employee productivity is essential to an organization’s capability to deliver on the services it 
provides. Employee satisfaction should be a top priority for the IT industry, where the ability to 
change and adapt is needed to flourish through technological advancement. These 
recommendations are just the start to a multi-faceted approach to employee engagement.  

Company culture and benefits are key, and must be carefully thought out to bring in the best talent 
and sustain a high level of employee performance. In doing so, organizations which exist within the 
realm of cybersecurity can equip their employees to accomplish substantial work for their clients. 
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Can’t INFOSEC Actually Work to Thwart Threats and Protect 

Information? 

 

What are we doing to protect ourselves from people that want to steal our information?  And if what 

we are doing is working, then why are there so many breaches and loss of data (~900m records 

stolen in the USA alone and those are only the published numbers – source: 

www.privacyrights.org).  

 Not a day that goes by that you don’t hear another company was compromised and their 

customers’ information was stolen.  Some of the biggest in the past were Sony, Target, Anthem, 

Home Depot, Lockheed Martin and every day more companies get added to the list.  It is as normal 

an occurrence as having a cup of coffee in the morning. What’s most interesting is that all of the 

companies had passed some type of audit (ISO 27001, SSAE 16, SOX, NIST, FISMA, HIPAA, PCI-

DSS) to provide a supposedly high level of confidence that their information was safe.  What 

happened?  If we passed all of the audits, then how did we get compromised? 

 

Stealing PII is Like Taking Candy from a Baby 

Compromising information today is not as difficult as you think.  Attackers today are using very easy 

techniques, they are focusing on the weakest part of any computer, the user.  It’s funny to hear in 

the news ‘it was a sophisticated attack’ yet when described, the attack methods usually end up 

being a simple spear phishing attack with an attached Remote Access Trojan (RAT) or some other 

form of malware designed to bypass today’s antivirus and firewalls.  These types of tools are easily 

purchased on the black market or even downloaded as freely available open source hacking 

software for ‘educational purposes only.’ 

 The investment in security tools is growing at a staggering pace, firewalls, Antivirus, Intrusion 

Detections or Prevention systems (IDS/IPS), Network Access Control (NAC) and counting.  Multiple 

techniques are used to protect information; database encryption, encrypting hard drives, scan their 

systems for vulnerabilities, patching solutions to close weaknesses, the list goes on and on and yet 

data is stolen.  What are we doing and what are we trying to protect? 

 

Focus on the core:  It’s all about the Data 

Believe it or not, the sky will fall if we don’t take action.  There are some things the security industry 

is doing right but the focus needs to be more on the data.  The weakest part of Data is the user who 

creates and handles data. 

 

 

http://www.privacyrights.org/
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Current security tools identify, detect and protect the information from getting into the hands of 

unauthorized people.  What happens when the user is compromised or the user is a bad actor? 

What is exposed if it was an administrator of the systems? Many security tools provide the visibility 

needed to protect and the infrastructure, providing way to narrow path data can travel.  Focus on 

the data. 

 

Maybe Cisco is Right?  The Layered Approach Does Work 

CIO’s and CISO’s use security tools to narrow the path to sensitive information.  To illustrate the 

point, draw a picture of a round target with 7 rings the center, being the most critical part, Data. 

Cisco calls this the ‘layered approach’ – the more layers around the Data, the harder it is to get at it 

and compromise it. 

One of the best processes which utilize this method, in my opinion, is Lockheed Martin’s method 

called the “Cyber Kill Chain”.  The process creates layers and alarms, when a layer is exposed it 

triggers an alarm providing time to react and protect information.  Would an administrator have the 

ability to get to sensitive information?   How long would it take for information to be taken and sent 

to some other location?  Why should an administrator have access to read all information?   
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Current thought and process is: if the user wants to share the information they can send it via email, 

store it on a file share on the network or add the file on a cloud based system i.e. Dropbox.  In this 

case you are relying on access control that is applied on the services that are used to store 

information.  The problem with this, is that administrators still have access to the information. 

In the email scenario the user sends the information to the person who they would like to share the 

information.  A users could maliciously send an email to the wrong person, or the email could be 

mistakenly sent to the wrong person.  Security personnel see more information go to the wrong 

person by mistake than the person that sent it to the wrong person intentionally. 

File shares and cloud based applications control access by folders but an administrator would still 

have access to all of the information.  An example is Edward Snowden who was an administrator of 

IT systems with the Intelligence Agency which he had access to copy a large amount of data 

without being noticed.   

This is an expected occurrence being a system administrator.  So in this case, the Cyber Kill Chain 

would not have been effective. 

 

Loose Lips Sink Ships 

What everyone has been waiting for, 

how do we fix a leaky ship.  The best 

method in my experience, is identified 

in the US Government classification 

guide.   

The creator of data is the one who 

determines how information is 

classified and who it can be shared.   

If we start with the creator, we can 

control of who has access.  There are 

two controls needed to protect 

information; access and encryption.   

Encryption is needed to keep information from prying eyes, while access is to whom information is 

to be shared.  To make part of the solution simple, encryption needs to be automated. 

Ok, some will say, what about information in a database? The security department is doing 

everything right by encrypting the database, but when information is extracted by the user it is the 

user that needs to protect the information because the information has migrated from a protected to 

unprotected state.   
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To solve this problem, the information as it is exported needs to be encrypted and permissions 

assigned by the user. At a corporate level it would be the corporation who is responsible for the 

information.     

How do you deploy the solution? 

Each file must be automatically encrypted with encryption keys not stored on the local system.  

Permissions on a file would need to to map to a user’s encryption key.  DoD PKI or Verisign is well 

suited to be used for the keys and will require a permission management system for the files. 

 

In Summary:  Data Protection is the Answer 

You have to design it from the ground up.  Start with the Data and who needs access to it.  Then 

think about the 7 rings.  How many layers can you put in place to protect it – from encryption to 

proper key management, to employee training, screening and proactive Data Loss Prevention 

(DLP) to network access control to standard reactive tools like IDS, IPS, firewalls and anti-DDoS so 

the business will survive most types of attacks – whether they come from the inside, where most 

successful breaches happen (over 95% according to Liberty Global, one of the largest ISPs in the 

world) to from the outside, where downtime can kill a business if it happens to make access to the 

DATA (especially an online retailer during holidays) nearly impossible.   

Designed from the ground up, staying proactive, not reactive, we can do INFOSEC right and we will 

reduce risk of Data theft.  Focus on the Data. 
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Cross-site scripting remains a widespread retail vulnerability 

By Alex Lating, Product Marketing Manager, Hexis Cyber Solutions 

 

Believe it or not, an inelegant hack that's been 

around for more than a decade is still a prime 

vulnerability for retailers. 

Cross-site scripting, better known in cybersecurity 

circles as XSS, exploits flaws in Web-facing and 

cloud-based applications to access business and 

customer data.  

 

Major online retailer warned of XSS flaw 

An XSS data breach was back in the news recently when an independent researcher discovered 

the website of e-commerce giant eBay had the vulnerability. 

As Motherboard reported, the security gap allowed hackers to build look-alike login pages in bids to 

steal passwords and credentials.  

A researcher going by the handle "MLT" went so far as to demonstrate how to exploit the 

vulnerability.  

He or she built a page that was nearly indistinguishable from the actual eBay login page. A 

malicious hacker could have then used phishing emails to lure victims to the trap. 

"MLT," to his or her credit, instead informed eBay of the problem and posted the security breach on 

a not-for-profit clearinghouse of XSS vulnerabilities.  

XSSposed.org boasts an impressive list of flaws volunteers have found at websites whose URLs 

you'll recognize, including amazon.com and apple.com. It's a crowd-sourced log of potential 

breaches that helps raise awareness and gets companies to close XSS flaws. 

In the case of eBay, it took a few days, but company officials fixed the problem before anyone had 

exploited the vulnerability, according to Motherboard. 

 

Outdated browsers are a vector for XSS attacks 

These days, updated browsers have defenses against XSS attacks, but users out in the wild are 

notorious for relying on outdated browsers.  

For instance, even now that Microsoft has stopped supporting earlier versions of Internet Explorer, 

an alarming number of people and companies continue to use the more easily-breached 

predecessors to IE 11. 

http://www.hexiscyber.com/
http://www.amazon.com/
http://www.apple.com/
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Some cybersecurity vulnerabilities are complex, like the advanced persistent threats used by the 

world's most sophisticated hackers and hacking groups.  

These security challenges can long lurk undetected inside firewalls. XSS attacks, however, are 

more straight-forward. 

Infamous XSS hacker joins light side 

One of the most famous hacks in history was actually via XSS. In 2005, a then-unknown hacker 

named Samy Kamkar figured out how to force users of MySpace (does anyone who is not in a band 

remember MySpace these days?) to "friend" him.  

Overnight the 19-year-old's malicious code had boosted his friend count from 73 to more than a 

million. MySpace, at that time one of the world's leading social media sites, was forced to shut down 

to deal with the breach. 

Kamkar wound up being convicted of a felony and was forced to keep from using computers for 

three years. But in a sign of the changes in the cybersecurity field, the now-29-year-old has evolved 

into an independent white hat hacker. 

"Hacking is fun. It's a puzzle," Kamkar told Fusion.net. "It's such a good feeling when you solve 

something that wasn't meant to be solved. When something works, I jump up and do a dance for 10 

minutes. It's a feeling I chase." 
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PROTECTING AMERICA’S NATIONAL TREASURE:  THE INTERNET  

By Gary S. Miliefsky 

 

After tracking cyber terrorists, cyber criminals, hackers and malware for the past two decades, it 

seems that we’ve come to an impasse where we need to take a dramatic turn for the better, to 

protect one of our most undervalued national treasures – the Internet.    

 

Short History Lesson On the Internet 

 

Historically, the Internet started out as DARPANET (or DARPANet). The Advanced Research 

Projects Agency (ARPA), the original developers of the early packet-switched network that came 

to be called the ARPANET, was renamed the (U.S.) Defense Advanced Research Projects 

Agency (DARPA) in 1971. For this reason, it is often assumed that the ARPANET was then called 

the DARPANET.   

Over time, it expanded into Universities, connections grew, routing protocols were agreed upon, 

RFCs (request for comments) were shared until SMTP (used for email), FTP (used for file transfer) 

and other protocols arrived – then along came HTTP – the world wide web protocol and now, 

everyone is ‘on’ the Internet.   

Today, it has literally transformed the way we communicate, the way governments interact and 

how we use everything from our cell phones to our home alarm systems and baby monitors.  It has 

also become part of the control fabric used in power grids, airline scheduling systems, train 

schedules and so much more of our critical infrastructure, yet it was not designed to provide any 

means of security for these environments.   

Billions have been spent on Firewalls and Antivirus – both reactive technologies to combat attacks, 

yet at every turn, they fail us with major breaches in the news on a weekly basis.  Just look at 

PrivacyRights.org and you’ll see with nearly 900,000,000 records breached as of the day of this 

writing, in the US alone, we are on a completely insecure and weak Internet. 

In fact, it’s so fragile and so under attack, just see http://map.ipviking.com to see current attacks 

happening today, all across the Internet, that I thought it time to offer up a public proposal for all 

those in the US Government and the commercial sector, especially in the Cyberspace industry 

who will listen to common sense and take action, to the betterment of America’s cybersecurity.  

America’s right to free speech, from the First Amendment, is clear.   

The Internet (aka Cyberspace) has become an incredible vehicle for the exploration of these 

rights.  It has become the future of commerce and will continue to shape technology, social 

behavior, business, research and so much more. 

http://map.ipviking.com/
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However, as we continue to move more and more of our businesses, critical infrastructure and 

critical equipment onto the internet, we’ve become the biggest target in the world – for Russia, 

China, Iran, North Korea and other nation states as well as cyber terrorists to target, at our 

expense and the risk of human life. 

 

Background – America’s Failure at Cyber Defense 

Since the recent Pentagon breaches, the White House breach under the Obama administration 

and the Office of Personnel Management breach (OPM) of over 21,000,000 personally 

identifiable information (PII) records and even an Affordable Care Act partner, Anthem Blue 

Cross Blue Shield, losing over 80,000,000 PII records to the Chinese and Russians, we know 

something in Washington when it comes to Cybersecurity, is broken.   

When Mrs. Clinton was able to setup a personal mail server to handle classified communications 

with the Department of State and others, we know there is something very wrong in how our 

government has handled Cybersecurity.   

When the North Koreans were able to harm a commercial entity, Sony Pictures Entertainment, 

on US soil, simply through remote, covert means, over the Internet, we know something is 

broken in America’s Cybersecurity posture. 

Allowing the use of Cyberspace to grow, unfettered, is important, however, we need to do so, 

while keeping in mind that America is under attack, constantly.  Here’s my common sense 

recommendations to help fix our broken Cybersecurity Infrastructure for a safer America: 

 

US GOVERNMENT PUBLIC-FACING EMAILS 

What if all email communications in and out of US Government agencies must immediately be done 

as text only, with no attachments or hyperlinks?  What would that do to stop all the cyber espionage 

data theft and data leakage?   

While this may appear to be an initial inconvenience, no longer will the White House or OPM or 

other agencies fall victim to well-crafted spear phishing attacks that harbor Remote Access Trojans 

(RATs), designed to infiltrate, eavesdrop and steal information for other nation state cyber actors. 

Over time, when a 100% secure email and hyperlink scrubbing system is in place, guaranteeing 

that the attachments or links do not cause a breach in our national security, only then will these 

public facing emails be allowed to become ‘rich text’ and HTML and exchange file attachments.   

Until such time, the transfer of files will be done through means which guarantee the sender and the 

recipient are sharing non-malicious URLs and attachments. 

 



25 Cyber Warnings E-Magazine – January 2016 Edition 
Copyright © Cyber Defense Magazine,  All rights reserved worldwide   

 

US GOVERNMENT EMPLOYEES MUST USE GOVERNMENT EMAILS FOR ALL PURPOSES, 

IN FULL COMPLIANCE WITH EXISTING LAWS 

While employed by the US Government, all US Government personnel MUST NOT have any other 

email accounts outside of .mil or .gov until they have been discharged of their US Government 

duties and position, see 18 USC 1924 and 18 USC 793 as well as 44 USC Chapter 31, the Federal 

Records Act, and the Freedom of Information Act (FOIA), 5 U.S.C. § 552. 

 

BLOCKING US GOVERNMENT TRAFFIC INCLUDING OUTBOUND FILE TRANSFERS TO 

CHINA, RUSSIA, IRAN, NORTH KOREA and other high risk or ENEMY NATION STATES 

While US Government employees and our military may visit, study, learn and review web sites 

outside of the USA, the transfer of all files and records to these nation states should be blocked at 

US Government firewalls and routers, unless there is a classified project which has been properly 

vetted by the FBI, CIA or NSA or DoD and for a project specific basis only.  Data leakage from 

within the US Government to these countries will be blocked. 

 

EXPANDED FUNDING FOR CYBER DEFENSE TRAINING AND STAFF 

We should dramatically increase funding for Cyber Defense Training throughout the US 

Government.  We should hire staff of a skill set comparable or beyond that of our enemies who wish 

us harm, through acts of cyber war, cyber espionage, cyber-crime and cyber terrorism.  They will 

become the new leaders in expanding our cyber defense strategies and capabilities, both in military 

and civilian roles.   

With North Korea’s current cyber army measuring 6,000 members, about double the size of 

Russia’s cyber army, Iran of equal size, China slightly larger, we need to out manpower them and 

out think them in our cybersecurity capabilities.   

Therefore, our goal should be to build a cyber-army of 10,000 strong by 2020, larger than any other 

cyber army, with a focus on protection, defense and peace keeping over cyberspace.   

 

NATIONAL CYBERSECURITY STANDARD FOR PUBLIC COMPANIES AND CRITICAL 

INFRASTRUCTURE 

Just like retailers must comply with the Visa Payment Card Industry Standard (PCI), a similar 

standard should be created for all Public Companies and those deemed to be part of our Critical 

Infrastructure (transportation, food, water, energy).  Rolled up in their quarterly public filings should 

be network audit and breach results for all citizens and investors to see.   

This new National Cybersecurity Standard should be based upon similar requirements to the PCI 

standard as well as the internationally accepted ISO27001.  Measurements of network risk should 
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be taken quarterly based upon the tracking of Threats, Vulnerabilities and Network Assets.  While 

we would like private companies to adhere to this standard and our US Government should provide 

tools to help them, through SBA.gov, the Small Business Administration, it should only be required 

for those in the private sector that suffer a significant breach.   

However, SBA.gov, StaySafeOnline.org and other groups should have a stronger INFOSEC 

marketing initiative to the private businesses who have become the main target as backdoors into 

the larger, more secure corporations for which they have business relationships. 

 

PROSECUTION OF CYBER CRIMINALS INCLUDING NATION STATES 

Unlike prior administrations, we should take most seriously, whether it is a cyber-crime gang or a 

Nation state, when a breach occurs, if there is enough evidence to point to a source such as a 

cyber-criminal gang or even a nation, such as China, this breach.   

We should make full efforts to extradite those nationals who need to be prosecuted for their 

cybercrimes, here in America, even if they are located in North Korea, or Iran or China or Russia.   

We should hold a nation state accountable for a PII breach where their citizens or government 

employees have stolen our data through means of cyber espionage by forcing sanctions upon them 

until reparations are acceptable to our Attorney General, leaders in Congress and the President. 

 

NO MORE NSA BACKDOORS IN COMMERCIAL EQUIPMENT 

The backdoors installed in Cisco and other company equipment, now known to the world, has cost 

our high tech industry nearly $10 Billion in revenues this year, alone.  John Chambers, CEO of 

Cisco asked President Obama to make this problem go away and according to leaks by Edward 

Snowden, this problem has only grown worse.   

In reaction, other nations don’t trust our telephone equipment, cellular equipment, network 

equipment, laptops, PCs, routers, switches, hubs, firewalls, wireless routers and so much more that 

it’s killing this industry.   

The NSA will have to find alternative and legal means of collecting data without tarnishing the Made 

in America brand any longer. 

 

EMBRACING CITIZEN AND US GOVERNMENT USE OF ENCRYPTION 

Just as the right to bear arms, the Second Amendment, speaks to the sovereignty of all Americans, 

having their rights to defend themselves, the US Government needs to support their rights to 

privacy and internet safety and security by supporting their use of new and advanced encryption 

technologies.   
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Our civilian and military personnel need to agree on standardization across agencies of all-time-

encryption technology, using a layered approach based upon the level of classification of the 

information being used or transmitted, which will defeat all enemy nation state eavesdropping and 

make Cyberspace a secure, safe place for all of us. 
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The role of new technologies within the terrorist attacks 

 
The recent tendency would suggest that the human kind is witnessing many terrorist actions 

worldwide. Some of them are well-planned and require the well-prepared rescue teams to resolve 

them, while the others are just the improvisations organized to attract some media attention and, 

unfortunately, leave some victims behind them.  

 

Here, we would talk about one of the worst-case scenario hostage situations which could be 

coordinated by some serious terrorist organization trained within the terrorist campus capable to 

offer to those warriors the Special Forces skills.   

 

Through this article, we plan to deal with some possible scenario which could be used as an 

example of the heavy terrorist attack within the urban area. We would use the Google maps tool to 

show some satellite records of our hometown Subotica which is located at the northern part of 

Republic of Serbia.  

 

The satellite map would suggest that the possible terrorist attack may occur at the downtown area 

and may happen at the location presented with the red indicator.  

 

The blue indicators would suggest how the rescue team forces would be positioned around the 

critical area and how the entire operation could get obtained.  

 

The case is quite realistic having in mind that the modern terrorist organizations or kidnappers could 

easily gain the 

exceptional 

military skills and 

conduct such an 

action for the 

reason of 

realizing some of 

their interests – 

either being 

financially 

motivated or 

driven by some 

religious beliefs.  

 

The concerning 

group of, say, 20 

well-trained 

attackers could 

approach the 

downtown area 
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using the cars and they could occupy some object making the capture outside and leaving some 

guys inside to watch after the hostages.  

 

It’s obvious that that part of the City would get evacuated and the terrorists would insist to the 

authorities to negotiate with them seeking the group’s demands being followed. They would 

probably make many threats suggesting that they would make harm to their hostages.  

 

This situation would attract the attention of the Special Forces team which got trained to resolve 

such a scenario.  

 

We would not try to make many advices to those professionals, but rather to make some 

suggestions that they could take advantage of the modern technologies and gather as much 

information as possible before they make a decision to take any move.  

 

The requirement to this sort of operation is to everything gets obtained as secured as possible. 

Some of our suggestions would also be to the Rescue Special Forces team to try to control the 

guys outside from the roofs of the opposite facilities and somehow try to enter that space from the 

uncovered accesses. 

 

In conclusions, before anyone makes a move and decides to try to rescue the hostages either 

through the negotiation or more probable to this scenario – some armed operation, it’s crucially 

important to get everything well-prepared and monitored through communication, internet or any 

other lines as well as the microphones being the parts of that group’s emerging devices.  

 

Some recommendations would suggest to do the scanning of the phone, web, utility networks being 

correlated to that certain location within the urban area.   
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Cybersecurity: Best Practices for Virtualization 
 

The importance of datacenter security continues to grow with the recent trend of high-profile 

security breaches, advanced persistent threats, and the rapid release of new malware, which is 

happening literally every minute.  With the additional increase in cyber-terrorism attacks that are 

specifically targeting virtualized infrastructures, all businesses should take a proactive approach to 

protect their assets.   

A recent Cisco Global Cloud Index estimates that 86 percent of workloads will be processed by 

cloud (virtualized) datacenters by 2019.  Datacenter security was always an important aspect of 

operating a successful IT department, but now due to astounding growth in both virtualization and 

cyber-crimes, it should be one of the first considerations for all organizations. 

Security for virtualization needs to be treated differently than traditional endpoint protection because 

virtualized environments are dynamic.  In the past, conventional datacenters had a number of static 

servers which were not changed very often, and usually running below capacity, so installing a 

resource-intensive security agent on each computer was feasible. However virtualized datacenters 

are agile and flexible, with new virtual machines (VMs) regularly being created and destroyed, 

especially with virtualized desktop (VDI) deployments.  

Virtualization provides numerous benefits around flexibility and high-availability, yet introduces new 

challenges to maintain a secure and compliant environment.  These exist because virtualization 

often adds additional layers of software between applications, which increases complexity.  Virtual 

machines are constantly changing, they can be cloned from a library of VMs that have been offline 

and unpatched for several months, or even deployed by an end user to a cloud without the 

administrator’s involvement. 

A virtual machine, when sufficiently protected, does have the power to make a virtualized server 

more secure than its physical counterpart.  The key advantage of virtualization security is that 

datacenter administrators can centralize and scale security management through proactive security 

approach that can meet key industry compliance and regulation requirements. 

How to Plan for Virtual Security 

How you think about virtual security is as important as the components you protect in your 

environment.  A proactive mindset is vital for any company to survive a targeted attack.  Responsive 

organizations will fail if they only revisit and update their security policies after an attack has been 

discovered, and usually by that time they have lost data, credibility or customers.  Businesses must 

accept the fact that malware is probably already inside their organization.  This may sound 

shocking, but it is the reality facing many companies today.  Success in protecting your organization 

from security vulnerabilities will demand new ways of problem solving, consistent monitoring, and 

preemptive actions to keep up with the ever-changing threats. 

Organizations must continue to maintain traditional security best practices, such as physical 

protection, perimeter networks, identity and password management, and antivirus, but now they 

http://news.softpedia.com/news/12-new-malware-strands-are-discovered-every-minute-495302.shtml
http://www.cisco.com/c/en/us/solutions/collateral/service-provider/global-cloud-index-gci/Cloud_Index_White_Paper.html
http://blog.5nine.com/?p=625
http://blog.5nine.com/?p=625
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must expand their coverage to include intrusion detection and network analytics.  Datacenters 

already centrally control the management and monitoring of their virtual machines, and security 

should be treated the same way.  Yet many IT organizations still rely on the end-user of each VM to 

keep the antivirus definitions updated and to regularly run disk scans, but these tasks often get 

ignored.  As the virtualization administrator, you must find a centralized solution that will protect 

every virtualized resource, including the virtual networks, disks, memory and CPUs.  Finally, 

because each hypervisor has a different architecture, choose a solution that is specifically optimized 

for your platform to minimize the performance overhead over the security system, whether that is 

Hyper-V, VMware, or another solution.   

Protect the Network  

The first layer of virtualization security is to protect the network through a firewall because this is 

how an outside threat will arrive to the virtual machine.  By configuring a centralized host-based 

virtual firewall that will intercept the packets before they even arrive to the VM, you can set up 

universal settings and policies to automate protection.  Moreover, as soon as any new VM is 

deployed on this host, it will run behind the firewall, so it is immediately protected.  This will allow 

you to have an agentless and highly-scalable solution. 

The next level of protection is to monitor your virtual networks to ensure that viruses or malware 

cannot spread.  These viruses can easily be transferred from one VM to another VM on the same 

host through virtual networks or even shared file servers.  One of the pitfalls of traditional network 

security appliances is that they only scan physical networks, so many have "blind spots" or limited 

visibility into the data moving across virtual networks within a single host.  This makes it difficult to 

find vulnerabilities, and if one VM becomes infected, it could spread to all of the other VMs on the 

same host before any type of alert is triggered.  

It is also a best practice to have intrusion detection (IDS) or intrusion prevention (IPS) on the 

network to constantly log inbound, outbound and internal network packets.  If there are anomalies in 

the environment, the signature-based intrusion detection software will immediately alert you to the 

abnormal activity and may try to resolve the issue.  Custom network anomaly heuristics are 

available from certain vendors, and they can learn your datacenter’s standard traffic patterns based 

on time of day, destination, protocols, etc. and alert you when anomalies are detected.  Custom 

network monitoring solutions are recommended to help you to identify more advanced attacks on 

your system that do not yet have signatures available from standard intrusion detection systems.  

Protect the Disk  

The second layer to effective virtual security is to constantly protect the disk.  Many organizations 

will run an antivirus scan the first time that the file is written to the disk, but this method often misses 

new threats that do not yet have signatures.  For this reason, it is important to have a policy that 

automatically and regularly scans the disks, and does not rely on end-users.  However the 

challenge that most highly-virtualized environments are running their hosts nearly at full capacity, so 

they are hit with a "scanning storms" caused by too many simultaneous disks scans.   
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These storms can cause significant performance hits on each host, which causes the VMs to slow 

down if they are contending for memory, CPU, network bandwidth, or disk throughput.  IT 

departments can orchestrate the scanning order of the VMs to avoid this, or find a solution that is 

optimized for virtualized environments, leveraging technologies like change block tracking (CBT) so 

that only parts of the disk that are active are scanned.  By minimizing the scanning surface, the 

operation happens much faster, so the performance hit can be significantly reduced.  This even 

allows some datacenters to run more virtual machines on each host, reducing their overall costs.  

Protect the Computing Resources 

There are many different kinds of threats that will consume memory or CPU cycles in order to slow 

down your virtual machines.  One of the best approaches to applying this third layer of protection is 

to enable resource throttling, also known as Quality of Service.  This will ensure that each VM gets 

a guaranteed minimum amount of computing resources, yet does not exceed a maximum amount, 

so as to not negatively impact the performance of other VMs on that host.   

Another best practice is to utilize an agentless solution, so nothing has to be installed inside the 

virtual machine.  Not only will each VM be consuming fewer resources, you are also removing the 

risk of a virus being injected into memory while it is being booted.  Moreover you eliminate the need 

for the administrator to access the guest operating system, preventing a malicious user from 

installing malware or accessing confidential customer information.  Using this strategy, not only will 

you achieve better security, but you will meet more compliance regulations and standards.  

Conclusion 

As virtualization and cloud computing becomes more popular, the need to protect the virtual 

infrastructure and meet the unique challenges of its dynamic systems becomes critical.  For the 

security professional that wants to succeed in this space, use the proactive approach to security 

that is founded on the essential 3-layer method of protection: protecting the network; protect the 

disk; protect the computing resources; and this will lead the way toward a more secure future.  
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How to Protect Your Mobile Devices While You Travel 
 

Mobile devices have become as much a part of the business traveler's wardrobe as the blazer 

jacket and sunglasses. Travelers depend on these devices to check the weather, stay in touch with 

the office, coordinate transportation and hotel reservations, and make sure that everything's okay 

back home while they're away.  

But these seemingly innocent tasks become serious security concerns once a mobile device is 

infected with malware or hacked for personal data. Here's how you can keep your device as safe as 

possible while traveling. 

 

You're Most at Risk in Touristy Spots 

 

 
Free Wi-Fi can be much more of a headache than a convenience if hackers get involved. 

 

If you were a cyber criminal, where would you lurk to wait for innocent travelers to happen by, 

spilling their sensitive data without even realizing it?  

Likely, you'd set up shop in airports, bus and train terminals, and tourist attractions where people let 

their guard down and try to have fun.  

We've identified the top tourist hotspots for malware and data theft: 

 

1. Times Square in New York City 

2. Notre Dame Cathedral in Paris 
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3. Disneyland in Paris 

4. Golden Gate Park in San Francisco 

5. Ocean Park in Hong Kong 

 

Certain countries are also more noted for malware and identity theft, particularly China, Russia, 

most of the Middle East, and France. Just don't become passive outside of these places, because 

mobile security breaches can occur anytime, anywhere, even in your own backyard. 

 

Watch Out for Public Wi-Fi 

 

Public Wi-Fi is insecure by nature. Hotspots are often set up by cyber criminals in hopes of lulling 

travelers into a false sense of security so that they will share corporate or personal data or 

passwords over the network, which is then stolen and used for nefarious purposes by the criminal. 

Don't assume that Wi-Fi is safe just because you pay for it.  

Public Wi-Fi is easy to hack even when hotels charge $100 for it. If possible, use a VPN. If not, 

avoid transmitting data from public hotspots or accessing secure systems, such as your work 

network or your bank accounts and credit card companies. 

 

Use a Mobile Threat Defense App 

 

The device you're using, as well as the systems and networks it has access to, need the latest in 

threat defense. This is where a mobile threat defense app (such as Skycure) comes in.  

This app uses the latest in big data analytics to predict and protect against upcoming threats, as 

well as the threats that have already been identified. 

 A mobile threat defense app doesn't wait for the latest threats to hit the networks before providing 

the device and related systems with protection. 

 

Reset Security Settings to Default 

 

Most Android and Apple devices default to pretty good security settings. If you've changed these 

while you've owned the device or if you've downloaded apps that changed the settings, reset those 

to default before leaving for your trip.  

While you're at it, be sure that the operating system and other software is updated to the latest 

versions, which will include the most current protection. Avoid downloading apps that aren't 

necessary, as many of these are used to track consumers and carry security vulnerabilities that can 

be hacked. 

 

If Possible, Sanitize the Device Before Traveling 

 

If data isn't on the device, hackers can't steal it off. The most certain way to protect your sensitive 

http://www.skycure.com/
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personal and/or business data is to use a prepaid cell phone for the trip or offload your data before 

traveling.  

Then, avoid logging into secure work or personal systems, and even if your device gets hacked, no 

damage is done. For even better protection, install an app that will allow you to remotely wipe the 

device in case it gets lost or stolen. 

 

Know the Warning Signs of a Malicious Attack 

 

No matter what precautions you've taken, it's always possible to get hacked or to pick up malware. 

Experts estimate that most devices will be infected by malware within an hour of arriving at the most 

dangerous locations, such as China.  

 

If the phone begins giving you warnings, pop ups, starts crashing, or otherwise behaves strangely, 

shut it down immediately. Those are signs of malware. 

 

For more information on detecting and preventing attacks on your mobile devices, watch our 

webinar: How to Predict, Detect and Protect Against Mobile Cyber Attacks.  
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ABI Research Predicts 2016 to Mark Government ID Market’s 

First Year of Double-Digit Growth Since 2013 
 

Though the government ID market struggled to achieve significant growth over the past few years 

due to ongoing project delays and cuts, ABI Research, the leader in technology market 

intelligence, forecasts 2016 to mark the market’s return to double-digit shipment growth.  

Spearheaded by two eID projects set to commence this year in Japan and Bangladesh, 2015 to 

2016 year-on-year market growth is on target to hit 13%. In all, ABI Research’s 2020 worldwide 

shipment forecast now stands at 777 million units. 

 “It’s incredible to think about how two projects can have such a profound impact on the government 

ID market,” says Phil Sealy, Senior Analyst at ABI Research.  

“In addition to the projects in Japan and Bangladesh set to kick-start this year, eID card issuance in 

Nigeria, Ghana and Turkey are projected to have a similar growth effect between 2017 and 2020.  

Together, these projects should sustain the market’s double-digit year-on-year shipment growth 

through 2018.” 

According to ABI Research’s report, growth remained at a minimum, in between one and three 

percent, over the past three years due to ongoing delays concerning a multitude of eID projects, 

most notably within Brazil, France and Russia.  

Additionally, projects that industry officials once touted as next-generation growth drivers look 

increasingly unlikely to kick off in the next five years. 

 Although initially greeted with a great deal of hype, neither India’s smart national ID card nor the 

United States’ smart healthcare card managed to make significant development strides over the 

past three to four years.  

“Although good levels of growth are forecast, the government ID market will remain one that is yet 

to fulfill its true potential,” continues Sealy. “Although shipment growth is forecast to return to pre-

2013 double-digit levels, it does not detract from the fact that delays and project uncertainty 

continue to hold back and hamper overall market progress.”  

In terms of card interface choice, contact-based credentials are set to account for half of all 

shipments in 2020.  

This is due to significant future contact-based national ID card deployments in Bangladesh and the 

Philippines, as well as a slowdown in overall e-Passport growth. 

“Ultimately, we believe that the low growth experienced within the government ID market over the 

past three years was a transitional blip, one that will be overcome in 2016, in line with the increasing 

global security threat and need to improve economic efficiencies,” concludes Sealy.  
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“The two up-and-coming projects in Japan and Bangladesh demonstrate how just two projects can 

significantly impact worldwide expectations, but also equally show how quickly a delay can dampen 

future market outcomes.  

While the overall market will continue to remain a rollercoaster, with many twists and turns to come 

over the next five years, all evidence suggests that, for the short-to-medium term, this market will be 

back on the rise.” 

These findings are part of ABI Research’s Smart Card Technologies Service 

(https://www.abiresearch.com/market-research/service/smart-card-technologies/), which includes 

research reports, market data, insights and competitive assessments. 

 

 

About ABI Research 

 

 

 

 

For more than 25 years, ABI Research has stood at the forefront of technology market intelligence, 

partnering with innovative business leaders to implement informed, transformative technology 

decisions.  

The company employs a global team of senior analysts to provide comprehensive research and 

consulting services through deep quantitative forecasts, qualitative analyses and teardown services.  

An industry pioneer, ABI Research is proactive in its approach, frequently uncovering ground-

breaking business cycles ahead of the curve and publishing research 18 to 36 months in advance 

of other organizations. In all, the company covers more than 60 services, spanning 11 technology 

sectors. For more information, visit www.abiresearch.com. 
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MSPs Can Leverage Security Training to Stay Ahead of the Curve 

 
By Christopher D. Porter 

  
Managed service providers, system integrators and value-added resellers know that the IT 

landscape never stops changing.  

 

And to ensure that their clients' technology strategy is cost effective and strategic to their business, 

many are seeking the most up-to-date certifications to enhance their services portfolio.  

 

Businesses look to MSPs, system integrators and VARs to take care of their IT needs, including 

security because many lack the skilled staff necessary to do the job. 

 

In the past, an MSP could offer a soup-to-nuts IT service for clients, but as threats become more 

advanced, MSPs are finding the basic level of security service they once offered is now inadequate.   

 

The IT landscape never stops changing. This is also true for the threats organizations face. Cyber-

crime has become so lucrative that it is now a business model for some.  

 

The bad guys are able to invest millions of dollars in their own infrastructure and staffing. If one of 

these organizations targets an enterprise, you can be sure that a basic level of security will not be 

enough to prevent them from breaking in to the network. 

 

Yet as threats become more advanced and difficult to stop, it is very difficult for MSPs to keep up 

with constant changes in the security landscape.  

 

The threat spectrum is now so broad that security teams must master many different domains. 

From Web and application hardening, to network security, and even physical security - you really 

need to out-think the bad guys across many domains. 

 

 If the attacker is determined, he’s going to continue to search and probe until he finds a gap in an 

organization’s defenses.  

 

MSPs must keep their security knowledge fresh and constantly updated in order to anticipate and 

block these attacks. 

 

If an MSP wants to compete for a customer’s business, they have to demonstrate that their people 

have the latest certifications. They need to show that they are knowledgeable and can handle any 

modern threat.  

 

The training they need to keep up with these changes is available.  
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From basic training to paint the “big picture” and fill in any gaps, to more specialized training to fit 

specific needs, there are classes for just about anything they could need. 

 

There are many IT security and related courses available, including fast-paced classes offering a 

maximum amount of information in a concise week-long format to bring their IT staff up to speed 

quickly. 

 

In the MSP world, these providers face stiff competition, and to distinguish themselves, gaining a 

security specialty is something that can help enhance their effectiveness for present and potential 

clients.  

 

Besides having an already established track record and customer references, IT certifications are 

the best way to prove that they are capable of doing the job. 

 

For harried enterprises in need of IT assistance, there are ways to develop a security specialty. 

Sending their staff to boot-camp style courses would be one of the best options.  

 

Students always leave such classes with a notebook full of ideas to implement back at the office, 

whether to fix problems, close gaps, or new systems or designs to put in place. Nothing beats 

training for getting your people up-to-speed quickly! 
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North America's cybercrime marketplace hides in plain sight on 

Surface Web 

By Alex Lating, Product Marketing Manager, Hexis Cyber Solutions 

 

A fascinating new study offers cybersecurity professionals a window into the online black market for 

cybercrime tools and services. 

Trend Micro conducted research, which it recently published in a white paper titled "North American 

Underground: The Glass Tank." 

 

On view for all, but fragile 

The 33-page report takes its name from the oddly open character of the marketplace in the United 

States and Canada as contrasted against the closed systems prevalent in Russia and Asia. 

"This underground is not a locked vault accessible only to the tech-savviest of hackers, but rather a 

glass tank open and visible to both cybercriminals and law enforcement," the report's authors 

concluded. 

Researchers found that the right search queries can quickly direct aspiring cybercriminals to the 

tools and services they need to hack into a network or embed ransomware. 

'Crypting services' are enormously popular 

Criminals can even get malware they've designed as "crypted" so as to allegedly cloak it from 

cybersecurity tools. Researchers say there's a good chance this is the single most popular service 

on the cybercrime black market. 

The idea is to check the malware against a range of security products to see which ones 

successfully flag the code as malicious. The code then gets additional encryption until it, too, can 

pass through the cyberdefenses.   

Price lists for tools of the cyberthieving trade 

One of the most interesting aspects of the report was learning the prices for various nefarious 

offerings. Here's a sample, including for keyloggers that invisibly track user input, the components 

for distributed denial of services attacks and remote access tools: 

 Keylogger - $1 to $4. 

 Ransomware - $10. 

 BetaBot DDoS tool - $74. 

 Xena RAT builder - $1 to $50. 

http://www.hexiscyber.com/
http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/white-papers/wp-north-american-underground.pdf
http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/white-papers/wp-north-american-underground.pdf
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These black-market services even include things one might not expect from cybercrime retailers, 

like ongoing customer support.  

That's exactly what the North American marketplace offers for crypting services. One seller offered 

crypting of unlimited files for a month for $1,000 plus continual application programming interface 

updates, for instance.  

The RAT builder mentioned above comes with either "silver" or "gold" support options. 

Let's take a closer look at the market for DDoS attacks. These efforts aim to overwhelm a network, 

shutting down systems crucial for an organization such as a retailer's website. 

For an attack throwing 40 Gigabytes per second at a network for five minutes, the going rate is $5. 

Larger disruptions cost more. For instance, a 125 GB attack lasting 33 minutes would run you $60. 

 

'Chipped' credit card information stolen in data breaches receives higher prices 

The North American black market has three main types of offerings, the report said: 

 Crimeware. 

 Stolen data dumps and fake documents. 

 Drugs and weapons.  

By far the largest of these categories was drugs. Stolen data dumps made up 16 percent of the 

sites, followed closely by those promoting fake documents. Those data dumps include credit card 

information culled from a data breach.  

For instance, a standard batch of 100 U.S.-issued credit card credentials runs about $20. A similar 

set of credentials for the higher-security "chip" cards - which just this fall became the default for new 

cards in the U.S. - can cost twice as much. 

 

Open access for aspiring cybercriminals 

One of the distinguishing characteristics of North America's online black market versus similar 

marketplaces worldwide is the system's relative openness. Hackers in Russia, for instance, operate 

primarily on the Dark Web, outside the reach of conventional search engines.  

Outside North America, access to these marketplaces tends to be tightly controlled by the criminal 

syndicates who run them.  

There's also a bit of specialization worldwide. Russian cybercriminals, for instance, tend to offer 

higher-level tools and expertise needed to create, launch and sustain advanced persistent threats. 

One side effect of this open tendency is that markets include many sellers, which researchers said 

keeps North American prices low. 
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You might think this "hiding in plain sight" strategy would play into the hands of law enforcement 

and the cybersecurity pros working to protect data and networks.  

That's not necessarily so, Trend Micro's top cybersecurity officer told Infosecurity Magazine. 

"Law enforcement is actively investigating these forums," Tom Kellermann said, "but they are 

overwhelmed with case load as we are experiencing a cybercrime wave. Also, the life span of most 

underground sites is short.  

They could be up one day and gone the next. Investigations will have to keep up with this fast 

pace." 

Should police and security professionals manage to put more pressure on North America-based 

online cybercrime shops, however, there could be a price to pay. More of the services could simply 

migrate to the Dark Web like their peers in other regions of the world.  

 

Know your foe 

For cybersecurity professionals, the full Trend Micro report is well worth a detailed look. It includes 

thought-provoking screen grabs of the illicit tools and services for sale.  

Knowing what one is up against can help the "good guys" as they make full use of security 

information management techniques.  

Vendors like Hexis are also keeping close tabs on innovations among cybercriminals so as to 

continually update products like HawkEye G, an integrated detection and automated response 

system for monitoring endpoints and networks.  
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ShmooCon 2016 – Insights from the Trenches 

By Brian Winkler, Solutions Architect, Hexis Cyber Solutions  

 

-“How do you handle pass the hash attacks on NTLM or other non-salted hashing authentication 

protocols?”  

-“How would you catch file-less malware attacks?”  

-“Unknown Variants?”  

-“What about macro-malware campaigns which remain obfuscated even after payloads are 

downloaded?”  

 

These are the kinds of questions an exhibitor must be prepared to answer during a session at a 

ShmooCon Conference, a three day hacker conference on the East Coast that has become so 

popular, it sold out in 9 seconds this year. It’s not for the faint of heart. To quote one of my all-time 

favorite, classic aviator movies, these are “the top 1%... the elite, the BEST of the best. We’ll make 

you better”.  

Well, ShmooCon doesn’t attract fighter pilots (and it’s arguably uncertain whether ShmooCon 

makes them better or they make it better). These are cybersecurity experts: analysts, developers, 

incident responders, pen-testers, White hat hackers… the ones on the front lines. Like Granger, 

they are “the ones who get it done”… protecting American infrastructure, that is, from attack, theft, 

exploitation, and espionage. I don’t know how they do it, really - eat, sleep, breath, and reverse-

engineer malware - but I’m glad they are on it.  

Rewind 11 years… Don (Beetle) Bailey (distinguished member of “The Shmoo Group”, a forward-

thinking, non-profit security think-tank, founded by Bruce Potter in the late 1990s), is sitting around 

with other Shmoo Group members and creators of “ShmooCon” (a real hacker conference for real 

hackers).  Soon after, Don would hand over the reins to Bruce & Heidi Potter (though Bruce humbly 

admits Heidi runs the show).  

Fast forward to January 2016. Today, Bruce Potter serves as CTO for Hexis Cyber Solutions’ sister 

company, KEYW Corporation, and I’m enjoying an amazing talk called “The Road to SYSTEM – 

http://www.hexiscyber.com/
http://shmoocon.org/2015/08/14/shmoocon-2016/
http://www.hexiscyber.com/products/hawkeye-g
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Recycling Old Vulnerabilities for Unpatched Privilege Escalation and A New Network Attack”.  Here, 

a young man named Stephen Breen of Foxglove Security presents how to execute an advanced 

privilege escalation attack, starting with lowest level access, on virtually any Windows OS and 

practically own the system by the end. Not only so, but this typically enables the attacker to then 

move laterally throughout the network to compromise other systems on that domain. Sound too 

complex? Stephen made it sound easy (*wink*).  And as if that weren’t enough, he’s posted his 

step-by-step manual for exploiting a Windows workstation or server vulnerability this way right here: 

http://foxglovesecurity.com/2016/01/16/hot-potato/ 

So what does this all mean? 

1. Your “patched” system isn’t as secure as you may think. Even if you practice perfect identity 

management, harden your systems according to best practices and patch every Tuesday, 

you’re still a target for these kinds of attacks. So, while vulnerability and identity 

management are important and organizations seem focused on them more than ever, (wake 

up call) bad stuff is still getting into your endpoints. So what can you do about it!? 

 

2. Endpoint, Endpoint, Endpoint… are we sounding a little redundant? Good! If your perimeter 

tools are letting things through and A/V isn’t discovering the attack (and, let’s be perfectly 

honest: both are abundantly true), you need a next-generation endpoint security solution. 

The latest solutions leading the way are next-generation endpoint (plus network) security 

platforms that can provide real-time visibility, verification and surgical removal of advanced 

threats at machine speed. There’s no excuse anymore for not knowing what you don’t know 

or detecting without remediation.  

 

Now that I’ve gotten that out of the way, what else does this mean? It means I have homework to do 

between now and the next ShmooCon and, I’d venture to say, you do too. 

Happy Hunting… and may the Force be with Shmoo!  

 

About the Author 

Brian Winkler joined Hexis in 2015 and currently serves as the Solutions Architect. With over 15 

years of experience, Brian previously worked at CenturyLink and as a systems architect for Unisys. 

You can follow him on twitter @bdwink4truth  

Connect with Hexis online: http://www.hexiscyber.com/ 

Hexis Blog: http://www.hexiscyber.com/blog  

Twitter: @hexis_cyber 

LinkedIn: https://www.linkedin.com/company/hexis-cyber-solutions 

http://foxglovesecurity.com/2016/01/16/hot-potato/
http://www.hexiscyber.com/
http://www.hexiscyber.com/blog
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2015 Year in Review Auto Cyber Security Top News Stories 
March 21-23 // Detroit 

3rd Automotive Cyber Security Summit  

www.automotivecybersecurity.com  

 

A regulatory rumble on Capitol Hill. White hats blowing whistles on major car companies. 

New commissions and boards springing up. Yet another Lear acquisition.  

A lot is happening in the automotive cyber sec space as we head into 2016.  

We’ve taken the liberty of rounding up the most relevant news stories of the past few months, from 

newest to oldest, in advance of the 3rd Automotive Cyber Security Summit.  

 

DHS S&T Awards $7.8M for Cyber Physical System Security 

Research 

(Dec 8) The Department of Homeland Security (DHS) Science and 

Technology Directorate (S&T)  has announced a total of $7.8 million in 

contracts awarded to New York University, University of Michigan, and 

HRL Laboratories LLC, among others.  

The contracts are to aid the organizations in strengthening cyber 

security in vehicles. Read more at GSN 

 

 

Lear Corp. (LEA) Acquires Automotive Technology Company 

(Dec 1) Lear has acquired V2V, V2X company Arada.  

The software provider company acquisition is expected to boost Lear’s 

Electrical business in the face of a rising demand for connected car 

features. Read more at Zacks 

 

 

 

http://www.automotivecybersecurity.com/
http://www.automotivecybersecurity.com/
http://www.automotivecybersecurity.com/
http://www.automotivecybersecurity.com/
http://gsnmagazine.com/article/45760/dhs_s_t_awards_78m_cyber_physical_system_security
http://gsnmagazine.com/article/45760/dhs_s_t_awards_78m_cyber_physical_system_security
http://www.zacks.com/stock/news/199616/lear-corp-lea-acquires-automotive-technology-company
http://www.zacks.com/stock/news/199616/lear-corp-lea-acquires-automotive-technology-company
http://www.zacks.com/stock/news/199616/lear-corp-lea-acquires-automotive-technology-company
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Is it Time to Regulate the Automotive Internet? 

(Nov 19) Talks continue on how much and when regulations which 

enforce automotive cyber security should be instated. Sandy 

Lobenstein, Toyota's vice president of connected services, said “the 

truth is that industry can move quicker than the government to update 

or modify out-of-date practices or adjust to new or emerging threats.” 

Nathaniel Beuse, associate administrator for vehicle safety research at 

the National Highway Traffic Safety Administration, stated the 

government and the industry need to collaborate closely. Read more at FCW 

 

In the Future, Auto Cybersecurity Onus Could Be on Owners 

(Nov 2) Considering up to 90% of security breaches can be attributed to 

user error, automakers are considering following the finance industry’s 

example and putting the liability for cyber security breaches on 

automobile owners instead of taking responsibility themselves. Read 

more at Wards Auto 

 

FTC Concerned Over Weak Consumer Provisions in Automotive 

Cybersecurity Rules 

(Oct 27) The connected car has seen a huge increase in patenting 

activity recently. In response, more than 5 U.S. states have enacted 

some form of autonomous driving legislation, and automotive security 

has become a hot topic on Capitol Hill, as the FTC pushes for stronger 

data privacy standards. Read more at IP Watchdog 

 

 

Automotive Cybersecurity Concerns ‘Could Shape Future Car 

Design' 

(Oct 2) A new workflow is being debated among OEMs – one that 

accounts for cyber security from the start of design. Tom Blackie, VP 

Mobile & Automotive at RealVNC, said “Car manufacturers would do well 

to look at how the IT industry has countered hacker threats over the last 

decade. It has reinvented systems so that they have more security built 

into them from the processor up, rather than continually trying to mitigate 

http://wardsauto.com/industry/future-auto-cybersecurity-onus-could-be-owners
http://wardsauto.com/industry/future-auto-cybersecurity-onus-could-be-owners
http://wardsauto.com/industry/future-auto-cybersecurity-onus-could-be-owners
http://www.ipwatchdog.com/2015/10/27/ftc-concerned-over-weak-consumer-provisions-in-automotive-cybersecurity-rules/id=62699/
http://www.ipwatchdog.com/2015/10/27/ftc-concerned-over-weak-consumer-provisions-in-automotive-cybersecurity-rules/id=62699/
http://www.ipwatchdog.com/2015/10/27/ftc-concerned-over-weak-consumer-provisions-in-automotive-cybersecurity-rules/id=62699/
http://eandt.theiet.org/news/2015/oct/future-cars.cfm
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risks by finding patches for old technology.” Read more at E&T 

 

Booz Allen Talks Automotive Cybersecurity 

(Sep 28) Booz Allen recently conducted an 18-month review looking at 

the IT infrastructure at automotive OEMs. The company investigated 

privacy issues, the data a connected car provides, as well as the full 

supply chain.  

The information OEMs collect is often shared across suppliers, and this 

puts the information, and the  connected car, at risk. Read more at RCR 

Wireless 

 

 

Intel Commits to Mitigating Automotive Cybersecurity Risks 

(Sep 14) Intel Corporation has established the Automotive Security 

Review Board (ASRB) with the aim of mitigating cyber security risks to 

automobiles.  

Chris Young, senior vice president and general manager of Intel Security, 

said “with the help of the ASRB, Intel can establish security best practices 

and encourage that cybersecurity is an essential ingredient in the design 

of every connected car.” Read more at BusinessWire 

 

 

With Car Hacks on the Rise, Argus Automotive Cyber-Security 

Firm Raises $26M 

(Sep 13) Argus, an Israel-based C-Sec company which provides U.S. 

government tested cyber security solution, has raised $26 million in a 

Series B funding round.  

Their Series A funding round, back in Sept 2014, raised $4 million, a 

testament to the growing concern for automotive cyber security.  

Argus products aim to stop auto cyber attacks before they happen. Read more at Softpedia 

 

http://eandt.theiet.org/news/2015/oct/future-cars.cfm
http://www.rcrwireless.com/20150928/europe/emea-booz-allen-talks-automotive-cybersecurity-tag11http:/www.rcrwireless.com/20150928/europe/emea-booz-allen-talks-automotive-cybersecurity-tag11
http://www.rcrwireless.com/20150928/europe/emea-booz-allen-talks-automotive-cybersecurity-tag11http:/www.rcrwireless.com/20150928/europe/emea-booz-allen-talks-automotive-cybersecurity-tag11
http://www.rcrwireless.com/20150928/europe/emea-booz-allen-talks-automotive-cybersecurity-tag11http:/www.rcrwireless.com/20150928/europe/emea-booz-allen-talks-automotive-cybersecurity-tag11
http://www.businesswire.com/news/home/20150913005091/en/Intel-Commits-Mitigating-Automotive-Cybersecurity-Risks
http://www.businesswire.com/news/home/20150913005091/en/Intel-Commits-Mitigating-Automotive-Cybersecurity-Risks
http://www.businesswire.com/news/home/20150913005091/en/Intel-Commits-Mitigating-Automotive-Cybersecurity-Risks
http://news.softpedia.com/news/with-car-hacks-on-the-rise-argus-automotive-cyber-security-firm-raises-26m-491608.shtml
http://news.softpedia.com/news/with-car-hacks-on-the-rise-argus-automotive-cyber-security-firm-raises-26m-491608.shtml
http://news.softpedia.com/news/with-car-hacks-on-the-rise-argus-automotive-cyber-security-firm-raises-26m-491608.shtml
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VW Spent Two Years Trying to Hide a Security Flaw 

(Aug 14) Volkswagen has spent the last two years trying to suppress 

expert research in the courts, according to autonews.com. The research 

found a vulnerability in vehicles which allows for keyless entry to the car 

to cyber-minded criminals. "This is a serious flaw and it's not very easy to 

quickly correct," said Tim Watson, Director of Cyber Security at the 

University of Warwick. Read more at Automotive News 

 

Will your company make the news  in 2016?  

Chances are, for better or worse, it will. Around 200 auto cyber security experts gather together 

every year at the Automotive Cyber Security Summit, taking place March 21-23 in Detroit, to 

discuss best practices, overcome challenges together, and set the standard. Join them to make 

sure that your company does make headlines – as a leader and innovator. To view the official 

agenda, email Carrie.Simon@iqpc.com.  

 

 

1-800-882-8684                  

www.automotivecybersecurity.com                            

enquiryipqc@iqpc.com 

http://www.autonews.com/article/20150814/OEM06/150819920/vw-spent-two-years-trying-to-hide-a-security-flaw
http://www.autonews.com/article/20150814/OEM06/150819920/vw-spent-two-years-trying-to-hide-a-security-flaw
http://www.automotivecybersecurity.com/
http://www.automotivecybersecurity.com/
mailto:Carrie.Simon@iqpc.com
http://www.automotivecybersecurity.com/
http://www.automotivecybersecurity.com/
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http://www.sss-arabia.com/


53 Cyber Warnings E-Magazine – January 2016 Edition 
Copyright © Cyber Defense Magazine,  All rights reserved worldwide   

 

What we have learned from 2015 – malware, hacks, state 

sponsored attacks, shaming and black mail 
 

 

In 2015, 38% more security incidents were reported than in 2014. Some of them have been the 

headlines of major media outlets. The Ashley Madison hack revealed 37 million identities and 

intimate details followed by lawsuits proving the importance of data security and privacy.  

Last Pass hack in June 2015 is another example of how 7 million users can lose sensitive data and 

trust. Not only companies were affected by security breaches, the hack on the US federal records 

exposed the identity of more than 14 million current and former civilian US government employees.  

2015 has also brought the first smart car hack as well as the first ransomware for Linux users. Also, 

2015 was the year of ransomware attacks making 179,209 victims, counted only by security 

company Kaspersky.  

Interestingly enough, more than 62% of exploits used in cyberattacks are distributed through 

browsers and 90% of the most common World Wide Web exploits are delivered from advertising 

networks. 

All these developments have been the focus of CyberGhost in the past year. Although we are a 

privacy company, we have introduced protection against malicious websites as well as the ad 

blocker feature.  

http://www.pwc.com/gx/en/issues/cyber-security/information-security-survey.html
http://www.theguardian.com/technology/2015/jun/12/hacking-personnel-data-4-million-federal-workers
http://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
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In this way we can ensure a smooth and safe online experience.  

What to expect in 2016 

Internet is everywhere, so are the lurking cybercriminals. It’s easier than ever before to hack into a 

Wi-Fi network, as proven even by a seven year old girl. Encrypting data remains the solely solution 

for this dangers, particularly when mobile devices are accounted for more than 50% of ecommerce 

sales.  

 

Malware & Adware 

As everything around us is becoming smart, so will the attacks evolve using more polymorphic 

behaviors than before. We should also expect a development of complex adware in the next future. 

Highly effective and targeted attacks will replace large scale operations making law enforcement 

agencies work more intense into taking down criminal networks. The new magic hat or Tarnkappe 

for illicit activities will be the localization of malware deployment. 

 

Encryption  

Encryption has shown a revolutionary financial ecosystem can come to life. The evolution of the 

cryptocurrency Bitcoin in such a very short time is a validation for it. Cryptographic standards are 

also the basis of the internet as we know it.  

United Nations declared access to the Internet a basic human right. And as shown by so many 

governments, censorship is also part of the system. By providing a free service, we support access 

to uncensored Internet allowing people to connect with each other and stay informed. 

Blaming encryption in the name of terrorism and promising peace in the world is definitely not a way 

to go. On January the 15th, tech giants in the Silicon Valley met Barack Obama’s delegation that will 

include NSA chair Admiral Mike Roger, the director of national intelligence, James Clapper and 

FBI’s director James Comey.  

I can only hope the tech participants had the strength to stand for privacy.  

Privacy tools as well as encrypted connections must stay. Another possible threat for cryptography 

in the next future is quantum computing.  

A major reason why the industry must reanalyze cryptographic specifications and standards and 

prepare for the dim future that lies ahead. Protecting privacy and digital citizens must become an 

ambition as well a responsibility. In 2016 and later. 

 

http://www.techweekeurope.co.uk/security/security-management/primary-school-girl-hacks-laptop-159984
http://www.theguardian.com/technology/2016/jan/07/white-house-social-media-terrorism-meeting-facebook-apple-youtube-
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NSA Spying Concerns? Learn Counterveillance 

Free Online Course Replay at www.snoopwall.com/free  
 

"NSA Spying Concerns? Learn Counterveillance" is a 60-minute recorded online instructor-led 

course for beginners who will learn how easily we are all being spied upon - not just by the NSA but 

by cyber criminals, malicious insiders and even online predators who watch our children; then you 

will learn the basics in the art of Counterveillance and how you can use new tools and techniques to 

defend against this next generation threat of data theft and data leakage. 

The course has been developed for IT and IT security professionals including Network 

Administrators, Data Security Analysts, System and Network Security Administrators, Network 

Security Engineers and Security Professionals. 

After you take the class, you'll have newfound knowledge and understanding of: 

1.  How you are being Spied upon. 

2.  Why Counterveillance is so important. 

3.  What You can do to protect private information. 

 

Course Overview: 

How long has the NSA been spying on you? 

What tools and techniques have they been using? 

Who else has been spying on you? 

What tools and techniques they have been using? 

What is Counterveillance? 

Why is Counterveillance the most important missing piece of your security posture? 

How hard is Counterveillance? 

What are the best tools and techniques for Counterveillance? 

 

Your Enrollment includes : 

1. A certificate for one free personal usage copy of the Preview Release of SnoopWall for 

Android 

2. A worksheet listing the best open and commercial tools for Counterveillance 

3. Email access to the industry leading Counterveillance expert, Gary S. Miliefsky, our educator. 

4. A certificate of achievement for passing the Concise-Courses Counterveillance 101 course. 

 

Visit this course online, sponsored by Concise-Courses.com and SnoopWall.com at 

http://www.snoopwall.com/free  
 

 

http://www.snoopwall.com/free
http://www.snoopwall.com/free
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http://www.snoopwall.com/appshield-sdk/
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Top Twenty INFOSEC Open Sources 

Our Editor Picks His Favorite Open Sources You Can Put to Work Today  
 

There are so many projects at sourceforge it’s hard to keep up with them.  However, that’s not 
where we are going to find our growing list of the top twenty infosec open sources.  Some of them 
have been around for a long time and continue to evolve, others are fairly new.  These are the 
Editor favorites that you can use at work and some at home to increase your security posture, 
reduce your risk and harden your systems. While there are many great free tools out there, these 
are open sources which means they comply with a GPL license of some sort that you should read 
and feel comfortable with before deploying.  For example, typically, if you improve the code in any 
of these open sources, you are required to share your tweaks with the entire community – nothing 
proprietary here.   

Here they are: 

1. TrueCrypt.org – The Best Open Encryption Suite Available (Version 6 & earlier) 

2. OpenSSL.org – The Industry Standard for Web Encryption 

3. OpenVAS.org – The Most Advance Open Source Vulnerability Scanner 

4. NMAP.org – The World’s Most Powerful Network Fingerprint Engine 

5. WireShark.org – The World’s Foremost Network Protocol Analyser 

6. Metasploit.org – The Best Suite for Penetration Testing and Exploitation 

7. OpenCA.org – The Leading Open Source Certificate and PKI Management -  

8. Stunnel.org – The First Open Source SSL VPN Tunneling Project 

9. NetFilter.org – The First Open Source Firewall Based Upon IPTables 

10. ClamAV – The Industry Standard Open Source Antivirus Scanner 

11. PFSense.org – The Very Powerful Open Source Firewall and Router 

12. OSSIM – Open Source Security Information Event Management (SIEM) 

13. OpenSwan.org – The Open Source IPSEC VPN for Linux  

14. DansGuardian.org – The Award Winning Open Source Content Filter 

15. OSSTMM.org – Open Source Security Test Methodology 

16. CVE.MITRE.org – The World’s Most Open Vulnerability Definitions 

17. OVAL.MITRE.org – The World’s Standard for Host-based Vulnerabilities 

18. WiKiD Community Edition – The Best Open Two Factor Authentication 

19. Suricata – Next Generation Open Source IDS/IPS Technology 

20. CryptoCat – The Open Source Encrypted Instant Messaging Platform 

Please do enjoy and share your comments with us – if you know of others you think should make 
our list of the Top Twenty Open Sources for Information Security, do let us know at 
marketing@cyberdefensemagazine.com.  

(Source: CDM) 

 

 

http://www.truecrypt.org/
http://www.openssl.org/
http://www.openvas.org/
http://www.nmap.org/
http://www.wireshark.org/
http://www.metasploit.org/
http://www.openca.org/
http://www.netfilter.org/
http://www.clamav.net/lang/en/
http://www.pfsense.org/
http://communities.alienvault.com/
http://dansguardian.org/
http://www.isecom.org/research/osstmm.html
http://cve.mitre.org/
http://oval.mitre.org/
http://www.wikidsystems.com/community-version
http://www.openinfosecfoundation.org/index.php/download-suricata
mailto:marketing@cyberdefensemagazine.com
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National Information Security Group Offers FREE Techtips 

Have a tough INFOSEC Question – Ask for an answer and ‘YE Shall Receive 

Here’s a wonderful non-profit 

organization. You can join for free, 

start your own local chapter and so 

much more.  

The best service of NAISG are their 

free Techtips. It works like this, you 

join the Techtips mailing list.  

Then of course you’ll start to see a stream of emails with 

questions and ideas about any area of INFOSEC. Let’s say 

you just bought an application layer firewall and can’t figure 

out a best-practices model for ‘firewall log storage’, you could 

ask thousands of INFOSEC experts in a single email by 

posting your question to the Techtips newsgroup.  

Next thing you know, a discussion ensues and you’ll have 

more than one great answer.  

So use it by going here:  

http://www.naisg.org/techtips.asp  

SOURCES: CDM and NAISG.ORG 

SIDENOTE:  Don’t forget to tell your friends to 

register for Cyber Defense Magazine at: 

http://register.cyberdefensemagazine.com  

where they (like you) will be entered into a monthly drawing 

for the Award winning Lavasoft Ad-Aware Pro, Emsisoft Anti-malware and our 

new favorite system ‘cleaner’ from East-Tec called Eraser 2013. 

 

http://www.naisg.org/
http://www.east-tec.com/
http://www.naisg.org/techtips.asp
http://register.cyberdefensemagazine.com/
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Job Opportunities 

 
Send us your list and we’ll post it in the magazine for free, subject to editorial approval and 
layout.  Email us at marketing@cyberdefensemagazine.com  

 

Free Monthly Cyber Warnings Via Email 

Enjoy our monthly electronic editions of our Magazines for FREE. 

This magazine is by and for ethical information security professionals with a twist on innovative 

consumer products and privacy issues on top of best practices for IT security and Regulatory 

Compliance.  Our mission is to share cutting edge knowledge, real world stories and independent 

lab reviews on the best ideas, products and services in the information technology industry.  Our 

monthly Cyber Warnings e-Magazines will also keep you up to speed on what’s happening in the 

cyber crime and cyber warfare arena plus we’ll 

inform you as next generation and innovative 

technology vendors have news worthy of 

sharing with you – so enjoy.   

You get all of this for FREE, always, for our 

electronic editions.  

Click here to signup today and within 

moments, you’ll receive your first email from 

us with an archive of our newsletters along 

with this month’s newsletter. 

By signing up, you’ll always be in the loop with 

CDM. 

mailto:marketing@cyberdefensemagazine.com
http://www.cyberdefensemagazine.com/magazine/subscriptions/
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Cyber Warnings E-Magazine January 2016 

Sample Sponsors: 

  

To learn more about us, visit us online at http://www.cyberdefensemagazine.com/     

http://www.cyberdefensemagazine.com/
http://www.cyberdefensemagazine.com/infosec-innovators-market/
http://www.cyberdefensemagazine.com/
http://www.cyberdefensemagazine.com/
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Don’t Miss Out on a Great Advertising Opportunity. 

Join the INFOSEC INNOVATORS MARKETPLACE: 

First-come-first-serve pre-paid placement 

One Year Commitment starting at only $199 

Five Year Commitment starting at only $499 

http://www.cyberdefensemagazine.com/infosec-innovators-marketplace 

 

Now Includes: 

Your Graphic or Logo 

Page-over Popup with More Information 

Hyperlink to your website 

BEST HIGH TRAFFIC OPPORTUNITY FOR INFOSEC INNOVATORS 

 

 
 

Email: marketing@cyberdefensemagazine.com for more information. 

http://www.cyberdefensemagazine.com/
http://www.cyberdefensemagazine.com/infosec-innovators-marketplace
http://www.cyberdefensemagazine.com/infosec-innovators-market/
mailto:marketing@cyberdefensemagazine.com
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Cyber Warnings Newsflash for 

January 2016 

Highlights of CYBER CRIME and CYBER 

WARFARE Global News Clippings 
 

Here is a summary of this month’s cyber security news. 

Get ready to read on and click the links below the titles to 

read the full stories.  So find those of interest to you and 

read on through your favorite web browser… 

 

CSI: Cyber-Attack Scene Investigation--a Malware Whodunit 

http://www.scientificamerican.com/article/csi-cyber-attack-

scene-investigation-a-malware-whodunit/ 

 

New Version Of CenterPOS Malware Taps Rush To Attack Retail Systems 

http://www.darkreading.com/vulnerabilities---threats/new-version-of-centerpos-malware-taps-rush-to-

attack-retail-systems-/d/d-id/1324092 

 

The Android malware monster will never die 

http://www.computerworld.com/article/3027231/android/android-malware-monster.html 

 

BlackEnergy APT Group Spreading Malware via Tainted Word Docs 

https://threatpost.com/blackenergy-apt-group-spreading-malware-via-tainted-word-docs/116043/ 

 

Berkshire Health Systems plagued by malware; patient, payment data safe 

http://www.berkshireeagle.com/local/ci_29445753/berkshire-health-systems-plagued-by-malware-

patient-payment 

http://www.scientificamerican.com/article/csi-cyber-attack-scene-investigation-a-malware-whodunit/
http://www.scientificamerican.com/article/csi-cyber-attack-scene-investigation-a-malware-whodunit/
http://www.darkreading.com/vulnerabilities---threats/new-version-of-centerpos-malware-taps-rush-to-attack-retail-systems-/d/d-id/1324092
http://www.darkreading.com/vulnerabilities---threats/new-version-of-centerpos-malware-taps-rush-to-attack-retail-systems-/d/d-id/1324092
http://www.computerworld.com/article/3027231/android/android-malware-monster.html
http://www.berkshireeagle.com/local/ci_29445753/berkshire-health-systems-plagued-by-malware-patient-payment
http://www.berkshireeagle.com/local/ci_29445753/berkshire-health-systems-plagued-by-malware-patient-payment
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The east coast blizzard caused an epic malware storm, according to Enigma Software 

http://www.digitaltrends.com/computing/if-you-were-stuck-inside-during-storm-jonas-you-might-have-

picked-up-some-malware/ 

 

Panda Security Spotted Over 80 Million New Malware Samples in 2015 

http://www.infosecurity-magazine.com/news/panda-security-300-million-malware/ 

 

Unmasking malware coders 

https://gcn.com/articles/2016/01/26/identifying-malware-authors.aspx 

 

The Malware That Led to the Ukrainian Blackout 

http://motherboard.vice.com/en_uk/read/the-malware-that-led-to-the-ukrainian-blackout 

 

What U.S. cities are most prone to malware infections, and why? 

http://www.networkworld.com/article/3026343/malware-cybercrime/what-us-cities-are-most-prone-

to-malware-infections-and-why.html 

 

Malware in the Hospital 

http://www.slate.com/articles/technology/future_tense/2016/01/malware_not_malicious_hackers_is_t

he_biggest_danger_to_internet_connected.html 

 

Malware accumulated like snowflakes during blizzard 

http://www.federaltimes.com/story/government/cybersecurity/2016/01/25/malware-accumulated-

like-snowflakes-during-blizzard/79304094/ 
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Israel's electric grid targeted by malware, energy minister says 

http://www.csoonline.com/article/3026604/security/israels-electric-grid-targeted-by-malware-energy-

minister-says.html 

 

Scarlet Mimic Espionage Malware Campaign Targeting Activists, Minorities 

https://www.hackread.com/scarlet-mimic-espionage-malware-campaign-targeting-activists/ 

 

India second most affected with Android malware: Cheetah Mobile 

http://economictimes.indiatimes.com/tech/internet/india-second-most-affected-with-android-

malware-cheetah-mobile/articleshow/50716998.cms 

 

IRS Advises Tax Preparers to Scan Their Computers for Malware 

http://www.accountingtoday.com/news/tax-practice/irs-advises-tax-preparers-to-scan-their-

computers-for-malware-77011-1.html 

 

Tinbapore Malware Targets APAC Banks, Customers 

http://www.forbes.com/sites/justinwarren/2016/01/19/timbapore-malware-targets-apac-banks-

customers/#5c66fd726109 

 

Linux malware: Second screen-grabbing Trojan surfaces in space of a week 

http://www.zdnet.com/article/linux-malware-second-screen-grabbing-trojan-surfaces-in-space-of-a-

week/ 

 

Dridex banking malware adds a new trick 

http://www.pcworld.com/article/3024247/dridex-banking-malware-adds-a-new-trick.html 
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You say advertising, I say block that malware 

http://www.engadget.com/2016/01/08/you-say-advertising-i-say-block-that-malware/ 

 

Asacub Transitions from Spyware to Banking Malware 

https://threatpost.com/asacub-transitions-from-spyware-to-banking-malware/115961/ 

 

250 Hyatt hotels infected last year with payment data stealing malware 

http://www.zdnet.com/article/250-hyatt-hotels-infected-last-year-with-payment-data-stealing-

malware/ 
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