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WELCOME ABOARD

We're thrilled to bring you our 4th Annual edition of Cyber Defense
Magazine, exclusively in print at the RSA Conference 2016. The
RSA  Conference  is  constantly evolving to keep pace with an ever
changing cyber security landscape.  Think about the early forms of
viruses...easily defeated.  But now, with cyber crime tools such as
Cryptolocker, we see even law enforcement paying ransom fees to
cyber criminals.  This would have been unheard of in the '80s, '90s
and '00s.  We're seeing massive breaches whereby personally
identifiable information (PII) is stolen in the tens of millions to
hundreds of millions of records - OPM.gov, Anthem.com, Target,
etc.  and the list goes on.

If you're here at RSA to show off new proactive INFOSEC
technology, you'll find one of the largest audiences in the world -
approximately 30,000 attendees who are looking for solutions like
yours.  If you are one of the lucky attendees who convinced your
CEO that this is a must attend show - you did the right thing.
You've come to the right place.

In this special edition, you'll find some of our most informative
articles on key subject matters.  We also choose to showcase our

annual awards for some of the best INFOSEC products and services
available - many of which you will find on the RSA Conference
expo floor, this week.  Take  a  peek  inside  and learn about some
of  the  most  interesting  'hot'  topics  including Adaptive Security,
Endpoint Protection, Security Automation, our Editor's
Cybersecurity Predictions for 2016 and so much more.

Whether  you  find  it  here,  within  the  pages  of  our  annual
edition, or in the myriad of sessions throughout the week, or better
yet, on the expo show floor - somewhere in here at this conference
is an answer to the next cyber threat. From a bright idea that started
in 1991, we expect the RSA Conference to continue to educate,
astound and amaze.

This is where we learn, share new ideas, see new technologies and
develop our plans to stay one step ahead of the next threat, together.
To our faithful readers and RSA Conference 2016 attendees, we
appreciate you and sincerely enjoy seeing you here.

Sincerely,
Stevin Victor, President
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Sandra Toms
Vice President and Curator, RSA Conference

In 1991, the first RSA® Conference brought cryptographers
together to share the latest advancements in Internet
security. Sixty people were in attendance and back then the
Internet was just a concept. Today, RSA Conference is
regarded as the world�s premier cybersecurity event, and
the Internet has transformed to a global phenomenon
touching most of our daily lives and presenting ever
increasing security challenges.

This year, we are fortunate to celebrate RSA Conference�s
25th Anniversary. To highlight a quarter century of
bringing together the brightest minds in cybersecurity,
we�ve chosen the theme �Connect to Protect.� The
conference brings technology vendors and businesses
together with the public sector to unite against the common
threat of cybercrime.

New connections are forged, people are challenged to think
differently and impactful discussions are sparked.
Ultimately, we hope RSA Conference plays a role in
keeping us safe in the ever expanding digital world.

Many perceive the security industry is shrouded in secrecy
when in fact it�s actually an extremely collaborative
industry. There is a strong sense of unity among our peers
and nowhere is this felt more than at RSA Conference. The
more than 30,000 security professionals who gather
together at the conference illustrates that even with the rise

in technology, a human connection and literally getting
together in the same room can bring about great things.
Each year, the conference continues to reach new audiences
and expand its reach. In 2016, we�ve added the CyberSmart:
Parents Education Workshop to provide parents the
resources and tools to keep their children safe online. And
with the inaugural Security Scholar Program, we are
connecting the brightest up-and-coming students to
leading cybersecurity experts, peers and conference
attendees. Through this programming, RSA Conference is
investing in our community and in our future.

As the technology landscape changes, it helps shape what
new topics are highlighted at the conference. The question
facing enterprises today is not if an attack will occur, but
rather when. While this is a daunting reality, it poses a great
opportunity for a wider range of professionals to become
actively invested in their organization�s cybersecurity
strategy. RSA Conference is one way we can work together
to further education and develop proactive plans to protect
not only our enterprises, but also the people involved at
every level from the customer to the C-suite.

In the next 25 years and beyond, we will continue to evolve
with the security industry – reaching larger audiences and
touching more parts of organizations. Despite this
continuous evolution, what remains a constant is our
mission:

RSA Conference is where the world talks security.

Sandra Toms
Vice President and Curator, RSA Conference
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Automated Process Spans Prediction,
Protection, Detection and Remediation
within a Single Platform

In the rapidly-evolving world of security, one truism never
changes: attackers are always trying something different to
stay at least one step ahead of detection.

They use different techniques to evade security solutions
focused on matching malicious activity to known threats
-- such as endpoint antivirus, gateway antivirus, IPS, IDS,
and firewalls -- most of which rely on static signatures to
identify malicious files, URLs and IP addresses.  Some also
use the latest sandbox-evading techniques to remain
�unknown� to network defenses.

This approach is no match for attackers� inventiveness,
which includes polymorphic malware, packers and
wrappers — all of which take a known binary and cause it
to appear completely new, unknown, and benign on the
surface.

Increasingly, organizations are turning to new methods to
identify whether an unknown file is malicious or benign.
One emerging model is known as: Adaptive Endpoint
Protection. It consists of four highly integrated steps -
prediction, prevention, detection and remediation - that
combine to deliver instantaneous results against advanced
threats that employ a wide variety of attack vectors.

Together these steps constitute what is now being referred
to as �Next-Generation Endpoint Protection� through
continuous, real-time monitoring and dynamic analysis
and prevention of threats.

The need for effective endpoint protection has never been
greater as the cloud has placed endpoint devices — which
can access data from anywhere — at the center of the IT
computing universe. Endpoints include all machines that

“The best solutions use
automated real-time
analysis and machine
learning to enable them to
predict attack patterns”

can execute code: laptops, desktops, servers, mobile
devices, embedded devices, SCADA systems, and even IoT
devices.

Step One: Prediction
Being able to predict in real-time what an attack will likely
do is key to having a robust defense against both known
and unknown threats. The predictive capability is part of
a fully integrated adaptive system that determines the
threat  s next action based on attack patterns, malware
techniques, and up-to-the-minute crowd sourced threat
intelligence.

The best solutions use automated real-time analysis and
machine learning to enable them to predict attack patterns.
In addition, they constantly scan for application
vulnerabilities, and anticipate new threat tactics.

Tip: Make sure your solution taps every process and thread
on the system, and extracts all relevant operations data
including system calls, network, IO, registry (on
Windows), so it can monitor the behavior of every process
that executes on the system.  Attackers have learned to take
advantage of hooking into system processes and benign
applications.

Step Two: Prevention
Adaptive Endpoint Protection excels at blocking existing,
known threats before they can execute on endpoints.
Superior services leverage crowd-sourced cloud
intelligence to deliver real-time information to proactively
block threats.
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Such information is used to harden defenses while also
employing dynamic whitelisting and blacklisting to reduce
an endpoints attack surface.

Tip: Buy a product that imposes minimal overhead, and
employs techniques that prevent threats on endpoints both
on and off the network.

Step Three: Detection
Leveraging exploits is a sophisticated technique used by
attackers to breach systems and execute malware. Drive-by
downloads are a common threat vector for these exploit
attacks. An Adaptive Endpoint Protection solution
incorporates anti-exploit capabilities to protect against
attacks that leverage both application and memory-based
exploits.

Ideally, the technology can detect memory exploits by
discovering the actual techniques used — such as heap
spraying, stack pivots, RPO attacks, and memory
permission modifications.

At the core of an Adaptive Endpoint Protection solution is
the ability to stop zero-day and targeted attacks. This
dynamic malware detection capability requires real-time
monitoring and analysis of application and process
behavior in memory, disk, registry, network, and so on.

Step Four: Remediation
The process of removing malware often creates, modifies,
or deletes system files and registry settings, and alters
configuration settings. Any change can cause a system
malfunction or instability. Removing a threat and returning
an endpoint to a reliable state is no easy task and adds
immense administrative work.

An Adaptive Endpoint Protection solution restores an
endpoint to its pre-malware execution state — and should
provide visibility into what changed and what was
successfully remediated.

Most important of all, cleanup and threat removal should
happen automatically. These capabilities are quite
significant compared to network and endpoint monitoring
products that stop short of remediation. In most cases,
those products will alert you to a new attack and provide
recommendations on how you might be able to block and
remove the malware yourself.

Forensics — Closing the Loop on Security
The provision of real-time endpoint forensics is essential
to the robustness of Adaptive Endpoint Protection. The
technology must give clear visibility into any malicious
activity that has taken place, enabling security staff to
quickly identify the scope of the problem, make well-
informed decisions, and report out pertinent details to the
appropriate stakeholders across an organization.

Conclusion
In the era of the cloud, which enables data access from
everywhere, endpoint protection is more relevant than
ever. Consequently, the need to secure devices has never
been greater. To fully protect endpoints against
increasingly sophisticated, advanced threats, organizations
need Adaptive Endpoint Protection — a dynamic security
system that integrates prediction, prevention, detection,
and remediation into a single platform architecture.
Working together with forensics, these four capabilities
deliver the strongest possible defense against attacks that
utilize a combination of both known and unknown threats,
in real-time.

About the Author
Tomer Weingarten is CEO of SentinelOne, a endpoint
security vendor formed by an elite team of cyber security
engineers and defense experts from Intel, McAfee,
Checkpoint, IBM and the Israel Defense Forces. He is an
expert in cyber security, advanced malware and forensics.
Tomer and his team routinely work with law enforcement
and intelligence agencies on cyber crime investigations.
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Sometime around 1995, average U.S. consumer Internet
speed surpassed the 100,000 bits per second threshold. The
speed isn�t as relevant here as the general concept of �The
Internet.� For all intents and purposes, the crossing of this
threshold marked the beginning of the online experience
we know today and puts the Internet at around 20 years
old. In the grand scheme of consumer technology things –
general U.S. consumer adoption of the television set began
in the 1940s – it is safe to say that the Internet is a fairly
young technology.

The wireless handheld computer – a.k.a. smartphone – in
its current iteration of speed and application functionality
is roughly 10 years old, give or take a few hertz. For the
purpose of this article, digital Information Security
(InfoSec) as it exists today, can effectively be considered
roughly 10 years old because this is when outside-the-
network perimeter forces had the capability to invade the
datacenter via Internet connections.

By these numbers, we can deduce that InfoSec is roughly
half the age of a relatively young Internet. This is not to
discount the advances that have been made in hardware
and application technology in the past 20 years. Rather, it
is to emphasize the speed at which technology is exploding
and how cyber criminals are leveraging relatively �new
technology� to access corporate and government
intellectual property (IP).

Consider this a key contributor as we review the barriers
to proactive InfoSec, or the practice of stopping data
breaches before they happen. In such an accelerated IT
melting pot of hardware, software and the people to
manage it, we don�t seem to be making a lot of progress
getting on the front end of proactive InfoSec as an
acceptable norm in our collective datacenters. There is
more talk these days of stemming the bleeding from a
breach than there is of preventing one.

According to breachlevelindex.com, there were 1,541
breach incidents in 2014. This is an increase of 78 percent

from 2013 numbers. 2015 is sure to be another large jump
in breach incidents as the Netherlands-based digital
services provider and research sponsor for
breachliveindex.com Gemalto reports, that in the first half
of 2015 nearly 900 breach incidents had already taken
place. �Malicious outsiders� accounted for 62 percent of
these breaches in the first half of 2015.

Whereas the first few years of breach research data
suggested threats primarily coming from insider sources,
more recent studies show higher risk from a different attack
source. Clearly hackers from outside of the perimeter want
our corporate and government IP.

Ten years ago the enterprise IT department was clearly a
tactical LOB

As InfoSec professionals, we clearly have our work cut out
for us given the complexity of today�s IT infrastructure.
Part of the problem is how we have built our datacenters
over the years – piecemeal and tactical. It has only been
more recent that IT, in its current state of service delivery,
has become a strategic investment. Up until around 2009
before the economy took a downturn, IT (as well as other
corporate business lines) was sufficiently funded to deliver
business services to predetermined service level agreements
or SLAs.

Then as the economy struggled and more resources were
laid off – Bank of America 30k (2011); General Motors 47k
(2009); Citigroup 50k (2008); to name just a few – the
mantra of the day became �all hands on deck� to maintain
these SLAs. IT strategy gave way to tactical just keep the
lights on for IT services. Fueling these tactical fire-fighting
initiatives was the continuing reduction in the cost of
hardware. In the five-year span from the years 2000 to 2005
the per-gigabyte cost of hard-disk space went from around
$20/GB to a December 2005 cost of $0.52/GB.  Around this
time, the practice known as Security Information
Management (SIM) was maturing into Security
Information and Event Management (SIEM), hardware
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was becoming increasingly affordable and the enterprise
IT �strategy� of just-add-more-hardware began. While we
were making InfoSec more comprehensive by introducing
correlation (i.e. more complex), we were also expanding
our datacenters� hardware footprints creating more
datacenter to manage (i.e. more complex).

What if we built cars the way we built IT infrastructures�
In an IT world wrought with complexity, it�s easy to be
tactical. The graph in Figure 1  shows non-farm payroll
employment since the recession of 2009.

The inversed bell curve represents a gouged out base of
human resources that, in the IT sector has neither been
rehired nor seen much increase in wages over the past
six-plus years. What we are left with is a heavy dose of
do-more-with-less in IT and other resource functions of
the non-farm economy.

�Everything in IT management is reactive and tactical,�
says Jean-Pierre Garbani, vice president and principal
analyst at Forrester Research, a global research and

advisory firm. �IT complexity is so bad that even in new
datacenters, after just a few months, CIOs don�t know what
(applications) they have outside of the perimeter.�

Garbani adds: �You wouldn�t drive your car without a
speedometer or other dashboard dial. This is what IT
managers are dealing with in the datacenter. They have
little visibility in where applications are, so that when there
is a breach, they are unable to quickly plug the hole and
stop the data exfiltration.�

In an attempt to improve visibility to enterprise IT
infrastructures supporting system-wide application
delivery, CIOs have been turning to configuration
management databases or CMDBs, as a means to visually
map applications and the dependencies of applications to
hardware. The problem once again is IT complexity,
compounded by the difficulty in monitoring thousands of
mobile devices, some corporate-owned some BYOD,
outside of the network perimeter and the added
�dependency� of tens of thousands of human resources
accessing network data stores from those devices. In a Band

CYBER DEFENSE MAGAZINE - ANNUAL EDITION 11



Aid-like approach, the addition of mobile (and IoT
infrastructure) complexity has created a horse-before-the-
cart approach to fortifying potential avenues of network
intrusion by malicious hackers.

Garbani likens this approach to building a car part-by-part,
instead of going to your local dealership and purchasing
one off of the show floor. �The way we are building
datacenters now is like going to the auto parts store and
ordering the parts for the car separately and then going
home and attempting to put it together in your garage,�
Garbani says. �In this way we will never have an efficient
car; it may never run. And this is how we are building IT
today.�

The addition of mobile applications outside the perimeter
that have access 24/7 to the network adds an exponential
layer of complexity to the CISO trying to secure corporate
data. �We have a traditional view of IT, but there�s nothing
traditional about defending the network from mobile
points of intrusion,� says Greg Young, vice president of
research at Gartner, a leading global IT research and
advisory company.

Young describes an IT scenario that is complex but that is
still manageable. �The rules have changed (with mobile
points of intrusion) and we have attempted to go to new
abstract models, but those haven�t worked out so well,� he
adds. �We could give up on (protecting) the perimeter and
merely protect the host, but this exposes your datacenter.�
Alternately, Young posits, CISOs could develop �zero
trust� networks with single points of failure, but the
restriction in this scenario would lead to the removal of
decision support and functional business applications such
as email, web-based apps and file sharing outside the
perimeter.

The advances in the past 10 years in outside-the-perimeter
applications and mobile device connectivity has all but
broken down the walls of perimeter defense and created
seemingly unmanageable complexity for proactive security.

Just as we thought we were getting a handle on
infrastructure visibility via the CMDB, mobile computing
ups the ante for datacenter security. And though we seem
to have the stomach for it – InfoSec spending is up in 2015
five percent from 2014 – we are still tactical and reactive to
building and securing IT and it seems that we will never
get it all put together correctly, like the parts strewn all over
our garages.

Our approach to building IT infrastructures is not strategic,
but that�s okay, neither is our HR approach to IT.

Garbani�s IT acumen dates back to the 1970s, a much
simpler time for IT when the lines were black and white for
perimeter security – essentially, you were either inside the
perimeter or you were outside. Because infrastructures
were less complex – in 1980, 26mb of disk space would
have cost you roughly $5,000 – the human resources to
manage the complexity was also simpler.

�Forty years ago we didn�t have security problems. Things
were very simple,� says Garbani. �I had everything in my
head and so did the people I worked with. Today, there is
no single view across all systems nor is there an inkling of
what systems are talking to one another and this is a big
problem for service delivery and security.�

Garbani makes the point that because of the specialization
of human resources in IT, perhaps it is better to put
everything in the cloud and let specialists manage it for us
but that this route might be decades away. �We need
bridges that span across disciplines, or we need to put it all
in the cloud and let specialists manage it,� Garbani adds.

�Years ago, operations people didn�t understand software,
and people doing software didn�t understand hardware,
and the specialization continued to where today nobody
can have it all in their heads. There needs to be bridges
across these disciplines yet the only bridges now are at the
architecture level and architects aren�t (infrastructure)
builders, they are designers.�
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Human resource specialization too is contributing to the
IT complexity issue which in-turn is complicating CISOs�
efforts to become proactive with InfoSec. Further
exacerbating the complex security issue is the battle lines
drawn across mainframe resources versus distributed
(Windows and open source) resources. In the mid-1980s
when Microsoft Windows v2 came out there was absolutely
no need for a mainframe system programmer, or sysprog,
to ever interact with a Windows user. Consequently, the
Windows user would never need to interact with the
sysprog.

Even if a Windows user would have been able to get into
the heavily fortified mainframe room, the technology and
user interaction would have been so foreign that there
would be very low risk of data exposure.

Fast forward to 2016 and the communications dysfunction
between sysprogs and Windows systems admin is still
there. The programming languages between the two
systems are just as distant as the communication between
the two human resources, yet we are expected to log all data
in real time in a SIEM and manage/monitor all avenues of
intrusion�

Proactive InfoSec takes all systems and resources being on
the same page within a single Security Operations Center
or SOC. But the IT complexity, disparate systems and
incommunicative human resources have for some years
now put the odds in the cyber criminals� favor.

Further complicating systems and human resources
dysfunction in the datacenter is the fact that the mainframe,
a highly strategic data source, is more �front and center;�
The mainframe today is closer than it has ever been to the
Internet.

IBM mainframes can now be accessed directly by
thousands of users at a time through a facility called �3270
Terminal Emulation.� Essentially, through an Internet –
or Intranet – connection, a user with a Windows/UNIX

(or Linux) machine can with relative ease, log into a
mainframe dataset and virtually have at whatever data and
programs are available to s/he.

�The mainframe, in today�s (distributed) user experience,
looks just like a big server sitting on the network,� says
George Faucher, CEO of CorreLog, Inc., a mainframe
SIEM software vendor based in Naples, Florida. �There are
a lot of users now capable of accessing the mainframe that
used to never have access, and all access to data by these
users needs to be monitored and logged for security and
compliance.�

Faucher adds that in the past 10 years, InfoSec systems were
built primarily for Windows/UNIX distributed
environments because these were the systems most closely
exposed to the perimeter 10-15 years ago. Today, all
systems are exposed to the world wide web and InfoSec
systems are retroactively expanding to include more non-
distributed environments. �It�s not enough to just use the
monitoring capabilities of RACF (IBM z/OS�s built-in
security facility) to secure mainframe data,� Faucher adds.

�Complementary systems like Database Activity
Monitoring, Data Loss Prevention, Intrusion Detection,
and Event Correlation must be included in your mainframe
SIEM strategies. When you think of the decades that
mainframe users have been creating applications that have
access to data, there are years of legacy intrusion points that
many large enterprises don�t even know about. All of this
access to your data needs to be accounted for and that�s a
tall order for organizations large enough to have a
mainframe and this is primarily what CorreLog helps them
with.�

The newest iteration of IBM�s z/OS mainframe launched
in January of 2015, the z13, was designed to handle the
onslaught of big data now being generated by a global
mobile population. The z13, IBM claims, can process 2.5
billion transactions per day with the capability to address
up to 10 terabytes of memory across eight processing cores.
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How much is 2.5 billion transactions�
According to an IBM source, this is the equivalent of 100
Cyber Mondays every day of the year. Clearly, the glut of
mobile users compounded by the Internet of Things (IoT)
data that will be generated over the next 5 years (Gartner
estimates that by 2020 there will be more than 21 billion
IoT devices) creates an overwhelming security outlook for
CISOs.

�The IoT module and its ability to access public and private
networks is here, yet we are not prepared to address the
dangers these unmonitored devices pose to security and
compliance,� says Jonas Gyllensvaan, CEO of SyncDog,
Inc., a mobile device and IoT security software vendor
based in Reston, Virginia. �By enterprise security
standards, mobility is somewhat on the back burner, but
nobody is thinking about intrusion from IoT-generated
sources and this is a going to be a huge problem for
government and industry down the road. IT infrastructures
are complex now, but the added complexity that mobility
and IoT infrastructures will bring over the next five years
will create an extraordinary paradigm shift to IT service
delivery and security that will be unlike anything we�ve seen
thus far.�

Where do we go from here�
Wide scale access to mainframe data and a currently
evolving mobility and IoT infrastructure are here to stay.
If we thought the last seven years were difficult in keeping
up with SLAs and security and compliance, we�re in for a
rude awakening in the next five. IT won�t be simpler
anytime soon but we can make a concerted effort to be
closer to being on the same page with our people, the
processes they use and the technologies those processes
run on.

Our people need to work together for real-time visibility
for IT performance and availability, security and
compliance, across all systems. I have been in the software
business for more than 20 years. The disciplines and
companies have changed but the one constant over the

years has always been the need for more IT visibility now,
for you can�t manage in real time what you can�t see in real
time. To do this effectively, we need all hands on deck
working towards the same goal – which brings us to the
top-down approach.

The CEO and CISO of today must work more closely
together. Being joined at the hip will drive more consistent
communication to front-line IT employees and will take
on a top-down approach to bringing the organization in
alignment on providing services that employees need to
sell and maintain the customer base. Along the way, a more
visible CISO (to the entire enterprise) will help drive
security and compliance initiatives that will keep corporate
IP and customer data where it should be, safe and sound.

CEO and CISO working together will also form a unified
front that will deliver the best technology for their
organization�s IT service delivery and security/compliance
strategies. Corporate and Government IP and customer
data is what cyber criminals are after. And they will go
through your IT to get to it regardless of the complexity
you are dealing with to protect it. The lower the level of
complexity your organization creates and the effectiveness
of the people on your team working together, will play a
major part in stemming the bleeding when a breach occurs.
But you can�t stop what you can�t see, so you�ll need a
unified technology for this visibility and you�ll need to see
it in real time.

About the Author
Tony Perri is the owner/operator of Elements Marketing,
Inc., a small firm based in Naples, Florida, and catering to
independent software vendors. Tony�s areas of specialty
include marketing communications, lead generation
management, analyst relations and media relations, and he
has been serving as technology marketer since 1993. Tony
has written several thought-leading white papers and blogs
for ISVs across multiple industry segments – IT security,
network infrastructure, supply chain and education. He
can be reached at tony@elementsmarketing.com.
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Industrial control systems (ICS) are both the backbone and
the Achilles heel of every nation's critical infrastructure.

They provide us essential services that support the
foundation of modern society. If compromised, they can
cause widespread physical and psychological damage.

The challenge with Operational Technologies (OT)
Industrial networks at critical infrastructure companies
pose unique challenges. Since they were implemented
decades ago, before the cyber threat existed, security wasn�t
a consideration in their design. The main security measure
was the �Air Gap� which separated between the industrial
network and external-facing corporate network.

However, an �Air Gap� is no longer a functional or
operationally feasible solution in today�s connected world.
As a result, industrial networks are increasingly exposed to
the external threats, yet they remain without the necessary
defenses needed to protect them.

One of the major security challenges in operational
environments, is the fact that many maintenance processes
are still performed manually. As a result, most facilities lack
a complete up-to-date inventory of critical assets. They also
do not maintain logs that capture details of which changes
were made to critical assets, when, by whom, and what was
the previous configuration.

In the event of operational disruptions or failures, whether
from a cyber attack, a malicious insider, or unintended
mistake, it is very difficult to pinpoint the problem and fix
it.

Why is there a visibility problem�
Operational networks use completely different
technologies than those found in IT networks. These
operational technologies (OT) are manufactured by
specialist vendors like Siemens, Schneider Electric,
Honeywell, GE, ABB, and others. They also use different
communication protocols than IT products.

PLCs are dedicated industrial computers that serve as the
brains of all industrial control systems. They are used in
every industrial environment, and play a vital role in
complex industrial processes such as power generation, oil
transportation, management of electrical and water
utilities, etc. Therefore, if a PLC is the victim of a cyber-
attack (one that alters its logic or disables the unit), the
effects could be catastrophic.

“Monitoring PLC activity is
challenging because several
different protocols are used for
communicating between
components in process
automation systems”

Monitoring PLC activity is challenging because several
different protocols are used for communicating between
components in process automation systems.

Standard protocols, like Modbus and DNP3 are used for
communicating the latest measurement of physical
conditions (i.e. current temperature, current pressure, etc.)
between various types of controllers and data acquisition
systems.

Compromising these types of communications less critical,
since every PLC has stop gaps such as �Never raise the
temperature above a ten-thousand degrees, no matter what
instructions you receive�.

Meanwhile, for control operations like making changes to
PLC logic, PLC code updates, firmware downloads and
configuration changes, OT vendors use proprietary
implementations of the IEC-61131 standard.

Since these implementations are rarely documented, it is
very difficult to monitor these activities.
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Traditional network monitoring solutions only support the
standard protocols and therefore are limited to monitoring
physical measurements and looking for anomalies. They
cannot capture changes to PLC logic and critical control
operations which provide better visibility into malicious or
unintended activity before physical changes are manifested.
This represents a huge blindspot for facility operators.

Industrial networks are attractive targets for cyber attacks
Operational networks are also at risk due to design
problems and vulnerabilities in assets themselves.

“Yet most PLCs are never
patched since Industrial
Control engineers prefer
network stability at all
costs”

Over the years many PLC vulnerabilities have been
documented, including some that can be exploited
remotely to disrupt operations and cause damage.

Yet most PLCs are never patched since Industrial Control
engineers prefer network stability at all costs. Patching
PLCs is difficult, can cause disruptions or downtime, and
can lead to reliability issues and other operational
problems.

It is also common to find unpatched workstations still
running legacy operating systems like Windows NT and
XP in operational environments due to the same concerns
regarding operational stability and reliability.

As a result, malicious code can be used to remotely access
and compromise Windows-based systems inside industrial
control networks. From here, it is possible to attack PLCs
and compromise industrial processes that control turbine

engines, electrical utilities, petrochemical plants, and water
treatment facilities.

Taking the first steps toward ICS security
In order to effectively protect critical infrastructures from
cyber-threats a comprehensive inventory of assets deployed
in each environment is required. This includes building an
asset and configuration database that is automatically
updated based on network changes, and maintaining a log
of all changes to allow for recovery in the event of a security
incident and operational disruptions.

Specialized ICS network monitoring solutions that
understand the specific OT protocols, including
proprietary implementations used for critical control
operations, should be used to gain real-time visibility into
activity that can impact PLCs and the processes they
control.

In addition, rule-based policies can be enforced to prevent
unauthorized changes and stop attacks.

Conclusion
The emergence of cyber-threats is forcing the industrial
sector and governments to take a long, hard look at how
they protect critical infrastructures.

The current lack of visibility and security controls
combined with the presence of unpatched vulnerabilities
in OT networks is placing facilities at risk.

In order to prevent unintended changes by insiders and
protect systems from external attacks, we need to invest in
ICS-native monitoring and control technologies.

About the Author
Barak Perelman is CEO of Indegy, an industrial cyber-
security firm that improves operational safety and
reliability for industrial control networks by providing
situational awareness and real-time security.
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The current approach to cyber security — by which
organizations rely on internal resources and capabilities to
defend themselves — is not working. The main reason:
attackers, notably criminal gangs and nation states, are
better organized than businesses and government agencies,
and are usually a few steps ahead of the best defenses.

To level the playing-field with the bad guys, we need to
drastically re-think and re-formulate the current approach
to security by implementing inter-company collaboration.

We need a model for collaboration that goes beyond simply
sending/receiving security intelligence. The model must
provide a framework for delivering information to
organizations at risk from specific threats. The framework
should automatically control the flow of collaboration to
prevent participants from violating privacy laws and
regulatory mandates, while enforcing the internal policies
of each participant.

Widespread Adoption of Sharing
A 2015 report on security collaboration by Enterprise
Strategy Group (ESG) found that 45 percent of U.S.
enterprises share threat intelligence data with other
companies on occasion, and that 37 percent share such data
regularly. The report also found that many companies want
to start sharing data.

75 percent of organizations see such sharing as a top
priority, according to Forrester Research.

The U.S. government directive, the Cyber Information
Sharing Act (CISA), was enacted to encourage the sharing
of cyber security intelligence between U.S. government
agencies and the private sector.

Roadblocks to Sharing
While most security experts are willing to share security
information with trusted peers, many organizations are still
hesitant to establish formal collaborations with other
companies and/or with the government. Embracing

anonymity can help to address liability, while data
ownership techniques can help to minimize exposure risks.

“Regulatory mandates and
privacy laws are another
significant factor that
prevents organizations from
sharing information”

Regulatory mandates and privacy laws are another
significant factor that prevents organizations from sharing
information. In some cases, attempting to share a piece of
intelligence will be met with a wall of silence from a peer
who cannot respond without violating compliance rules.

Finally, fear is a main obstacle to sharing threat intelligence
data — fear of releasing the wrong data, fear of delivering
sensitive information to the wrong company or person,
and fear of overexposure.

Know Your Data before Sharing
Security collaboration is not a one-size-fits-all proposition.
Some data should be shared as widely as possible with the
community, while other data should be shared in a
controlled manner.

Individual sharing may start in one form (i.e. controlled)
and shift to another (i.e. community wide) as the event or
threat is better understood.

To share information safely, first Know Your Data (KYD).
The four tenets of KYD are:

 • What data do you have
 • Where is your data
 • Where does your data go
 • Who does it go to
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To best understand the interconnectedness of security data,
it�s best to create a data map. This can be done with a variety
of software tools such as Visio. Using these tools you can
create a simple overview of KYD�s tenets.

Next, apply asset categories to the data. This allows for the
easy identification of the security status of the data, its
sensitivity, any privacy issues that may exist, and the
importance of the data to the organization.

“To make sharing
actionable, organizations
need a streamlined internal
process to assess, detect,
analyze, investigate and
remediate threats through
collaboration”

Finally, Know Your Actors (KYA), to determine the key
players or stakeholders throughout the chain.

Then, bring KYD and KYA together by mapping them. As
part of this exercise, it�s best to create a data repository.

Mapping looks at how each stakeholder impacts the entire
process of creating, sharing, and storing data. Mapping
helps to evaluate any regulatory exposure associated with
the data in terms of compliance standards such as data
protection liabilities, SOX, Basel and so on. It also exposes
privacy implications, and provides visibility into antitrust
law issues that may reveal themselves when sharing data.

Build a Sharing Architecture
Once the details of assets and their privileges are mapped,
an architecture for sharing threat data must be created —
which will allow data to flow outwards from the
organization and inwards from other companies.

To share data safely, the eco-sharing architecture must be
able to serve multiple sharing streams in different
communities with different data sources. All data should
only be released on a need-to-know basis, using privileged
access rights.

Ultimately, an architecture that allows this two-way flow
of potentially sensitive data must be aligned with
regulations. The architecture needs to manage fundamental
requirements using audit reporting. This not only
maintains security and keeps watch over the data flows, but
allows the architecture to be fine-tuned based on audit
results. In other words, it should provide a reliable way to
measure the effectiveness of the shared threat intelligence.

Internal Orchestration
Implementing the best practices described above will
enable effective and compliant security information
sharing. To make sharing actionable, organizations need a
streamlined internal process to assess, detect, analyze,
investigate and remediate threats through collaboration.
This can be achieved by orchestrating people, technology
and relevant data in one integrated security workflow.

Conclusion
To defeat and contain cyber threats, organizations need to
embrace the untapped benefits of sharing security
intelligence. This requires knowing the data and
collaboration actors, and mapping them together, in order
to share security information safely and without violating
regulatory mandates.

About the Author
Kobi Freedman is CEO of Comilion, which helps
organizations implement collaboration communities for
sharing security intelligence and threat investigations. Kobi
has been immersed in the cyber security arena for over 15
years, first in the Israeli Defense Forces (IDF) and then with
private sector companies. He participates in numerous
Israeli and global policy work groups that set standards for
cyber defense.
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The mission of the Federal Trade Commission is to �To
Protect Consumers�. They wear that badge as a badge of
honor...and a call to war. The victim is the consumer and
the offender is you. If you don�t comply with what they
think is fair there will be big trouble in store…but what�s
wrong with going after bad actors in business, right�

Not so fast. Villainy has many masks, but none more
terrifying as the mask of virtue. The FTC lays a foundation
of deception to play this game, and if you aren�t aware of
it you may fall into their trap, lose your job and waste
millions fighting a regulatory leviathan.

How do you avoid their radar and wrath�

You�ll learn the entire, juicy and painful story of a great
small business – my cancer screening company LabMD
being bulldozed into nothingness thanks to corruption and
ignorance.  It�s a chance to wake up and learn from FTC�s
failure in this very important area – cyber security
enforcement.  As the EPA has stretched beyond its legal
bounds to takeover American�s properties, the FTC has
done the same in America�s cyber security space.

“Who produces 80% of the
GDP? – SMB’s like LabMD,
now resting in peace”

Remember, most of .GOV�S tax revenues come from 80%
of the GDP.  Who produces 80% of the GDP� – SMB�s like
LabMD, now resting in peace.  Working together to
embrace cyber security is much different than operating
from complete ignorance, yet wielding all the power and
full force of the US government, the FTC conspired to harm
the LabMD medical facility and the families, employees
and patients that benefitted.

That�s what the story �The Devil Inside the Beltway� is all
about. If you are an IT professional or INFOSEC expert

who doesn�t pick up a copy at RSA then please find it online
at Amazon – it�s worth the read as another source of
knowledge in defending your business and your network
– not from Cyber criminals but your own government.

How can the FTC get away with this� Well, big shocker,
blame Congress. A century ago the regulatory state was
born with the best of good intentions.

As America was in the midst of the industrial and medical
revolution, President Woodrow Wilson wanted regulation
based on EXPERTISE rather than POLITICS. Nice idea.
Sadly, he thought the country had �evolved� from needing
separation of powers….so the agency was empowered to
be judge, jury and prosecutor.

This dangerous combination has permitted agencies to
morph into bullies of power whose tactics dumbfound not
only average Americans, but most lawyers that don�t work
in this area of law.

Instead of teams of experts, we have teams of lawyers versed
in the law but not in the areas they regulate. And to make
matters worse, Congress has given the agencies the ability
to make their own rules and the Judiciary has ruled that
agencies are to be given �broad deference�. This means they
get to stack the deck and win tie breakers.

A few examples of how the FTC stacks the deck in the name
of saving the world at your expense.  Let�s look at the way
they perform a �cyber security� investigation:

• You don�t get to know who they are interviewing in
your company so you don�t get to cross examine.

• Lawyers act as investigators yet still get to keep their
attorney client privilege.

• The FTC does not have to and will not tell you what
you SPECIFICALLY should do right or what you have done
wrong.
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• They will stay in your hair for a couple of years, making
themselves a slow yet persistent distraction from the course
of everyday business.

• If they need your company as an example for their
bigger agenda of showing the world what bad companies
do, you will be asked to sign a consent decree.

This is a contract where you agree to be audited at your
expense for two decades while stating you admit no
wrongdoing. Nobody pays attention to this admission and
don�t be fooled that this will make the FTC go away. The
public won�t believe you did nothing wrong if you signed
up to work with the FTC for two decades.

• The FTC will put out an �internet is forever� press
release announcing how they saved the world from your
company�s behavior, suggesting that all other companies
should take heed at what is expected. Welcome to the hall
of shame.

• Should you decline this form of reputation
assassination because you have the courage and stupidity
to disagree, a tighter noose is in store for you.

The FTC will use this to demonstrate to the world how they
play with those who don�t roll over. They will sue you. Then
they get to choose whether they will use their
Administrative Court or Federal Court.

This 21st century torture chamber is what everyone seeks
to avoid so they cut their losses and sign a decree rather
than endure this to one far off day get to a fair trial and
verdict.

The FTC�s �court� is run by an administrative judge who
is bound by the procedural rules of the FTC. The huge error
the media makes is thinking an agency court is the same as
federal court, just on a smaller scale. This is dead wrong.
The FTC self-made rules are truly stunning.

“Hearsay is allowed. That
billing clerk that knows
nothing about technology,
well her opinion can be
admitted!”

1) The Commissioners can vacate the ruling and change
finding of fact made by the court with a simple vote,
overturning the judge�s decision. By this time you are in
for years and millions.

2) Hearsay is allowed. That billing clerk that knows
nothing about technology, well her opinion can be
admitted�

3) Lawyers can act as investigators and then still use
privilege to not disclose information for defendants to use
to defend themselves.

4) Discovery is not allowed

5) The standards used to decide what is unfair to
consumers, so that you can know what data security
practices are required to be in compliance, ARE NOT
REQUIRED TO BE DISCLOSED.  (That�s right, you don�t
get to know what you need to do to be in compliance)

6) The federal courts ARE NOT ALLOWED BY
CONGRESS TO INTERVENE IN AGENCY
PERSECUTION DURING ADMINISTRATIVE
PROCEEDINGS until the agency is finished. This means
they get a couple of years to beat you to a pulp and break
every rule in the book while you stand there and take it.
Only then, after you are broke, exhausted and slandered,
may Federal courts hear appeals.

This is all an incentive to roll over and take the unfairness
while the uninformed press and public look down at you
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in shame. It sucks, but your lawyer will tell you it beats years
of regulatory hell. It is quite frustrating and the antithesis
of what you were taught in civics class. Your lawyer will
tell you to suck it up, get over it and move on. Who can
fight city hall� You didn�t expect fairness, did you� Grow
up�

Corporate America is
infested with lawyers who
scream “settle, settle,
settle!”

Most don�t know about this shakedown racket because
there are so few stories about it. Corporate America is
infested with lawyers who scream �settle, settle, settle��.
And this is EXACTLY to plan for the FTC, because the
settlement is the start of their game not the end.

The FTC collects these consent decrees and creates libraries
to create common law. Their minions (Privacy groups, big
law firms, etc.) then use those to put their rule book up for
all the world to �comply� with. It�s all a very cunning way
to make law without going to Congress. Since Congress is
a mess, don�t expect a rescue from them anytime soon.

Stepping back from this real world season of the Sopranos,
there is scant evidence that the FTC has contributed
anything to making the world more CyberSafe. Quite the
contrary, this type of centralized power results in resources
being aimed in the wrong direction. Secret law and raw
power don�t work in science and technology. If it did,
cancer would be eradicated by being deemed illegal. The
bureaucrats believe that would work.

The INFOSEC professional must reflect upon how the
government might intrude upon your own business
operations, even if you are not the CEO or CFO or CIO or
CISO.  You too are a business owner – you own the IT

Security portion and you need to be prepared for a new
kind of assault, not one from cyber hackers but one from
a .GOV who is completely ignorant about cyber security.
Without this awareness, your company might end up like
LabMD – another company bulldozed by ignorance.

About The Author
Michael Daugherty is President & CEO of LabMD, an
Atlanta-based clinical and anatomic medical laboratory
with a national client base. LabMD specializes in analysis
and diagnosis of blood, urine, and tissue specimens for
cancers, micro-organisms and tumor markers. Mike
founded LabMD in 1996 after 14 years in surgical device
sales with U.S. Surgical Corp. and Mentor Corporation.
Outside of LabMD, Michael enjoys playing tennis,
traveling, and flying his Cirrus SR22 Turbo single engine
aircraft. He is a member of the University of Michigan
Alumni Association, the Atlanta Aero Club, and the Cirrus
Owners and Pilots Association. Born and raised in Detroit,
Michigan, Mike holds a BA in Economics from the
University of Michigan-Ann Arbor, and has resided in
Atlanta since 1987, when he moved to Atlanta from
Portland, Oregon.
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With companies like Target, Neiman Marcus, and Home
Depot, and government entities like the Office of Personnel
Management and the IRS making the headlines almost
daily, there�s no doubt that organizations are deep into a
continuous battle against attackers. Regardless of the size,
the chance of a company falling victim to breach is
increasing.

While prevention should be an integral part of security
architecture, it�s impossible to depend on it to stop every
threat. Unfortunately, organizations are lacking the total
visibility they need across their networks and endpoints.
More importantly, with solutions that only promise
detection, security teams are faced with the new problem
of alert overload; as a result, most security teams are
working non-stop to manage and respond to the thousands
of alerts they�re receiving each week, many of which are
ghost alerts or false positives, or aren�t a real security risk
at all. Hexis Cyber Solutions� HawkEye G is a next
generation endpoint detection and response solution.
HawkEye G can solve critical issues related to security
posture through integrated detection, verification, and
automated response capabilities in a single platform. Some
of the main benefits of this comprehensive solution include:

• Detection of known, unknown, and zero-day threats
that most anti-virus products miss

• Threat detection without signatures, coupled with
cloud-based threat intelligence, and behavioral analytics
on endpoint activity

• Endpoint and network correlation through HawkEye
G Host and Network Sensors, as well as integrations with
other solutions including Palo Alto Networks and FireEye

• Decreased false positives and ghost alerts through
aggregated threat scoring and analytics with the purpose-
built ThreatSync™ event fusion and behavioral analytics
scoring capability

• Faster and more efficient response to threats through
policy-based automated and/ or machine-guided surgical
remediation targeting a single malware process, and bulk
remediation actions

• Investigation support for one-click displays of infection
spread, �patient zero�, and dwell time

• Integration to SIEM reporting systems and Splunk
real-time dashboards

Hexis Cyber Solutions has developed this solution to meet
the needs of security and incident response teams in a
single, integrated detection and response platform.
HawkEye G leverages existing security investments,
avoiding the �one threat, one tech� dilemma that many
security professionals often face when evaluating new
security technologies.

Host Sensors
The HawkEye G Host Sensor provides total visibility into
endpoints, enabling security teams to detect, verify and
respond to cyber threats. Host Sensor capabilities include
a combination of real-time event capturing and signature-
free detection for unknown threats. The lightweight agent
uses real-time eventing to capture the file system events,
executing processes, network communications, and
registry events to deliver the most comprehensive endpoint
detection available without the overhead found in
traditional endpoint technologies.

Real-time eventing delivers three main benefits over
traditional scanning and polling/querying approaches:

1. Less than 1% CPU utilization, 25 MB RAM, and 1
KB/sec network usage on average

2. Continuous real-time eventing and recording captures
events and observables as they occur, and can then execute
countermeasures that will interrupt the malware delivery
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process reducing the time the external threat actor can
operate on the endpoint, if at all

3. As events and observables are captured as they occur
(created, changed, deleted), there is no need for them to be
scanned and re-scanned if no change occurs, saving host
resources and preserving end-user computing experience
The Host Sensor incorporates signature-free detection
analytics utilizing host heuristics running locally on the
endpoint that analyzes files, processes and registry events
as they are executed. Host heuristics use static and dynamic
analysis to provide additional confirmation of known
malware, and help find zero-day and unknown malware
variants.

HawkEye G Host Sensors leverage 175 different heuristics
that are then calculated individually and combined with
other heuristics to give an overall score that represents the
maliciousness and �goodness� of the object, greatly
reducing false positives and ghost alerts. Host heuristics
are further scored using the Hexis cloud-based Malware
Verification Service (MVS) which can raise or lower the
threat score of a heuristics hit or even mark the heuristic
hit as a known �good.�

Detection Effectiveness
Real-world deployment of HawkEye G into organizations
with existing security technologies (host AV, next-
generation firewall, malware analysis sandboxing vendors,
and even cloud-based systems like DNS protection) has
proved traditional security products are not effective in
preventing or detecting advanced threats.

The following chart shows real-world infection percentages
when HawkEye G is deployed into existing systems, with
infection rates between 12% - 36%. Not only does the
system detect malware not previously discovered, but the
host-based response capabilities – fully automated,
partially automated, machine-guided, and/or bulk actions
– can quickly and easily clean up infected networks at an
increased speed and cost savings compared to manual or
command line interface based response systems.

Baseline Recording for Malware Hunting
All events and observations captured by the real-time Host
Sensor for both online and offline endpoints are stored on
the HawkEye G Manager appliance for searching and
correlation. The storing of real-time event results enables
security analysts to conduct malware hunting missions and
ad hoc investigations against the events and observables
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themselves, regardless of if HawkEye G verified those
events as confirmed or suspicious infections.

Some examples of real-time malware hunting include:

• Upon receiving a list of IOCs from a threat intelligence
provider or other security device, determine if those IOCs
exist on any endpoint in the environment, regardless if the
host is online or offline. Additionally, find if the malware
is dormant, executing or communicating on the network.

• Determine the �infection spread� of malware incidents
– is only one host infected or is it spread across dozens or
hundreds of hosts�

• Find patient zero, the first infected host for a specific
malware sample. Use a time-based search to find other
events occurring on that endpoint at the same time as that
first infection to find related events.

Network Sensors
The Network Sensor line of security appliances for the
HawkEye G platform operates in concert with the real time
Host Sensor providing comprehensive detection across a
range of network sizes and speeds, from 10-gigabit line
rates down to megabits. This solution supports data
centers, Internet aggregation points, headquarter offices,
distributed environments, branch offices, and more. The
Network Sensors utilize a low-latency, transparent deep
packet inspection technology to detect application usage

by external threat actors operating internally in a network
regardless of what port or protocol is being used for
communications. The inspection module detects and
categorizes thousands of protocols and applications
looking for outbound communication from infected
endpoints, specifically for command and control (C2)
traffic, resolution of malicious domain names and
downloading of second stage exploit and remote access
toolkits.

Network sensors can be deployed in out-of-band
(SPAN/Tap) mode for passive monitoring and creation of
indicator scores for that host, or in inline mode to add
real-time blocking and redirection. When deploying in
inline mode, the network sensor can determine the original
source host behind web proxies using X-Forward-For
(XFF) HTTP header field and DNS servers using DNS
injection. Indicators specific to those source hosts are
created and fed into HawkEye G�s ThreatSync™ threat
scoring model.

Integrated Detection with 3rd party Devices
For many organizations, implementing multiple solutions
to protect their sensitive data is inevitable. HawkEye G
enables you to get the most out of your existing solutions
like Palo Alto Networks®, FireEye® and Splunk®. Hexis�
HawkEye G is able to pull alerts and threat triggers from
Palo Alto Next Generation Firewall and WildFire™ malware
analysis solutions, as well as FireEye Network Security
(NX). From there, the system can automatically verify these
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alerts without manual intervention, score the activity based
on the ThreatSync analytics model, take remediation action
(automated or machine-guided), and push alerts through
to Splunk and other SIEM vendors. We will continue to
build out integrations and grow our ecosystem.
Our ThreatSync functionality aggregates threat data to
confirm host infections through event fusion techniques
which normalize alerts into a common model and
correlates them with each other. This includes built-in
integration with third-party vendors such as Palo Alto
Networks and FireEye, with more to come.

Through ThreatSync, HawkEye G can verify the threat and
assign a unified value, or threat score, to notify response
teams of the threats that need their attention now (malware
actively executing and communicating to external
locations), the threats that can wait (confirmed malware
that is dormant, non-executing), and those threats that
might require investigation (zero-day malware or network
activity without host confirmation).

Multiple verification methods are executed simultaneously
on each event recorded by the real-time Host Sensor –
matching to the global/local Threat Feed, query to the
cloud-based Malware Verification Services, and analyzing
the signature-free host heuristics. Each verification
combination produces an individual score for that
indicator, and multiple indicators are scored in concert
using behavioral analytics based on endpoint activity.

Threat Feeds
HawkEye G customers receive hourly and daily threat feeds
from the Hexis Secure Operations Center (HSOC) through
information pertaining to early-warning intelligence of
malware, command and control servers, bot nets, and
second stage download sites. Multiple commercial, OEM,
open source, and Hexis research feeds are aggregated and
de-duplicated into a single threat feed that is pulled from
HawkEye G Manager deployments through mutually
authenticated and encrypted communications.

Customers can augment the Hexis provided threat feed
with their own file hashes, URLs, domains, and IPs by
adding them to the local threat feed on the HawkEye G
Manager server, either through the UI or programmatically
through supported APIs. Malware objects from Palo Alto
Networks WildFire and FireEye NX are automatically
added to the local threat feed when integrated into
ThreatSync. In addition to adding the sandbox output into
the local threat feed for future detection, the system
automatically queries the up-to-date baselines of all hosts
protected by the Host Sensor to determine if any host (not
just the targeted host) has IOCs for those sandbox artifacts,
saving hours of research often performed manually by
security analysts to verify the alerts from those platforms.

Response
Once a threat has been detected and verified automatically
by the system, a range of network and host-based
countermeasures are deployed to remediate and remove
the threat. These countermeasures may be automatically
executed based on corporate policy or machine- guided
involving human-in-the-loop threat response and
remediation. HawkEye G offers a variety of
countermeasures that execute on the host or network
traffic. Machine-guided actions are executed using the
role-based web interface on a single indicator or using bulk
actions on tens, hundreds, or thousands of indicators at
one time, without logging into the remote device.

Some host-based countermeasures include:

• Kill Process
• Quarantine File
• Undo Quarantine File
• Remove Registry Value
• Undo Remove Registry Value
• Whitelist a file or process

Network-based countermeasures include:

• URL Matching and Blocking
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• DNS Injection
• IP Redirection

Policy-based Automated Responses
All host-based countermeasures can be executed manually
by the security analyst using the role-based HawkEye G
web management interface, with full audit logging and
SYSLOG output to an external SIEM reporting system or
Splunk. Automated policies are defined using fine-grained
policies based on multiple configurations per policy.
Multiple policies can be defined in tandem to deliver a
stepwise automated response capability across an
enterprise. For example, automated policies can be defined
to quarantine both confirmed and suspicious malware files
on important servers, but only kill confirmed processes –
this dramatically decreases the dwell time and breaks the
cyber kill chain of the threat actor while minimizing any
potential side effects to that system since process actions
are only on known bad malware.

For user workstations, policies can be set to automatically
kill confirmed processes and quarantine files for on-net
users, but automatically kill both suspicious and confirmed
processes and quarantine files for off-net users that are not
protected by the organization�s perimeter security systems.

Policies can also be set for different user groups, for
example full automation for back office support staff
(admins, accounting, finance, receptionists, etc.), partial
automation for executive and management staff, and no
automation for critical users like traders, bank tellers,
medical devices, payment gateways, and so on.

End-to-End Data Flow
HawkEye G�s integrated detection and response platform
delivers multiple point functions in a single product:
host-based detection and response, network-based
detection and response, integration and correlation of
supported third-party security devices, investigation
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support, malware hunting, and integration into security
reporting systems.

Deployment Scenarios
Host Sensor Deployment
HawkEye G supports hosts on the corporate network
(�on-net�), hosts not on the corporate network without a
VPN but Internet connected (�off-net�), and non-Internet
connected machines (�off-line�). The Host Sensor
communicates to the HawkEye G Manager through
mutually authenticated, encrypted protocols that are NAT-
traversal capable over TCP/IP.

It�s important to understand host and user populations
before setting up the system to account for on-net and
off-net hosts. If teams are to support off-net hosts without
requiring a VPN, there are two deployment options for the
HawkEye G Manager server appliance:

1. Deploy a single HawkEye G Manager appliance in the
DMZ that supports both on- net and off-net hosts. Deploy
one HawkEye G Manager appliance internally for on-net
hosts and a separate/ dedicated HawkEye G Manager in
the DMZ just for off-net hosts.

Conclusion
HawkEye G will detect, verify and respond to the known
and unknown threats impacting an organization. To recap,
below are a list of HawkEye G�s major features and benefits:

• HawkEye G detects known, unknown and zero-day
malware that most anti-virus products miss leveraging
sensors on both endpoints and the network

• HawkEye G not only detects malware that existing
security technologies did not, but quickly responds to and
remediates these threats

• HawkEye G�s Endpoint and Network Sensor
correlation, in addition to third party integrations, provide
greater visibility and verification of threats

• ThreatSync event fusion and behavioral analytics
scoring capabilities decrease false positives and ghost alerts
through aggregated threat scoring and analytics

• HawkEye G delivers a faster, more efficient response
to threats through policy-based automated and/or
machine-guided surgical remediation, targeting a single
malware process, as well as bulk remediation actions

• Real-time eventing through the HawkEye G Host
Sensor enables malware hunting on both online and offline
endpoints

• HawkEye G leverages real-time dashboards through
integrations with Splunk and other SIEMs

If you�re interested in learning more about advanced
technologies that can help save your company from being
the next big breach, consider an approach focused on
integrated detection and automated response.

Visit Hexis at RSA South Expo Booth #S1529 to learn how
you can improve your cyber resilience.

About the Author
Todd Weller, VP, Corporate Development, joined Hexis
Cyber Solutions in March 2014. His responsibilities include
analyst relations, competitive and market intelligence,
corporate visibility, M&A, and strategic partnership
development. Todd draws on his 17+ years of experience
as an equity research analyst where he covered the security
industry for much of that time.

Hexis Cyber Solutions is a wholly-owned subsidiary of The
KEYW Holding Corporation (NASDAQ: KEYW), and a
provider of advanced cybersecurity solutions for
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The prevalence of cloud applications and increasing mobile
access to enterprise IT resources have erased the traditional
network security perimeter.

To complicate matters, account hijacking via phishing and
social engineering enables bad actors to pose as legitimate
users, access protected applications, and extract data
without being detected.  Inadvertent or malicious insiders
only make matters worse.

The traditional defenses of a static perimeter do not provide
much protection in a world where data breaches are
increasingly carried out using stolen user credentials. In
addition, these defenses have never been of much use
against malicious insiders.

“How can companies
protect their applications
and data in this rapidly
evolving cloud- and mobile-
centric world?”

How can companies protect their applications and data in
this rapidly evolving cloud- and mobile-centric world� One
approach gaining popularity is Hybrid Behavior Analytics
(HBA), which focuses on identity-based security threats.

The Primary Threat Surface Is Now Identity
Identity has become the primary threat surface for data
center and cloud apps. Detecting and preventing these
attacks, by insiders or outsiders, requires the convergence
of Identity Access Intelligence (IAI) and User Behavior
Analytics (UBA).

IAI provides the 360-degree view needed to cleanse,
manage, secure, and govern identities and associated access
to sensitive data and assets.  It manages the surface area of
identity to reduce excess access rights that open the door

to phishing and account compromise attacks, and helps
identify access outliers.

UBA performs user profiling and behavior anomaly
detection using dynamic peer groups with machine
learning, rather than static peer groups and rule sets. It
identifies account abuse, account hijacking and suspicious
activity to monitor identity as a threat plane.  UBA and IAI
work together to manage and monitor identity as a threat
surface area.

 By applying identity access intelligence and user behavior
analytics to data center and cloud resources together in one
view, HBA can transform identity from a poorly managed
and often open attack surface to a security perimeter.  Just
as UBA alone is only half the solution without IAI, the same
applies to only focusing on datacenter apps and ignoring
cloud apps.

UBA Delivers Extensive, Powerful Modeling
UBA modeling incorporates information about: user roles
and titles from HR applications or directories, including
access, accounts and permissions; activity and geographic
location data gathered from network infrastructure; and
more. This data is linked and analyzed via machine
learning based on past and on-going activity.

Analysis takes into account such things as transaction
types, resources used, session duration, connectivity and
typical peer group behavior. UBA determines what normal
behavior is, and what constitutes outlier or anomalous
activity.

If one person�s anomalous behavior (such as midnight
database queries via scripts) turns out to be shared by
others, it can become an accepted workflow to increase
accuracy in anomalous behavior machine learning.

Next, UBA performs risk modeling. Anomalous behavior
is not automatically considered a risk. It must first be
evaluated in light of its potential impact. If apparently
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anomalous activity involves information that is not
sensitive — such as conference room scheduling
information — the potential impact is low.

However, attempts to access sensitive files like intellectual
property, carries a higher impact risk score.

The Importance of Cloud Access Security Brokers
HBA solutions require a cloud component and are key to
what researcher Gartner describes as Cloud Access Security
Brokers (CASBs) that address gaps in security resulting
from the significant increases in cloud service and mobile
usage. CASBs deliver capabilities that are generally
unavailable today in Web Application Firewalls (WAFs),
Secure Web Gateways (SWGs) and enterprise firewalls.

They provide a single point of control over multiple cloud
services concurrently, for any user or device. Today, CASBs
primarily address SaaS back-office enterprise applications
such as CRM, HR, ERP, service desk and productivity
applications (notably Google Apps for Work and Microsoft
Office 365).

Increasingly, CASBs will support the control of enterprise
social networking, Infrastructure as a Service (IaaS) and
Platform as a Service (PaaS).  CASBs are provided via
forward or reverse proxy, an API directly to cloud-based
apps, or both.

CASBs Role in HBA
An API-based CASB is a critical part of HBA architectures
that allows both cloud apps and data center applications to
be analyzed together from the perspective of identity as a
threat plane.

Often information collected within internal applications is
shared or exposed via cloud apps due to ease of use and
accessibility.  User behavior analytics across all identities,
access and activity provides the complete picture within an
HBA architecture.

“Cloud apps are reducing
the enterprise perimeter and
mobility is enabling direct
access over networks out of
the enterprise’s control”

Cloud apps are reducing the enterprise perimeter and
mobility is enabling direct access over networks out of the
enterprise�s control.

For these reasons an API-based CASB component along
side on-premises components for IAI and UBA make up
the HBA architecture. Without this visibility, identity is a
threat plane with many blind spots for security teams.

Conclusion
Despite the massive adoption of cloud applications in the
enterprise, identity-based context across both cloud and
on-premise applications is still inadequate in traditional
security approaches and tools.

Savvy companies are looking at new solutions such as HBA
to manage identity as a threat plane for on-premises and
cloud infrastructures.

About the Author
Saryu Nayyar is CEO of Gurucul, a provider of  user
behavior analytics and identity access intelligence
technology. She is a recognized expert in information
security, identity and access management, and security risk
management. Prior to founding Gurucul, Saryu was part
of the founding team at an enterprise role-management
start-up acquired by Sun Microsystems. She has held
leadership roles in product strategy for security products
at Oracle and Sun Microsystems.

Saryu also spent several years in senior positions at the IT
security practice of Ernst & Young.
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While companies focus on protecting their data from
hackers outside the network, the greatest risk could be
coming from inside the organization.

Employees are not acting with malicious intent, but the
files they send during normal business operations often
lack critical data security protection.

File sharing has become commonplace, from sending
family photos to distributing business documents.  What
employees often fail to understand is the importance of
data security and their role in keeping potentially sensitive
files secure.

In a recent survey by Stroz Friedberg, 75% of office workers
admitted to uploading work files to their home computer
using a personal email or cloud account
.
Employee education and policy enforcement is a good start
but, ultimately, you need to provide them the tools to work
safely within company guidelines.

The goal is to find a solution that is intuitive for workers
while providing the security needed to meet regulatory
compliance standards.
The top 3 considerations when evaluating a secure file
sharing solution should include:

• Centralized Security
The IT Administrator needs the ability to set and maintain
control over user accounts, define what files those users are
allowed to access, and enforce password policies.  In
addition, it�s vital to identify which files are safe to share,
isolate which IP address users can log in from, and remove
access when an employee leaves the company.

• End-to-End Encryption
Most data security regulations mandate that files are
encrypted at rest and in motion using strong encryption
like AES 256. This encryption should be transparent to the

user so they are not burdened with entering additional keys
or passwords to decrypt the files.

• Auditing and Alerts
In the event of an incident, no matter how minor, detailed
audit logs will identify what files are being moved and
shared, who is interacting with those files, and the dates
and times of the transactions.

System alerts are valuable for sending notifications
immediately when time-sensitive security events occur
such as a blocked IP address, a Denial of Service attack, or
any attempt to access data using an invalid login.

To satisfy these requirements, an Enterprise File Sync and
Sharing (EFSS) solution may be the answer.  EFSS
combines a simple user interface for employees with
extensive security controls for your IT Team.  You
designate where the data is stored, whether that�s a private
cloud or on-premise using an NFS, SAN, UNC or other
storage option.

EFSS provides strong encryption to protect sensitive data,
and it�s all completely transparent to the end user.  File
synchronization across Windows, Apple and Android
devices is also available to allow mobile access while
maintaining encryption both in transit and at rest on the
device.

Finally, all activity is tracked through detailed audit logs
that can be used to generate reports for senior management
and to satisfy compliance requirements.

To learn more, visit GoAnywhere.com and download a
FREE trial of our GoDrive EFSS software to test on your
own on-site or hosted system.

About the Author
Justin Phipps is the Marketing Manager at Linoma
Software and has worked in the secure file transfer and
encryption industry since 2013.
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In light of last year�s massive data breaches at the United

States Office of Personnel Management, Anthem,

BlueCross BlueShield, and Army National Guard, the need

to protect networks is more urgent than ever.

While companies spend huge sums of money every year to

maintain a security perimeter designed to fend off cyber

and insider threats, daily reports of new data breaches are

raising doubts about the effectiveness of these investments.

“According to Gartner, by
2020, 30% of global 2000
companies will have been
directly compromised by an
independent group of cyber
activists or cyber criminals”

According to Gartner ("Security and Risk Management

Scenario Planning, 2020"), by 2020, 30% of global 2000

companies will have been directly compromised by an

independent group of cyber activists or cyber criminals.

This prediction is not surprising, considering the fact that

leading risk indicators are difficult to identify when cyber

attackers, including their strategy, competences, and

actions, are unknown.

In turn, many organizations still focus on control gaps and

vulnerabilities when performing risk assessments and

neglect taking threats into account.

This can lead to inaccurate prioritization of remediation

actions and inefficient allocation of resources.

That�s why at this year�s RSA Conference, threat

management and intelligence once more will be a popular

theme with a wide range of vendors showcasing the latest

technologies designed to address dynamic changes in the

risk ecosystem.

The goal is to help security professionals strengthen their

existing security defenses with new visibility and context

into attacks.

As we all know, two conditions are required for a security

incident to occur: a vulnerability must be present in some

form (e.g., a software flaw or insecure programming;

insecure configuration of IT infrastructure; insecure

business operations; risky behavior by internal staff or

other people, conducted maliciously or by mistake) and

secondly, a threat must exploit that vulnerability.

Typically, security professionals have no direct control over

threats. As a result, organizations have tended to focus on

known, more visible facts – vulnerabilities and control

failures – while neglecting threats as a factor in cyber risk

assessments.

However, as the volume of vulnerabilities has exploded

over the past few years, it has become almost impossible to

remediate all of them without vetting the impact and

likelihood that they will be exploited. The point is, why

dedicate resources to fixing vulnerabilities that have no

threat associated with them and are not even reachable�

Since a threat is the agent that takes advantage of a

vulnerability, this relationship must be a key factor in the

risk assessment process. It can no longer be treated as risk�s

neglected step child.
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Gartner predicts that by 2020, 25% of global enterprise will

engage the services of a �cyberwar mercenary�

organization, including threat intelligence services.

However, organizations must recognize that subscribing

to these services only increases the challenges associated

with processing and extracting actionable information

from security data, which in its raw form remains only a

means to an end.

Stand-alone threat intelligence services as silo-based tools

add to the volume, velocity, and complexity of data feeds

that must be analyzed, normalized, and prioritized.

Unfortunately, the latter represents one of the biggest

challenges in today�s fight against cyber-attacks.

Traditional security tools are silo-based and require legions

of staff to comb through the huge amount of data to

connect the dots and find the needle in the haystack.

In fact, advanced security operations teams leverage threat

intelligence to gather insight into the capabilities, current

activities, and plans of potential threat actors (e.g., hackers,

organized criminal groups, or state-sponsored attackers)

to anticipate current and future threats.

In turn, more and more organizations are turning to threat

information to enrich their security intelligence.

Sources range from government agencies (e.g., the National

Terrorism Advisory System by the U.S. Department of

Homeland Security, United States Computer Emergency

Readiness Team) and industry information sharing forums

(e.g., the Financial Services Information Sharing and

Analysis Center, Red Sky® Alliance) to commercial threat

intelligence service offerings that provide information

about IT security threats, vulnerabilities, incidents, and

other security-related issues.
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This effort can take months, during which time attackers

can exploit vulnerabilities and extract data. Thus,

organizations have to realize that limitations by virtue of

manual efforts in their cyber security operations have

created a major risk in itself.

The Target data breach was a good example. Despite the

fact that best-of-breed tools were in place and detected the

initial breach, the outsourced security operations team did

not respond to the alert in a timely fashion. Instead of

adding even more disjointed tools, such as threat

intelligence feeds, organizations need to find ways to

operationalize their cyber security practices.

Breaking down existing silos and automating traditional

security operations tasks is essential in implementing a new

enterprise security model.

Fortunately, new technology – pro-active cyber security

risk management – is emerging that helps not only

aggregate different threat intelligence feeds, but more

importantly correlate external and internal security data

with its business criticality or risk to the organization.

This allows for increased operational efficiency and faster

time-to-remediation.

Besides leveraging these new tools, organizations should

also consider the following measures to ensure they�re

operationalizing security intelligence as effectively as

possible:

• Assure ongoing categorization of assets within the

organization to establish a benchmark for determining the

business impact of threats and prioritization of remediation

actions.

• Apply best practices outlined in the National Institute

of Standards and Technology (NIST) Cybersecurity

Framework; especially their referenced security controls

library.

• Increase the frequency of vulnerability scans and other

methods to gather more timely security intelligence, which

can assist in the detection of security gaps, control failures,

and also verify if remediation actions were effective.

By implementing these measures, while correlating and

contextualizing external threat data with internal security

intelligence and business criticality, organizations can

operationalize their cyber security practices to shorten

time-to-detection and ultimately, time-to-remediation of

cyber threats.
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It has been said before that security is a game, not a

problem. The difference being that problems, like 1+1=,

have a singular answer. Too much network traffic load for

your security perimeter� That�s a problem -- install another

firewall: done. Games, on the other hand, are never �done�.

They are dynamic and require adapting to moves by other

players.

Security challenges today involve bad actors that range

from hacktivists and organized crime to nation-states --

information security�s �Game of Adversaries�. These are

complex equations with variables that are constantly

changing. As a result, we need increasingly adaptive

security solutions that can rapidly evolve to address

continuous changes in our adversaries� attacks -- whatever

those changes may be.

Attacks move to Digital Channels

We see this evolution daily with some of the most rapidly

evolving attacks occurring across our digital channels. Our

primary digital channels -- web, mobile, and social media

-- are exposed beyond the firewall, and moving increasingly

outside of the perimeter. This makes it challenging to get

visibility into what adversaries are doing outside the

network using traditional security controls like firewalls,

host agents and network sensors.

This is clearly illustrated by the evolution of phishing.

According to the Verizon DBIR for the past several years

�more than two-thirds of incidents that comprise the

Cyber-Espionage pattern have featured phishing.� Roughly

50% of targets �open e-mails and click on phishing links

within the first hour� of receiving them, leading to an

outcome where 60% of organizations targeted are

compromised �within minutes�.

Detecting Phishing is no longer a human-analyzable

problem, and static detection rules have become ineffective.

Adversaries are using sophisticated software development

technology to rapidly customize and modify their phishing

attacks, while extending them across all digital channels.

Detecting these threats and keeping pace with their rate of

change requires sophisticated automation and machine-

learning (ML) techniques.

Customers, employees, and revenue are moving toward

digital channels, making this is a key battleground for the

information security game today, and the adversaries are

showing up here armed to the teeth. An estimated 92% of

shoppers in the US will research or purchase gifts this

season via digital channels.

As a result, two of the biggest and fastest growing new

external-threats are:

1) Phishing via social media

2) Adversaries shifting their attack resources across large

expanses of threat infrastructure for obfuscation

Rogue Social Media Attacks

For the last several years, attackers have been pivoting their

phishing campaigns from traditional email and web attacks

to mobile applications. More recently they have started

using social media platforms like Twitter. These platforms

are rich environments to target with hundreds of millions

of users created with weakly verified authenticity.

Criminals can easily use popular topics, group

memberships, or falsely claimed affiliation with trusted

brands to target specific groups and make themselves, and

their malicious activities, appear credible. What makes

these attacks especially challenging to detect and defeat is

their high rate of speed and limited duration. Many

campaigns only last five to eight hours, with the majority
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of damage occurring in the first few hours. Finding and

shutting down rogue social media accounts even 24 hours

after an attack begins is akin to locking the barn door after

all the proverbial quadrupeds have been stolen. If we want

to stop these campaigns we need to detect and respond to

attacks faster. This requires technology that can detect

phishing across all digital channels: web, mobile, and social

media using machine learning to identify new/modified

campaigns quickly, without prior knowledge.

Threat Infrastructures are Moving Target

To compound this problem, attackers are rapidly growing

and scaling their threat infrastructure while they diversify

their attack vectors across new channels. To do this, they

have adopted agile software development and cloud-based

rapid deployment tools. Attackers are leveraging the same

cloud services and third-party hosting providers that

legitimate businesses use -- to run their infrastructure more

cheaply and efficiently.

They use this infrastructure to host multiple copies of

malicious payloads and files, so they can quickly shift their

attack resources around. One of the most advanced new

techniques being used to obfuscate attacks and evade

security analysis is to create layered traffic distribution

services (TDSs).

These are essentially sequences of redirectors to bounce

the traffic around a dozen or more times in an attempt to

confuse security products and analysts about where the

final destination (the malicious payload) actually is.

These advanced threat infrastructures are being used for

phishing; malvertising campaigns; more traditional

malware distribution, and most recently to help launch

attacks over social media. However, there is also good news

here.

Winning the Game of Adversaries

There are many indicators that can be tracked and used to

identify and analyze an adversary's threat infrastructure as

a collective whole. At a minimum, it requires PDNS,

Whois, and SSL Cert Registration Information, along with

an automated ability to correlate them to known threat

campaigns. Using these indicators security analysts can

better understand what attackers are doing, and map out

their infrastructure, so that it can be blocked and/or taken

down all at once. This also has the potential to prevent

future attacks before they happen -- effectively taping over

all the holes on the whack-a-mole machine at the same

time.

Attackers will continue to build new infrastructures and

launch new campaigns. However, using the right

technology and automation techniques, organizations can

detect them, stop them and significantly increase the cost

of doing business for criminals, while protecting

themselves and their users.
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As our personal and professional lives become more and

more intertwined, so do the opportunities for cyber

criminals to harness employee information as a way to

infiltrate business networks. In an enterprise environment,

there are thousands, if not tens of thousands of apps

running on BYOD and corporate-owned mobile devices.

The sheer volume of personal and corporate information

being shared across mobile devices and mobile

applications, has driven savvy cyber criminals to engage in

creative attacks, such as spear phishing, to gain access to

valuable data. If an infected app is in use, corporate data is

instantly put at risk and confidential information can fall

into the wrong hands before the employer or employee

have any clue as to how it happened.

Smarter Enterprise, Smarter Criminal

As protection and security tactics continue to expand and

evolve, so do those of cyber criminals. Gone are the days

of being able to easily identify cyber schemes as hackers

today are doing their homework. Their reconnaissance

typically includes gaining access to contacts and calendar

information through risky behaviors in mobile apps, laying

the groundwork and blueprint for a spear phishing attack.

“A recent study found that
91 percent of attacks
involved spear phishing”

Spear phishing is a phenomenally effective cyber-attack

strategy that targets a specific user and organization in an

attempt to obtain unauthorized access to confidential data.

Spear phishing is not a technique used by �random

hackers� but rather conducted by savvy cyber criminals

looking for financial gain, trade secrets, and other personal

and corporate information.

A recent study found that 91 percent of attacks involved

spear phishing. In other words, more than 9 out of 10

attacks use spear phishing methods to sidestep enterprise

security mechanisms in order to breach the network

through the actions of an unsuspecting insider. Everyone

from interns to C-level executives could be victims and

unwitting accomplices in a spear phishing attack.

An attacker is not necessarily interested in the employee,

rather he or she is looking for a way into the corporate

system to access personal identifiable information (PII) of

other employees as well as data on customers, passwords,

security clearances, and even financial information.

How it Works

Here is security�s dirty little secret: leaked mobile data

represents an exponential increase in the enterprise attack

surface.

Why is it that spear phishing attacks have increased by 38

percent overall in Q2 of last year�2 What data are attackers

using to enable them to craft increasingly sophisticated

malware-laden attachments and emails in ever-larger

numbers�

One answer lies in the �digital exhaust� that mobile usage

has created—a treasure trove of information: calendars,

contacts, call logs, location info, and a host of other types

of data—information that can be accessed by hackers and

other third-parties via insecure mobile apps.

Once an attacker has completed his or her reconnaissance

and gained access to one employee�s data, the difficult part
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is done, and he or she now has everything needed to launch

a successful spear phishing attack.

By selecting a recent calendar entry or meeting, the attacker

can determine other meeting attendees and devise an email

which references the meeting.

The email can include a malware-laden attachment with a

name related to the meeting�s subject. By matching contacts

to co-workers, the attacker can then create text suitable to

the contact�s role and title. All of this leads the recipient to

believe that the email is coming from a trusted source, and

once the attachment is opened, the initial stage of the

breach has begun.

“Many employees are
simply unaware of how
something as seemingly
harmless as an app asking
permission to access their
calendar on their personal
device can lead to the
leaking of corporate data”

How to Prevent Spear Phishing Attacks

Spear phishing attacks work because they are believable -

they look like safe communications. For enterprises to truly

be able to not only identify, but also prevent spear phishing

attacks, a two-step process is needed. The first step is

employee education: it is crucial that employees are aware

of the potential risk and behaviors that come with the

sharing of corporate data on both personal and professional

devices.

For example, many employees are simply unaware of how

something as seemingly harmless as an app asking

permission to access their calendar on their personal device

can lead to the leaking of corporate data. The second step

is for enterprises to adequately invest in the ability to scan

and analyze employee mobile apps for risky behaviors,

hidden actions, and mobile malware.

Being able to locate a risky behavior in an app is like finding

a needle in a haystack. Without the proper tools in place,

it�s hard to see the problem until it is too late. Thus, for

enterprises, it is crucial to understand the interaction

between mobile apps and enterprise data as well as how

these can be used together in different types of attacks.

By recognizing, understanding, and acknowledging various

threat types, like spear phishing, enterprises can then take

the necessary precautions to manage and prevent cyber

attacks.
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It�s fairly obvious to anyone these days that almost any

business or organization, regardless of size, is a potential

target of cyber attackers. Any organization that collects

personal information, data or payments is now under

attack from groups looking to steal that very same

information.

The headlines are riddled almost daily with tales of new

victims, with groups as diverse as Sony Pictures, T-Mobile

and JP Morgan Chase joining the ranks of the breached.

That�s just the tip of the iceberg. For every attack against a

large enterprise that makes the news, there are hundreds

that don�t, and it�s a near certainty that many organizations

have their security breached right now and just have not

detected the threat.

Of the known attacks that were successful, many share the

common theme that the initial breach of security arrived

on a network through a compromised endpoint.

Many advanced persistent threats (APTs), the tool of the

modern attacker, are designed to first compromise a

low-level endpoint within an organization, establish

contact with  command and control capability, move

laterally deeper into the network to elevate privileges with

the goal of slowly stealing targeted data or opening up holes

for more advanced malware to enter.

As such, the current focus of many organizations is next

generation endpoint protection. Gartner classifies next

generation endpoint products as part of the Endpoint

Detection and Response (EDR) category.

This is an interesting categorization by Gartner because it

emphasizes the ability for these products to actually

respond to threats, something that not every so-called next

generation endpoint protection solution is able to

accomplish. Responding to and stopping APTs at the

endpoint, before they can move to the core network, will

eliminate threats before they become a real problem.

It can also reduce the burden on overloaded perimeter

defenses like Next Generation Firewalls and Intrusion

Prevention Systems, especially if attackers specifically seek

to overwhelm them to make it easier for malware to slip

past.

But not all endpoint protection is created equally. A true

next generation solution needs to easily integrate with

existing security controls. It also needs to achieve three

main goals to ensure APTs don�t sneak inside. Specifically,

advanced next generation endpoint protection needs to:

• Detect all threats, especially previously unknown ones,

based on several factors including the analysis of endpoint

behavior

• Verify that detected threats are actually malicious,

leveraging security analytics to correlate endpoint and

network activity, and leverage threat intelligence feeds and

other threat indicators for verification.

• Respond to threats at machine speed before they do

damage. True next generation endpoint protection must

have the ability to automatically respond to threats using

countermeasures to surgically remove and/or contain

threats before they do damage.

Countermeasures like killing processes and restoring

registry keys can eliminate threats without any impact on

the user – and without requiring a full system restore or

downtime.
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Traditional Endpoint Anti-virus Isn�t Getting It Done

In its most primitive form, endpoint protection took the

form of anti-virus software installed on endpoints

throughout networks. Many corporations have rules in

place that restrict any endpoint from joining their networks

unless anti-virus protection is present and up to date.

For an individual user, there is nothing wrong with the

signature-based protection that anti-virus (AV) offers, but

it does take up valuable system resources with the need to

run constant scans, and requires a budget for continual

support. However, for an endpoint that is part of a network,

especially one that faces constant attacks, traditional AV

protection simply isn�t good enough.

For one, AV is nearly worthless against the unknown

nature of the threats presented by many APTs. There have

even been some recent studies that show that anti-virus is

even doing a less-than-perfect job against known threats.

Anything less than catching 100 percent of all threats on

an endpoint means that it can become the launching point

for an APT to get inside a network.

And attackers are very good at finding that low-hanging

fruit. In fact, most advanced hacker groups write their

APTs to specifically get around the most popular versions

of anti-virus protection.

Anti-virus is also poor at integrating with the existing

security offered by Security Operations Centers (SOC).

Most endpoint anti-virus solutions treat each endpoint as

its own entity. It might send back reports to SOC teams if

it detects a virus, but that too can be exploited by clever

attackers by purposefully triggering alerts on some

machines while slipping the APT quietly into others. This

distraction technique sometimes actually works better for

the attackers if known anti-virus programs exist on

endpoints.

One interesting point about AV is that most government

agencies, and many heavily-regulated organizations within

certain industries, still use AV due to compliance

regulations. But compliance does not equal security. It�s

worth noting that quite a few organizations are switching

over their AV programs to free versions, which still allows

for compliance within most industries. However, the

money saved by migrating to a free program can then be

spent on true next generation endpoint protection for a

perfect marriage of compliance and actual security.

The Rise of the Sandbox

To bolster endpoint defenses, some companies began to

rely on sandboxing. In sandboxing, endpoint environments

are emulated on the network as virtual machines. Programs

are executed on the sandbox and behavior is observed.

Once a program is deemed to be bad, a signature is created

blocking potential infections from that point. This

protection is behavior based, as opposed to the signature

protection offered by AV, and is more effective at detecting

unknown threats.

When sandboxing first came out, it was seen as the silver

bullet for advanced threat protection. But, very advanced

threats are now being programmed to detect if they are

inside a sandbox or an actual endpoint environment, and

behave differently depending on the environment.

For the most part, they behave as normally as possible while

being observed in the sandbox, only revealing their true

nature after being placed into a real environment. Some
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threats are also being programmed with exceptionally long

call functions, where they simply wait for a very long time,

sometimes an hour or more, before trying to laterally move

within a network or call back to command and control

servers.

In many cases, this can circumvent sandboxing which

might have already approved the program and granted it

some level of access.

Problems also arise because the sandbox doesn�t always

completely mirror the actual client environment, so it�s

possible that the sandbox is not accurately simulating the

endpoints it is supposed to be protecting. That means that

it might not catch every threat, even if attackers aren�t

specifically exploiting this increasingly known

vulnerability.

Another problem is ghost alerts which can easily

overwhelm even large teams of people monitoring the

endpoints.

This happens when the sandbox issues an alert based on

the virtual environment, but then the human responder

doesn�t find anything wrong with the physical client. This

alert chasing can waste a lot of time, and allow the real

threats to slip past unnoticed.

Starting with the Endpoint- The Next Generation of

Security

Next generation endpoint security is becoming a greater

area of focus; this is due in large to security organizations

needing additional visibility into advanced threats

operating in their environments.

For a successful cybersecurity strategy, multiple elements

that span the endpoint and the network are required. The

key here is to think �integration.� Prevention is important

and necessary, however, we know prevention will never be

100% effective. Detection is critical, but detection alone is

insufficient. An integrated approach that allows for the

response towards malicious threats is crucial and the main

driving factor behind increased interest and investment

into these technologies.

As organizations begin to recognize significant

vulnerability gaps caused by lack of visibility, the need for

next generation endpoint security solutions are needed

now more than ever to prevent, detect and respond to cyber

threats.

Visit Hexis at RSA South Expo Booth #S1529 to learn how

you can improve your cyber resilience.
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Cybercrimes become even more aggressive

Cyber criminal activities will continue to increase,

impacting significantly the GDP of each state. The financial

industry and the healthcare will be the sector that most of

all will suffer the pressure of criminal syndicates. The SMBs

will remain a privileged target of crooks, we will assist with

the increase of extortion phenomena relaying on DDoS

attacks and ransomware-based campaigns.

In the criminal ecosystem, the model of sale known as

criminal-as-a-service will advantage the entry into the

cybercrime ecosystem by groups of the organized crime.

Criminal syndicates will look with increasing interest to

cybercrime as an opportunity to differentiate different

illegal activities.

A growing number of threat actors will offer their products

and services to the organized crime causing a significant

increase of illegal activities and the birth of well-founded

criminal crews.

The good news is that an intensification of the

collaboration between intelligence and law enforcement

agencies worldwide will improve help to mitigate the illegal

phenomena.

Cyber espionage, the most dangerous cyber threat

In 2016, cyber espionage will reach levels never seen before

due to a growing number of high sophisticated operations

conducted by nation-state actors and well-funded hacking

crews.

Like the cybercrime, the impact of the cyber espionage on

the global economy will be significant, the High Tech and

financial industries will be most targeted sectors.

Some countries like North Korea and Iran will become even

more dangerous, they will continue to manage covert

operations to gather intelligence on Western organizations.

Russia and China, will continue to be the most dangerous

opponents for western entities in the cyber arena.
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The U.S. presidential elections …  a great opportunity for

hackers

Hackers and cyber criminals will use the upcoming U.S.

presidential election to attempt to harvest personal data

from citizens as well as candidates, election staffers and

media outlets. Expect lures made to look like political party

or candidate email, explaining their program or advocating

an online petition or survey on election issues.

The risk of a major cyberattack next year is concrete,

attackers may breach the websites belonging to the

candidates and political parties, and take over the online

accounts of mailing services or social media

Mobile Malware and Infiltration

People are using mobile devices more than ever, and

hackers will exploit bad habits of users. We will assist with

the increase of sophisticated mobile malware and intrusion

techniques to exfiltrate sensitive data off of users� mobile

devices.

The number, and the economic impact, of Mobile scams

will increase as never before. The situation will be very

critical in region like China, where there are the most

advanced underground communities in the development

of hacking tools and services for mobile platforms.

Mobile devices will be the privileged targets for cyber

espionage operations.

It�s time to seriously consider the security of smartphone

and tablets, adopting best practices for their protections.

The Internet of Things under attack

The number of cyber-attacks against Internet of Things

devices will rapidly increase. Most of Web cameras, routers

and wearable devices lack of security by design, and are

poorly configured, and hackers know it. Smart objects can

be hacked to steal sensitive or to abuse their resources to

launch a cyber attack against third parties. It is likely that

we will assist in powerful DDoS attacks launched from

Thingbot composed of hundreds of thousands vulnerable

IoT devices.

SMB�s Breaches Will Explode

Most small to medium sized businesses – whether they are

a small insurance company, a medium sized bank, a dentist

office, a small retailer, a medium sized government

contractor – they will be a bigger target for cyber crime and

breaches.  They have touch points into larger networks and

they don�t have the staff or budgets to secure their intranets.

Without an intranet security solution, they will be the

weakest link.

We just have to wait until next year to see what will happen�
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AirWatch® Mobile Application
Management

“The Best Mobile Application
Management Solution for 2016” - CDM

CDM

MOBILE APPLICATION
MANAGEMENT
SOLUTION 2016

BEST PRODUCT
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CYBER DEFENSE AWARDS
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CDM

ACCESS CONTROL
SOLUTION 2016

MOST INNOVATIVE

CDM

WIRELESS SECURITY
SOLUTION 2016

BEST PRODUCT

Vidder PrecisionAccess

“The Most Innovative Access Control
Solution for 2016” - CDM

Bastille Enterprise Security

“The Best Wireless Security Solution for
2016” - CDM



CYBER DEFENSE AWARDS

TrapX DeceptionGrid

“The Cutting Edge Deception Based
Security Solution for 2016” - CDM

WhiteCryption Code Protection

“The Hot Company in Application Security
Solutions for 2016” - CDM

CDM

DECEPTION BASED
SECURITY

SOLUTION 2016

CUTTING EDGE

CDM

APPLICATION
SECURITY

SOLUTION 2016

HOT COMPANY
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PulseSecure BYOD Solution

“The Editor’s Choice in Bring Your Own
Device Solutions for 2016” - CDM

CloudLock Cloud Security Fabric

“The Best Cloud Security Solution for
2016” - CDM

CYBER DEFENSE AWARDS

CDM

BRING YOUR OWN
DEVICE (BYOD)
SOLUTION 2016

EDITOR’S CHOICE

CDM

CLOUD SECURITY
SOLUTION 2016

BEST PRODUCT
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Attivo BOTsink® Solution

“The Next Gen Deception Based Security
Solution for 2016” - CDM

Arkin Visibility &
Operations Platform

“The Most Innovative Enterprise Security
Solution for 2016” - CDM

CYBER DEFENSE AWARDS

CDM

DECEPTION BASED
SECURITY

SOLUTION 2016

NEXT GEN

CDM

ENTERPRISE
SECURITY

SOLUTION 2016

MOST INNOVATIVE
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“The Cutting Edge Data Center Security
Solution for 2016” - CDM

ThreatStream Optic™

“The Next Gen Threat Intelligence Solution
for 2016” - CDM

CYBER DEFENSE AWARDS

SkySecure Enclave Platform

CDM

DATA CENTER
SECURITY

SOLUTION 2016

CUTTING EDGE

CDM

THREAT
INTELLIGENCE

SOLUTION 2016

NEXT GEN
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“The Best Antivirus Solution for 2016” -
CDM

Endgame Cyber Operations
Platform

“The Most Innovative Endpoint Security
Suite for 2016” - CDM

AVG AntiVirus

CYBER DEFENSE AWARDS

CDM

ANTIVIRUS
SOLUTION 2016

BEST PRODUCT

CDM

ENDPOINT SECURITY
SUITE 2016

MOST INNOVATIVE
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“The Hot Company for Security
Collaboration Solutions for 2016” - CDM

Fortscale 2.0

“The Leader in Insider Threat Detection
Solutions for 2016” - CDM

Comilion Collaboration Platform

CYBER DEFENSE AWARDS

CDM

SECURITY
COLLABORATION
SOLUTION 2016

HOT COMPANY

CDM

INSIDER THREAT
DETECTION

SOLUTION 2016

LEADER
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“The Best Of Breed in Data Center Security
Solutions for 2016” - CDM

Untangle NG Firewall

“The Editor’s Choice in Firewall & VPN
Appliances for 2016” - CDM

5nine Cloud Security

CYBER DEFENSE AWARDS

CDM

DATA CENTER
SECURITY

SOLUTION 2016

BEST OF BREED

CDM

FIREWALL & VPN
APPLIANCES 2016

EDITOR’S CHOICE
®
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“The Cutting Edge Solution in Mobile
Device Management for 2016” - CDM

Automated Threat Management
Solution

“The Editor’s Choice in Intrusion Detection
Systems for 2016” - CDM

AirWatch® Mobile Device
Management™

CYBER DEFENSE AWARDS

CDM

MOBILE DEVICE
MANAGEMENT
SOLUTION 2016

CUTTING EDGE

CDM

INTRUSION
DETECTION

SYSTEMS 2016

EDITOR’S CHOICE
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“The Best Network Security Solution for
2016” - CDM

Falcon Platform

“The Best Of Breed in Endpoint Security
Suites for 2016” - CDM

SmartWall Threat Defense System
(TDS)

CYBER DEFENSE AWARDS

CDM

ENDPOINT SECURITY
SUITE 2016

BEST OF BREED
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CDM

NETWORK SECURITY
SOLUTION 2016

BEST PRODUCT



“The Cutting Edge Access Control Solution
for 2016” - CDM

GoAnywhere MFT

“The Best Managed File Transfer Solution
for 2016” - CDM

Cryptzone AppGate

CYBER DEFENSE AWARDS

CDM

ACCESS CONTROL
SOLUTION 2016

CUTTING EDGE

CDM

MANAGED FILE
TRANSFER

SOLUTION 2016

BEST PRODUCT
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“The Next Gen ICS/SCADA Security
Solution for 2016” - CDM

INSIDE Secure MatrixSSE

“The Editor’s Choice in Application
Security Solutions for 2016” - CDM

Indegy Platform

CYBER DEFENSE AWARDS

CDM

ICS/SCADA SECURITY
SOLUTION 2016

NEXT GEN

CDM

APPLICATION
SECURITY

SOLUTION 2016

EDITOR’S CHOICE
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“The Leader in Cloud Security Solutions
for 2016” - CDM

SureView® Threat Protection

“The Best Endpoint Security Suite for
2016” - CDM

Elastica CloudSOC Platform

CYBER DEFENSE AWARDS

CDM

CLOUD SECURITY
SOLUTION 2016

LEADER

CDM

ENDPOINT SECURITY
SUITE 2016

BEST PRODUCT
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“The Most Innovative User Behavior
Analytics Solution for 2016” - CDM

RiskIQ Digital Footprint Solution

“The Best Of Breed Digital Footprint
Security Solution for 2016” - CDM

NuDetect

CYBER DEFENSE AWARDS

CDM

USER BEHAVIOR
ANALYTICS

SOLUTION 2016

MOST INNOVATIVE

CDM

DIGITAL FOOTPRINT
SECURITY

SOLUTION 2016

BEST OF BREED
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“The Hot Company in Data Leakage
Prevention Solutions for 2016” - CDM

PhishMe Triage

“The Cutting Edge Security Training
Solution for 2016” - CDM

Cloud Security Fabric

CYBER DEFENSE AWARDS

CDM

DATA LEAKAGE
PREVENTION (DLP)

SOLUTION 2016

HOT COMPANY

CDM

SECURITY TRAINING
SOLUTION 2016

CUTTING EDGE
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“The Editor’s Choice in Endpoint Security
Suites for 2016” - CDM

ThreatSecure Network

“The Best Of Breed in Network Security
Solutions for 2016” - CDM

Endpoint Protection Platform

CYBER DEFENSE AWARDS

CDM

ENDPOINT SECURITY
SUITE 2016

EDITOR’S CHOICE

CDM

NETWORK SECURITY
SOLUTION 2016

BEST OF BREED
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“The Most Innovative Application Security
Solution for 2016” - CDM

AVG CloudCare

Prevoty’s Application Security
Monitoring

CYBER DEFENSE AWARDS

“The Hot Company in Cloud Security
Solutions for 2016” - CDM

CDM

APPLICATION
SECURITY

SOLUTION 2016

MOST INNOVATIVE

CDM

CLOUD SECURITY
SOLUTION 2016

HOT COMPANY
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“The Cutting Edge Multi-Factor
Authentication Solution for 2016” - CDM

Checkpoint SandBlast Zero-Day
Protection

Swivel Authentication Platform

CYBER DEFENSE AWARDS

“The Next Gen Malware Analysis Solution
for 2016” - CDM

CDM

MULTI-FACTOR
AUTHENTICATION
SOLUTION 2016

CUTTING EDGE

CDM

MALWARE ANALYSIS
SOLUTION 2016

NEXT GEN
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“The Leader in Application Security
Solutions for 2016” - CDM

SafeDNS Platform

AppDome Dynamic Security
Wrapping

CYBER DEFENSE AWARDS

“The Editor’s Choice for Content
Management & Filtering Solutions for

2016” - CDM

CDM

APPLICATION
SECURITY

SOLUTION 2016

LEADER

CDM

CONTENT
MANAGEMENT

& FILTERING
SOLUTION 2016

EDITOR’S CHOICE
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“The Best Of Breed in Mobile Endpoint
Security Solutions for 2016” - CDM

ThreatConnect Platform

Zimperium’s Mobile Threat
Protection Solution

CYBER DEFENSE AWARDS

“The Cutting Edge Enterprise Security
Solution for 2016” - CDM

CDM

MOBILE ENDPOINT
SECURITY

SOLUTION 2016

BEST OF BREED

CDM

ENTERPRISE
SECURITY

SOLUTION 2016

CUTTING EDGE
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“The Editor’s Choice in User Behavior
Analytics Solutions for 2016” - CDM

CloudLock Cloud Security Fabric

CYBER DEFENSE AWARDS

Tripwire® IP360

“The Leader in Vulnerability Management
Solutions for 2016” - CDM

CDM

USER BEHAVIOR
ANALYTICS

SOLUTION 2016

EDITOR’S CHOICE

CDM

VULNERABILITY
MANAGEMENT
SOLUTION 2016

LEADER

CYBER DEFENSE MAGAZINE - ANNUAL EDITION 79



“The Best Data Center Security Solution
for 2016” - CDM

DB Networks Layer 7 Database
Sensor

Code Dx Enterprise Edition (EE)

“The Cutting Edge Application Security
Solution for 2016” - CDM

CYBER DEFENSE AWARDS

CDM

DATA CENTER
SECURITY

SOLUTION 2016

BEST PRODUCT

CDM

APPLICATION
SECURITY

SOLUTION 2016

CUTTING EDGE
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“The Editor’s Choice for Managed Security
Service Providers for 2016” - CDM

Solutionary ActiveGuard® Service
Platform

Securonix Platform

“The Most Innovative Insider Threat
Prevention Solution for 2016” - CDM

CYBER DEFENSE AWARDS

CDM

MANAGED SECURITY
SERVICE PROVIDER

2016

EDITOR’S CHOICE

CDM

INSIDER THREAT
PREVENTION

SOLUTION 2016

MOST INNOVATIVE
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“The Hot Company in Endpoint Security
Suites for 2016” - CDM

Tripwire Endpoint Security Suite

Security Mentor Training Platform

“The Next Gen Security Training Solution
for 2016” - CDM

CYBER DEFENSE AWARDS

CDM

MANAGED SECURITY
SERVICE PROVIDER

2016

EDITOR’S CHOICE

CDM

ENDPOINT SECURITY
SUITE 2016

HOT COMPANY

CDM

SECURITY TRAINING
SOLUTION 2016

NEXT GEN
®
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“The Editor’s Choice for Multi-Factor
Authentication Solutions for 2016” - CDM

Iovation Device-Based
Authentication

Herjavec Group’s Managed Security
Services

“The Hot Company in Managed Security
Service Providers for 2016” - CDM

CDM

MANAGED SECURITY
SERVICE PROVIDER

2016

EDITOR’S CHOICE

CYBER DEFENSE AWARDS

CDM

MULTI-FACTOR
AUTHENTICATION
SOLUTION 2016

EDITOR’S CHOICE

CDM

MANAGED SECURITY
SERVICE PROVIDER

2016

HOT COMPANY
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“The Best Enterprise Security Solution for
2016” - CDM

Resilient Security Module

Hillstone Networks CloudHive

“The Cutting Edge Cloud Security Solution
for 2016” - CDM

CDM

MANAGED SECURITY
SERVICE PROVIDER

2016

EDITOR’S CHOICE

CYBER DEFENSE AWARDS

CDM

ENTERPRISE
SECURITY

SOLUTION 2016

BEST PRODUCT

CDM

CLOUD SECURITY
SOLUTION 2016

CUTTING EDGE
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“The Best Of Breed User Behavior
Analytics Solution for 2016” - CDM

Gurucul Risk Analytics Platform

IKANOW Information Security
Analytics Platform

CYBER DEFENSE AWARDS

“The Leader in Enterprise Security
Solutions for 2016” - CDM

CDM

USER BEHAVIOR
ANALYTICS

SOLUTION 2016

BEST OF BREED

CDM

ENTERPRISE
SECURITY

SOLUTION 2016

LEADER
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“The Hot Company in Content
Management & Filtering Solutions for

2016” - CDM

AirWatch® Content Locker®

Ziften Endpoint Security Solution

“The Next Gen Endpoint Security Suite
2016” - CDM

CDM

MANAGED SECURITY
SERVICE PROVIDER

2016

EDITOR’S CHOICE

CYBER DEFENSE AWARDS

CDM

CLOUD SECURITY
SOLUTION 2016

CUTTING EDGE

CDM

CONTENT
MANAGEMENT

& FILTERING
SOLUTION 2016

HOT COMPANY

CDM

ENDPOINT SECURITY
SUITE 2016

NEXT GEN
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“The Most Innovative Multi-Factor
Authentication Solution of 2016” - CDM

Datablink Authentication Solutions

Resilient Security Module

“The Leader in Security Collaboration
Solutions for 2016” - CDM

CDM

MANAGED SECURITY
SERVICE PROVIDER

2016

EDITOR’S CHOICE

CYBER DEFENSE AWARDS

CDM

ENDPOINT SECURITY
SUITE 2016

NEXT GEN

CDM

MULTI-FACTOR
AUTHENTICATION
SOLUTION 2016

MOST INNOVATIVE

CDM

SECURITY
COLLABORATION
SOLUTION 2016

LEADER
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“The Best Application Security Solution of
2016” - CDM

Arxan IoT Application Protection

BlueTalon Policy Engine

“The Editor’s Choice in Data Centric
Security Solutions for 2016” - CDM

CDM

MANAGED SECURITY
SERVICE PROVIDER

2016

EDITOR’S CHOICE

CYBER DEFENSE AWARDS

CDM

ENDPOINT SECURITY
SUITE 2016

NEXT GEN

CDM

APPLICATION
SECURITY

SOLUTION 2016

BEST PRODUCT
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CDM

DATA CENTRIC
SECURITY

SOLUTION 2016

EDITOR’S CHOICE



“The Most Innovative Cloud Security
Solution of 2016” - CDM

Skyhigh Cloud Security Platform

Confer Endpoint Security Platform

“The Leader in Endpoint Security Suites
for 2016” - CDM

CYBER DEFENSE AWARDS

CDM

CLOUD SECURITY
SOLUTION 2016

MOST INNOVATIVE

CDM

ENDPOINT SECURITY
SUITE 2016

LEADER
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“The Hot Company in Patch &
Configuration Management Solutions for

2016” - CDM

SolarWinds® Patch Manager

Cryptzone Security Sheriff

CYBER DEFENSE AWARDS

“The Most Innovative Data Leakage
Prevention Solution for 2016” - CDM

CDM

PATCH AND
CONFIGURATION
MANAGEMENT
SOLUTION 2016

HOT COMPANY

CDM

DATA LEAKAGE
PREVENTION (DLP)

SOLUTION 2016

MOST INNOVATIVE
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“The Most Innovative Data Center Security
Solution for 2016” - CDM

Illumio Adaptive Security Platform

Gurucul Risk Analytics Platform

CYBER DEFENSE AWARDS

“The Best Insider Threat Prevention
Solution for 2016” - CDM

CDM

DATA CENTER
SECURITY

SOLUTION 2016

MOST INNOVATIVE

CDM

INSIDER THREAT
PREVENTION

SOLUTION 2016

BEST PRODUCT
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“The Next Gen Mobile Endpoint Security
Solution for 2016” - CDM

Skycure Mobile Threat Defense

Vectra Automated Threat
Management Solution

CYBER DEFENSE AWARDS

“The Cutting Edge Network Security
Solution for 2016” - CDM

CDM

MOBILE ENDPOINT
SECURITY

SOLUTION 2016

NEXT GEN

CDM

NETWORK SECURITY
SOLUTION 2016

CUTTING EDGE
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“The Cutting Edge Endpoint Security Suite
for 2016” - CDM

Code42 CrashPlan

RedSeal Cybersecurity Analytics
Platform

CYBER DEFENSE AWARDS

“The Most Innovative Network Security
Solution for 2016” - CDM

CDM

ENDPOINT SECURITY
SUITE 2016

CUTTING EDGE

CDM

NETWORK SECURITY
SOLUTION 2016

MOST INNOVATIVE
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“The Editor’s Choice for Risk Management
Solutions for 2016” - CDM

RiskSense Platform

EdgeWave ePrism Email Security

CYBER DEFENSE AWARDS

“The Best Messaging Security Solution for
2016” - CDM

CDM

RISK MANAGEMENT
SOLUTION 2016

EDITOR’S CHOICE

CDM

MESSAGING
SECURITY

SOLUTION 2016

BEST PRODUCT
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“The Cutting Edge Web Application
Security Solution for 2016” - CDM

Acunetix Web Vulnerability
Scanner

SolarWinds Log & Event Manager
(LEM)

“The Best Security Information Event
Management (SIEM) Solution for 2016” -

CDM

CYBER DEFENSE AWARDS

CDM

WEB APPLICATION
SECURITY

SOLUTION 2016

CUTTING EDGE

CDM

SECURITY
INFORMATION EVENT
MANAGEMENT (SIEM)

SOLUTION 2016

BEST PRODUCT
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“The Hot Company for Insider Threat
Detection Solutions for 2016” - CDM

Gurucul Risk Analytics Platform

ForgeRock Identity Platform

“The Best Identity & Access Management
Solution for 2016” - CDM

CYBER DEFENSE AWARDS

CDM

INSIDER THREAT
DETECTION

SOLUTION 2016

HOT COMPANY

CDM

IDENTITY & ACCESS
MANAGEMENT
SOLUTION 2016

BEST PRODUCT
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“The Leader in Managed Security Service
Providers for 2016” - CDM

Masergy Unified Enterprise Security

CloudLock Cloud Security Fabric

“The Best Of Breed Enterprise Security
Solution for 2016” - CDM

CYBER DEFENSE AWARDS

CDM

MANAGED SECURITY
SERVICE PROVIDER

2016

LEADER

CDM

ENTERPRISE
SECURITY

SOLUTION 2016

BEST OF BREED
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“The Cutting Edge Managed File Transfer
Solution for 2016” - CDM

Check Point Mobile Threat
Prevention

“The Leader in Mobile Endpoint Security
Solutions for 2016” - CDM

Covata Safe Share

CYBER DEFENSE AWARDS

CDM

MANAGED FILE
TRANSFER

SOLUTION 2016

CUTTING EDGE

CDM

MOBILE ENDPOINT
SECURITY

SOLUTION 2016

LEADER

CYBER DEFENSE MAGAZINE - ANNUAL EDITION 98



CYBER DEFENSE MAGAZINE - ANNUAL EDITION 99

cyberdefensemagazine.com/magazine

SIGN UP FOR CYBER WARNINGS
MONTHLY E-MAGAZINE

Cyber Defense Magazine, CDM and Cyber Warnings are Trademarks of STEVEN G. SAMUELS LLC. All rights reserved
worldwide. Copyright © 2016, Cyber Defense Magazine. Portions may be copyright by our writers. Contact us for reprint
rights.

All rights reserved. No part of this magazine may be used or reproduced by any means, graphic, electronic, or mechanical,
including photocopying, recording, taping or by any information storage retrieval system without the written permission
of the publisher except in the case of brief quotations embodied in critical articles and reviews. Contact us for redistribution
rights.

Because of the dynamic nature of the Internet, any Web addresses or links contained in this magazine may have changed
since publication and may no longer be valid. The views expressed in this work are solely those of the author and do not
necessarily reflect the views of the publisher, and the publisher hereby disclaims any responsibility for them.

Cyber Defense Magazine
PO Box 8224
Nashua, NH 03060
EIN: 454-18-8465, DUNS# 078358935.

All rights reserved worldwide.
marketing@cyberdefensemagazine.com
www.cyberdefensemagazine.com

Cyber Defense Magazine



CYBER DEFENSE MAGAZINE - ANNUAL EDITION 100


